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AnHotamms. Pabota mocBsimieHa pa3paboTKe cepBHca OOHAPYKEHUS MOIICHHUYSCKUX
JCUCTBUH C TUIATEXKHBIMU omepanusiMid. Pa3paboTaHHBIA MPOrpaMMHBIN KOJl NMpeaHA3HAueH st
BBISIBJICHMSI IOJO3PUTENbHBIX TPAH3aKLIMM, KOTOpPhIE MOTYT HAHECTH MaTepuaibHbIA yiepO.
[Tporpamma o3BoJIsIeT B3aUMOJICHCTBOBATh C OpOKepaMu COOOIICHHMIA, a TaKXkKe ¢ 0a30i TaHHBIX.
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DEVELOPMENT OF A SERVICE FOR DETECTING FRAUDULENT
AC-TIONS WITH PAYMENT TRANSACTIONS

O.V. Oksuyta, V.A. Ivannikov

Voronezh State University of Forestry and Technologies named after G.F. Morozov

Abstract. The work is devoted to the development of a service for detecting fraudulent
actions with payment transactions. The developed program code is designed to identify suspicious
transactions that can cause material damage. The program allows you to interact with message
brokers, as well as with the database.

Keywords: antifraud, micro service architecture, reactive systems, events, input data
analysis.

Buasl  mogo3pUTENbHBIX  OMEpalMii  OTJIMYAKOTCA W 3aBUCAT  OT
paccmarpuBaeMon otpaciu. [Ipu3Haku Takux omnepanuidi OMUCAHbl U XPAHITCA B
CIICMAJIBHBIX CIPABOYHHMKAX W OBIBAIOT 00ImIMe U cnenuduyeckue. st Toro, 4Toosl
OTIPENICNIUTh OIEPalUI0 MOAO3PUTEIBHON €€ J0CTaTOYHO HAWTH B CIHCKE OOIIMX
MOJ03PUTEIBHBIX OMNEpaluii WIM MPOBECTU aHAIU3 ATOM oOlepalnud OTHOCUTEIHHO
NEATEeIbHOCTU OpPTaHU3aIINH.

[Ipu pazpaboTke cucTeMbl MOUCKA MOAO3PUTEIBHBIX TPAH3aKIIMN HEOOXOIUMO
pELIUTh CIAEAYIOUIUE 3a1aUHu:

1.  npoaHanu3MpOBaTh pa3MYHbIE TEXHOJOTUU U BHIOpaTh Haumbosee
ONTUMAJIbHBIE AJISl PeaTu3alui MUKPOCEPBUCHI,

2. BBISIBUTH HEOOXOANMYIO (DYHKLIIMOHAIBHOCTb,

3. CHpPOEKTUPOBATH CTPYKTYpy 0a3 JaHHBIX,
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4. peann30BaTh MUKPOCEPBUCHI.

[Ipn peanuzanuu CUCTEMBbI TIOMCKA TMOJO3PUTENbHBIX TpPAH3aKUUNA OBLIU
UCIOJIb30BAHBI CIEAYIONINE CPEACTBA Pa3pabOTKHU:

Java 17,

dperimBopk. Spring Boot 3.0.6 (Webflux),
Spring Data JPA,

0a3a nmannbIx. PostgreSQL 13,

opoxep coobmennii Apache Kafka 3.3,
NoSQL xamr 6a3a ganubeix Redis,
Mapstruct,

Murpanuu 0a3el JaHHbIX. Flyway,
cpencTBo koHTeitHepu3armu: Docker.

B xope pa3paboTku cucTemMbl OBUITH ONPECIICHBI TPEOOBAHNUS K allllapaTHOMY U
IPOrpaMMHOMY 00€CTIEUEHUIO.

TpebGoBaHus kK anmapaTHOMY 00ECIIEYEHUIO cepBepa:

—  TIpOIECCOp € TaKTOBOM yacToToi 2 'l 1 BhIlIe,

—  IpOILECCOp, KAK MUHUMYM C 8 BBIUHACIUTEIBHBIMH SIpaMH,

— 128 1I'6 onepaTuBHOM NaMSATH,

— 100 T6 auckoBOro MpoCTpaHCTRA.

TpeboBanust Kk mporpaMMHOMY OOECHEUYEHHIO CEepBEpa: Cpela BBITOJIHEHUS
Java-xoma JRE nins Bepcum Java 17.

Peanuzamuss  antudpon-ceppuca  mojapazymeBaeT — pa3paboTKy — JBYX
CJ1a0OCBSI3aHHBIX MHUKPOCEPBUCOB, 00pa3ylOIIMX CUCTEMY JUid OOHapy>KEHUs
MOJO3PUTENBHBIX JAecTBUil. s  ynoOcTBa pa3BEepTHIBAHUS, MUKPOCEPBHUCHI
«TIOJTHATHD» B cpelne KonTeitHepos Docker.

Cucrema aHanmu3MpyeT TPAH3aKUMU B PEAJIbHOM BPEMEHH, CPABHUBAS HMX C
HOpPMAJIbHBIM TIOBEICHMEM WM mnpaBwiaMu. Korma cuctema oOHapy>KMBaeT
OTKJIOHEHHS OT HOPMBI, 3TO MOKET OBITh CUTHAJIOM BO3MOKHOT'O MOIIICHHUYECTBA.

OcHOBHBIE 3TaIlbl padOTHI CUCTEMBI:

— cOOp JaHHBIX: CHUCTEMa MOJY4YaeT JAaHHbIE O MOBEJCHHUM MOJIb30BATEIS
WIM O TPaH3aKLUAX: TUI OIepaluu, BPEMs, MECTO, CyMMa, MCTOYHHK U JpYyTHE
apaMeTphl,

—  aHaJW3 JAaHHBIX: aJTOPUTMbl AaHAJIM3UPYIOT JaHHbIE, YTOObl CPAaBHUTH
TEKYLIUE ACUCTBUS C HOPMAJIBHBIMU WM U3BECTHBIMU MOILIEHHUYECKUMH CXEMaMH,

—  peakuMs Ha aHOMAJIMM: €CIU JEHCTBUE CUUTAETCS IOJO3PUTEIIBHBIM,
CHCTEMa TIOMEUACT TUIATEXK IMOI03PUTEIBHBIM U oTpaBisieT B Temy Kafka.

Ha puc. 1 mokazana oOmias apXUTEKTypa CEpBHUCA MOUCKA MOJ03PUTEIbHBIX
TpaH3aKLHM.

CcoNOOR~ODE
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Pucynoxk 1 — O61miast apxuTekTypa cepBuca

basa qaHHBIX MEKpOCEpBUCA IJIATEKEH COCTOUT U3 HECKOJIBKUX CYIIHOCTEH.

CymHocTs payments npeaHasHaueHa AJisg XpaHeHus: HHOOPMAaLUU 0 BXOISIINX
TUIaTeXax; logs — s XpaHeHus = OWB3HEC-JIOTOB  MHKPOCEPBHCA;
flyway schema_history — ciuyxeOnas Tabnuia, XpaHsimas HHGOpMAIHIO O
BBITTOJIHEHUH CKPUIITOB MUTPAIIMU MHUKPOCEPBHCA.

Ha puc. 2 nmoka3zaHsl HapaMeTpbl OCHOBHBIX CYITHOCTEH 0a3bl TaHHBIX.

payments

i . N flyway schema_history
=pi= bigserial |
id P 'g=eria ) installed_rank <pi= integer
payer_card_number character varying(150) version character varying (S0)
receiver_card_number character varying (150} description character varying(150)
latitude double type character varying(20)
longitude double script character varying (1000)
date timestamp with time zone checksum integer .
— installed b character varying(100)
payments_pk Pl mst-:lled_oi timestamp without time zone
logs T integer
=} fxeugf:un,urﬁe boolean
id =pi= bigserial | success
id_payer character varying(150) flyway schema_history _pk =pi=
query character varying(8000)
action character varying(15)
logs_pk =pi=

Pucynox 2 — [1apameTpsl cymHocTel 6a3bl TaHHBIX
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