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INPOTUBOBOPCTBYIOIIUE ATAKU HA CUCTEMBbI
KOMIIBIOTEPHOI'O 3PEHUA U 3AIIIUTA OT HUX
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’BoeHHas akageMus PakeTHBIX BOMCK CTPAaTEruuecKoro

Ha3HayeHus nMmenu llerpa Bennkoro

CoBpeMeHHbIE CHCTEMBbI KOMITBIOTEPHOTO 3PEHHUS HAa OCHOBE TJIYOOKHMX HEHWPOHHBIX CETEH
JIEMOHCTPHPYIOT BBICOYANIITYIO TOYHOCTh B 3aJla4ax KJIACCU(PUKAINU U PACIIO3HABAHMS OOBEKTOB.
OnHAKO OHU OKa3aluCh YSA3BUMBI K CHCIHAIBHO CKOHCTPYHMPOBAHHBIM BO3MYIICHUSIM —
adversarial-atakam, KOTOpBIE OCTAlOTCS HE3AMETHBIMU JUIS YEJIOBEYECKOIO BOCIPHUATHS, HO
CIIOCOOHBI KapJIWHAJILHO W3MEHUTH IpecKa3aHue MojenH. J[aHHOe HCClIeIOBaHHWE IOCBSIICHO
CUCTEeMAaTUYECKOMY aHaIMU3y Yyrpo3 Oe30MacHOCTH HEMpPOCETEeBBIX MOJAENEH KOMIBIOTEPHOTO
3penusi. B pabore mpezacraBineHa kiaccuuKamMs aTak MO YPOBHIO JOCTYMHOW WHGOpMAaIUu O
MOJIEJIH, JIETaJTbHO PACCMOTPEHBI MEXaHU3MbI co3lanus adversarial-mpuMepoB ¢ UCTIOIL30BAHHEM
TPaJUCHTHBIX METOJIOB, a TAK)Ke MPOAHATM3UPOBAHBI COBPEMEHHBIC TIOJIXO/IBI K 3aIHUTEe, BKIIIOUYAs
adversarial training W JIETEKIUI0 AaHOMAJBHBIX BXOJHBIX JaHHBIX. Ocoboe BHUMaHUE YACICHO
MPAKTUYECCKUM AaCIIeKTaM: TMPUBEICHBI PE3yJbTaThl TECTUPOBAHUS YCTOHYHBOCTH TMOIYJISIPHBIX
ApPXUTEKTYp M KOJMYECTBEHHBbIC TMOKazaTredn S(PPEKTUBHOCTH PA3TUYHBIX METOJOB 3aIlUTHI.
HccnenoBanune moaTBepKAaeT, 4to mpobdieMa adversarial-atak ocTaeTcss KpUTUYECKU BAKHOW IS
pa3BepTHIBAHUS HAJICKHBIX CUCTEM KOMITBIOTEPHOTO 3PEHUS B PEAIbHBIX YCIOBHSIX.

KnroueBble croBa: mpoTHBOOOpCTBYyroImMe araku, adversarial examples, KOMIbIOTEpHOE
3penue, Oe3zonacHocts MU, ycToWumBOCTh MOENel, rpaiueHTHbIe MeTO/bI, adversarial training,
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Modern computer vision systems based on deep neural networks demonstrate the highest
accuracy in object classification and recognition tasks. However, they turned out to be vulnerable to
specially designed perturbations — adversarial attacks, which remain invisible to human
perception, but can dramatically change the prediction of the model. This study is devoted to the
systematic analysis of threats to the security of neural network models of computer vision. The
paper presents a classification of attacks according to the level of available information about the
model, discusses in detail the mechanisms for creating adversarial examples using gradient
methods, and analyzes modern approaches to protection, including adversarial training and
detection of abnormal input data. Special attention is paid to practical aspects: the results of testing
the stability of popular architectures and quantitative indicators of the effectiveness of various
protection methods are presented. The study confirms that the problem of adversarial attacks
remains critically important for the deployment of reliable computer vision systems in real
conditions.

Keywords: adversarial attacks, adversarial examples, computer vision, Al security, model
stability, gradient methods, adversarial training, white box, black box.

['myOokue  HEHUpOHHBIE CETH  MPOU3BEIM  PEBOJIOIMID B 001acTH
KOMITBIOTEPHOTO 3PEHHUS, JOCTUTHYB WJIM MPEB30MI1 YEIIOBEYECKHE CIIOCOOHOCTH B
TaKuX 3ajadax, Kak Kiaccuukanuss M300pakeHUHW U pacro3HaBaHUE OOBEKTOB.
Onnako B 2014 romy wuccinenoBaresibCKas TpyIa I0J PYKOBOACTBOM fHa
I'yadpennoy oOHapyxkuna (QyHIaMEHTAIbHYIO VYSI3BUMOCTH J3THX CHCTEM —
BO3MOKHOCTh LIE€JICHANPABICHHOIO MAaHUITYJIMPOBAHUS MX MPEACKAa3aHUSIMU C
MOMOIIbI0 MUHUMAJIbHBIX, BU3yaJIbHO HE3aMETHBIX BO3MYIICHHI BXOJHBIX JAHHbIX.
Otu Tak Ha3piBaeMble adversarial-aTaku TPEACTaBISIOT CEPhE3HYI0 Yrpo3y s
MPaKTUYECKOTO MPUMEHEHHUS CUCTEM KOMIBIOTEPHOTO 3pEHUS B KPUTUUECKU BAJKHBIX
o0iacTax: OeCHUIOTHBIX aBTOMOOWIISIX, IJIE OHU MOTYT MPUBECTU K HEMPaBUIbHOMN

I/II[CHTI/I(I)I/IKaHI/II/I JOPOIKHBIX 3HAKOB.
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AKTYyanpHOCTh MPOOJIEMBI ONpENEseTCs PaCTyIIe CIOXKHOCThIO aTak U HX
ajganTanyel K peambHbIM yCIoBUSIM. Eciu mnepBOHaYalbHBIE HCCIEIOBAHUSA
(dbokycupoBaich Ha HU(PPOBHOM 00JIACTH, TO COBPEMEHHBIE PAOOTHI IEMOHCTPUPYIOT
BO3MOXHOCTh (PU3WYECKUX aTaK C MOMOIIBIO CIEIHAIBHO Pa3MEIICHHBIX CTUKEPOB
WJTH TEKCTYP.

[lenpto maHHOM pabOTHI ABISETCS KOMIUIEKCHBIN aHanu3 landscape adversarial-
aTak Ha CHCTEMbl KOMITHIOTEPHOTO 3PEHUS W METOJOB 3alluThl OT HUX. B 3amaun
UCCJIEIOBAHUSI BXOJUT KiacCU(UKAIUS THUIIOB aTak [0 Pa3jIU4YHBIM KPUTEPHUSIM,
ONMCaHWe MEXaHW3MOB co3fmaHus adversarial-mpumepoB ¢ MaTeMaTHYECKUM
o0OCHOBaHMEM, a TakXke OIlleHKa dS(PPEeKTUBHOCTHU COBPEMEHHBIX METO/IOB
MOBBIIICHHUS YCTOMYMBOCTH MOJIEIICH Ha OCHOBE DKCIIEPUMEHTAIBHBIX JTAHHBIX.

Adversarial-atak  MOTyT OBITh CHCTEMATH3HPOBAHBI 10 HECKOJIBKUM
KITFOUECBBIM IMapaMeTpaM, OMPEIACIIAIONIAM WX TPAKTHYCCKYIO PEaTH3yeMOCTh H
OTTaCHOCT.

[To ypoBHIO HOCTYymHOW MH(pOpPMAIUU O LEJIEBON MOJEIU Pa3IuyaroT aTaku
Tuna "Oenblid SAMMK", TMPU KOTOPHIX 3JIOYMBIIUJICHHUK WMEET MOJHBIA JOCTYyH K
apXUTEKTYpe M MapaMmeTpaM MOJENH, U aTaku "depHOoro simuka", Korja U3BECTHBI
TOJILKO BXOJIBI M BBIXOJBI CUCTEMEI. ATaku Oejioro smuka, Takue kak FGSM u PGD,
UCTIONB3YIOT TpaJueHTHYI0 uHbopManuio st 3(PPEeKTUBHOrO  MOCTPOCHUS
BO3MYIIEHUW, B TO BpEeMs KaK YEPHOSAIIMYHBIC aTaKd 4YacTO OCHOBAHBI Ha
transferability — cBoiicTBe adversarial-mpuMepoB, CO3MaHHBIX OIS OJHOM MOJIEIH,
ObITh A((PEKTUBHBIMU TPOTUB JPYTUX MojieNiel, OOYYEHHBIX Ha aHAJIOTHMYHBIX
JTAaHHBIX.

[To memu BO3MEWCTBHS BBIICIAIOT I1ICJICBBIC AaTaKW, HAMpPaBICHHbIE Ha
M3MCHEHHUE TpEJCKa3aHusl Ha OMPEICICHHBIA IEJICBOM KJIacCc, M HETEJEBhIC, IEIbI0
KOTOPBIX SBISICTCS MPOCTOE HapyiieHne padoTel kiaccudukaropa. LleneBsie ataku
CUHMTAIOTCS OOJiee OIMACHBIMH, TaK KaK IMO3BOJIIOT 3JIOYMBIINIJICHHUKY TOJHOCTBIO
KOHTPOJIMPOBAThH TTOBEJACHUE CHCTEMBI.

Paccmorpum Metoapl co3manmsi adversarial-mpumepoB. Fast Gradient Sign
Method (FGSM) npencraBnsier coboi OJHY W3 CaMbIX MPOCTHIX M OBICTPBIX aTak
ocmoro smuka. OcHOBHas wuAesS 3akKiIOYaeTcs B OJHOKPATHOM BBIYHMCICHUU
rpaaveHTa (QyHKIUM TIOTEPh IO BXOJHOMY M300paXEHUI0O U J100aBJICHUU

HEOOJIBIIIOTO BO3MYIICHHM B HAITPABJICHWH 3HAKA OTOI'O I'paIvCHTA:

Xaay = X + € * sign(Vy, = J(0,%,y))(1)
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r7Ie X — HWCXOAHOE M300pakeHHWe, Yy — HUCTUHHBIA Kiacc, O — mapamerpsl
Mozaenu, | — QyHKIUS TOTepb, & — TMapaMeTp, OrPAHUYMBAIONINI HOPMY
BO3MYIICHUS.

[Ipumep pacuera FGSM-araku:

PaccmoTpum n3o6pakeHne KOMKH pazMepoM 224%224 mukcens.

Pucynox 1 — u3zo0pakeHne KOUIKu

[IycTe MOZENP IPEACKA3BIBACT KJIACC "KOWIKA' C BEpOSTHOCTHIO 0.95.

[locne BbIUMCIEHUS TpajueHTa TMOJIy4aeM TEH30p BO3MYIIEHUM C
MakcuMalibHBIM 3HaueHueM 0.02. [Ipu € = 0,03 co3mgaem adversarial-ipumep.

BusyanbHo n3MeHeHus He3aMeTHBI (cpenHee u3Menenue nukcens <~ 0.5%), Ho

MOJIEJIb TeNeph KiaccuuuupyeT n3oopaxeHue kak "codaka" ¢ BeposaTHocThio 0.89.

Projected Gradient Descent (PGD) siBnsieTcst uTepaTtuBHbIM pazsutuem FGSM
Y CYUTACTCS OJTHUM U3 CaMbIX MOIIHBIX METOOB aTaKH.
Ha kaxqom 1mare BIYHCIISICTCS TpagueHT U 00HOBIseTCs adversarial-pumep ¢

MOCTIEAYIOIICH TPOCKIIUEH Ha €-OKPECTHOCTh UCXOTHOTO H300paKCHMUS:

Xaavit+y = Proje (xadvt +ax Si.gn(vx * ] (6, Xadvt y)))(Z)

rae a — pasMmep mara, Proj, — oneparop npoekuuu Ha L., —1Iap paguyca €
BOKPYT X.

Paccmorpum Mmetonsl 3amuThl OT adversarial-atak. Adversarial training
CUMTaeTCd OXHUM W3 HambOoyiee dS(PPEKTUBHBIX TOAXOAOB K ITOBBIIICHUIO

YCTOMYHUBOCTU MOJICIIEH.
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Bwmecto MHUHHUMMA3AIUKU OXHMJAEMbBIX IIOTCPb Ha HMCXOAHBIX IOaHHBIX, MOICJIb

oOyyaeTcs Ha cMecH UCXOIHBIX U adversarial-nmprumepos:

ming E,,)~D[maxs € AJ(0,x + 5,¥)](3)

rae A — MpOCTPaHCTBO JOIMYCTUMBIX BO3MYILIEHUN.

[TpakTrueckas peanuzanus adversarial training yacto ucnons3dyer PGD-ataku

s reHepauuu  adversarial-mpumepoB Bo  BpeMs o0Oyuenus. HccnemoBanus

IIOKAa3bIBAIOT, 4YTO MOACIIH, 06y‘-I€HHI>I€ ¢ ucnojb3oBanueM PGD-ataku ¢ € = E

JEMOHCTPUPYIOT YCTOMUMBOCTH 10 50% MpOTHB aTak aHAJIOTUYHOW MOIIHOCTH, NpH

9TOM COXpaHAA TOYHOCTHb Ha YHMCTBIX JAHHBIX BBIIIC 85%.

Tabmunal — CpaBHEHHE METOJIOB aTaku

Mer Tun Urepar OddexTun BrruucnurenbH
ol aTaKu VBHBIN HOCTH ast CJI0KHOCTh
FG ben Her Cpennsis Hu3zkas
SM BII SIIIIUK
PG ben Ha Bricokas Cpennsis
D BIN SAIIUK
Carl ben Jla Ouenb Bricokas
ini & BIN SIIIUK BBICOKAs
Wagner
Bou Uep a Cpennsis Bricokas
ndary HbBIN SAIIUK
Attack
Squ Uep Jla Bricokas Cpennsis
are Attack | B sk

CpaBHeHHE TOYHOCTH MOJICNICH Ha YUCTHIX U adversarial-maHHBIX
. bazoBas monenb: 95% Ha yncThIX DaHHBIX, 15% Ha adversarial-gaHHBIX

. Mogens ¢ adversarial training: 87% Ha 4YHCTBIX HOaHHBIX, 52% Ha

adversarial-ganabx
. [To ocu X: MOIITHOCTH aTaku (&), MO OCH Y: TOYHOCTH KIACCU(PUKAIINH |
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Pucynok 2 — CpaBHEHHE YCTOMYUBOCTH Mojieici k adversarial-atakam

Oo6napyxenue adversarial-mpuMepoB NpeNCTaBIsACT COOOW ambTEPHATHUBHBIM
MOJIX0JI, OCHOBAaHHBIA HAa MACHTU(UKAINYA aHOMAIBHBIX BXOTHBIX JaHHBIX. MeTobl
OOHapyKE€HHsI HCIIOJBb3YIOT pa3jIMyHble CTaTUCTHYEeCKue cBoicTBa adversarial-
MPUMEPOB, TaKWE KaK pachpe/esieHne 3HAYCHUH aKTHBAIMA B CKPBITBHIX CIOSX WIH
aHaJIU3 pacHpeesIeHus peIcKa3aHui pHu 100aBIEHUH CITy4aiiHOTO LIyMa.

BKCHepI/IMeHTaﬂbHLIe PE3YJIbTAaThl U aHAJIN3

Tabnuua2 — CpaBHEHHE YCTOMYMBOCTH PA3IMYHBIX aPXUTEKTYP

Apxut Tounoct Touno Touno TouHOCTB
eKTypa b Ha UYHCTBIX |CTh  TOCiHe |CcTh  mocie | mocie — adversarial
JTAHHBIX FGSM PGD training + PGD
ResNet 94.8% 32.1% 12.3% 48.7%
-50
VGG- 93.5% 28.7% 9.8% 45.2%
16
Dense 95.1% 35.3% 14.1% 51.3%
Net-121
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Jnst xonuuecTBEHHOW OLEeHKH 3(G(EKTUBHOCTH METOJOB 3alIUThl  ObLIO
IIPOBEJICHO TECTUPOBAHUE PA3TUYHBIX apXWUTEKTyp Ha Habope manHbix CIFAR-10.
ResNet-50 nemoHcTpupoBana TouHOCTh 94.8% Ha YHCTBIX JAHHBIX, KOTOpas Iajaja
1o 12.3% npu PGD-arake ¢ € = 8/255,

[Tocne adversarial training ¢ wcnons3oBanwemM 7 mmaroB PGD Ta ke
apXUTEKTypa Mokazana ToUHOCTh 86.1% Ha yucThix nanHbix U 48.7% Ha adversarial-
npuMepax.

Ananmm3 transferability arak mokaszan, uto adversarial-nmpumepsl, CO3JaHHBIC
Ui OJHOM apXUTEKTYphl, 3¢ ¢deKkTuBHbl NpOoTUB Apyrux B 40-60% ciydaeB, yTo
MOTYCPKUBACT YHUBEPCATHLHOCTh YIPO3HI.

[Ipu »TOM KOMOMHHMpPOBaHHAs 3alUTa, BKIOUaromas kak adversarial training,
TaK W JICTEKIUI0O AaHOMAJIHM, JAEMOHCTPUPYET HAWIYYIIHE PE3YJIbTaThl, CHIDKAS
yCHenHocTh atak a0 15-20%.

[IpoGnema adversarial-aTak ocraeTcs OJHUM W3 KIIOYEBBIX BBI3OBOB JIJIS
0€30macHOTO pa3BEepPTHIBAHUS CHCTEM KOMITBIOTEpHOTO 3peHus. IIpoBeneHHOE
HCCJICIOBAHUE JIEMOHCTPHPYET, YTO COBPEMCHHBIE METOJBI AaTaKh CIOCOOHBI
HAJeKHO OOMaHBIBaTh JaKE€ CaMbIE COBEPIIEHHBIC MOJEIH, a CYIICCTBYIOIIHE
MOAXOABl K 3aluTe OOCCNEYMBAIOT JIMIIh YaCTHYHYIO YCTOWMYHMBOCTH IIEHOM
CHUKEHUSI TOUHOCTH Ha YHCTHIX TAHHBIX.

Hanbomnee mepcrneKTHBHBIMU HAMpaBICHUSAMHA AATbHEHIITUX HCCIICIOBAHMMA
MPEACTABISIOTCA  pa3paboTKa aJanTHBHBIX METOJOB  3alUThI, CIIOCOOHBIX
MIPOTUBOCTOSATHh HEM3BECTHBIM THUITAM aTaK, CO3JaHKMe (POpMaIbHO BEPUPHUITUPYEMBIX
TapaHTHA YCTOMYHMBOCTH, a TaKXKe WHTErpalus MEXaHU3MOB O€30MacHOCTH
HEIOCPEICTBEHHO B MPOIIECC MPOSKTUPOBAHUS aPXUTEKTYP HEHPOHHBIX CETEH.

Kputnueckn BakKHBIM SBJISIETCS Tak)Ke CO3JaHUE CTaHIAPTU3UPOBAHHBIX

OEHUYMAapKOB JIJIsl OIICHKH YCTOWYUBOCTH MOJIETICH B PA3IMYHbBIX CIICHAPUAX aTaK.
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