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CEKIIMA 1
CHUCTEMHBII AHAJIN3, VIIPABJIEHUE,
OBPABOTKA NHO®OPMAILIMH
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VY IK: 004.056.5:004.85
AHAJIN3 HETTOYEK ATAK (KILL CHAIN) C IPUMEHEHHUEM Al

[0.0O. ABunos', E.A. Anukees', 1.H. 3anun!

!®I'BOY BO «BopoHEkKCKHIA rOCY1apCTBEHHBIN JIECOTEXHUYECKUM YHUBEPCUTET
nmenu ['.®@. Mopo3zoBa»

AHHOTanwms. B cTatbe mpeiokeH Moaxo 1 K aBTOMaTH3alliy aHalIn3a Kubeparak Ha 6aze Mo-
nenu Cyber Kill Chain ¢ mpumeHeHreM METOI0B UCKYCCTBEHHOTO MHTeIUIeKTa. [IpoBenena dpopma-
mu3anus cemu stanoB kill chain uepes nHabmiogaembie nHaUKAaTOPHI KoMIpometanuu. [ToguépkuyTta
pons MU kak BciomorarensHOro nHCTpyMeHTa. O003HaYeHbI HAlIPaBJICHUS 1aIbHEHIIIEro pa3BUTHS.
Pe3synbTarel paboThl MPUMEHUMBI KaK B MHAYCTPHUATIBHOW MPAKTUKE KUOEpOE30MacHOCTH, TaK U B
MOJITOTOBKE CIEIUAIMCTOB 110 WH(POPMAITMOHHON 0€3011aCHOCTH.

Kitouersie cnoBa: Cyber Kill Chain, nckycCTBEHHBIN MHTEIUIEKT B KHOEPOE30IMaCHOCTH, aB-
TOMaTH3alus aHanu3a kubeparak, MamnHHoe ooydenue 1 Ub, MITRE ATT&CK, nerekrupoBa-

HHUE 3TAIlOB aTaKH.
ANALYSIS OF ATTACK CHAINS (KILL CHAIN) USING Al
Yu.O. Avilov, E.A. Anikeev, I.N. Zanin

Voronezh State University of Forestry and Technologies named after
G.F. Morozov

Abstract. The article proposes an approach to automating the analysis of cyber attacks based
on the Cyber Kill Chain model using artificial intelligence methods. The seven stages of the kill chain
were formalized through the observed indicators of compromise. The role of Al as an auxiliary tool
is emphasized. The directions of further development are outlined. The results of the work are appli-
cable both in the industrial practice of cybersecurity and in the training of information security spe-
cialists.

© Asunos 0. O., Auuxkees E. A., Sanun 1. H., 2026



Keywords: Cyber Kill Chain, artificial intelligence in cybersecurity, automation of cyberat-
tack analysis, machine learning for information security, MITRE ATT&CK, detection of attack

stages.

CoBpeMeHHas ku0epOe301acHOCTh CTAJIKUBAETCS C HAPACTAIOUIEH CII0KHOCTHIO
¥ CKOPOCTBIO KnOepaTak: 3I0yMBIIIJICHHUKH PUMEHSIOT U30IIPEHHBIC TAKTUKY U aB-
TOMATHU3ALMIO, OBICTPO AJANTUPYSCh K 3alIUTHBIM MepaMm. TpaJauLMOHHBIE METOJbI
paccieioBaHus MHIIUACHTOB, OCHOBAaHHBIE HA PYYHOM aHaJU3€ U 3KCIEPTHOW HHTEp-
NpeTaluy JaHHBIX, HEAOCTATOYHO S()PEKTUBHBI: OHU TPYIOEMKH, CYOBEKTUBHBI U
IUI0X0 MacIITabUpyIOTCs Mpu O0NBIINX 00bEMaX TeneMeTpuu. BaxkHa cBoeBpeMeHHas
PEKOHCTPYKIIUS IIENOYKH IEHCTBUI aTaKyIOIIEro — OHA IMO3BOJISIET BBIIBUTh KpUTHYE-
CKHME TOUKH, I'JI€ MOXKHO IIPEPBATH ATAKY 10 JOCTUKEHHUS LIEJIEH 3710yMBbIIIUIEHHUKA [ 1].

Mopnens Cyber Kill Chain (Lockheed Martin) — pacnpocTpaH€HHBI UHCTPY-
MEHT CTPYKTYPHUPOBaHHUS ATANIOB KUOEpaTaKh: OT Pa3BE/IKU U JJOCTABKU BPEIOHOCHOTO
MHCTPYMEHTApus J0 SKCIUTyaTalluu ySI3BUMOCTEN, 3aKpEIIeHHUsI B MHPPACTPYKTypeE U
peanu3anuu UeneBslX AeicTBuil. Ha nmpakTuke €€ npuMEHEeHUE 4acTo CBOAMUTCS K DKC-
IIEPTHOMY COIIOCTaBJICHUIO MHAMKATOPOB C dTalaMH, YTO 3aTPYAHSIET ONEPATHUBHOE
BBISIBJICHHE MHOTO3TAIHbIX aTak. TexXHOoJIOrnu UCKyccTBeHHOro nnTeswiekra (M) ot-
KpBIBAIOT BO3MO>KHOCTH JIJIs1 aBTOMATU3ALMK: METO/IbI MaIIMHHOTO 00y4yeHusi, NLP u
rpadoBOro aHaiau3a MOMOTAIOT BBISBIATH 3aKOHOMEPHOCTH, KIacCU(PUUUPOBAThH CO-
OBITHS IO CTAJUSM aTaKU U BOCCTAHABIIMBATH MOCJIEI0BATEIBHOCTH AEHCTBUI C MEHb-
IIMMH BPEMEHHBIMU 3aTpaTaMu.

[{enb pa®oThl — pazpaboTaTh MOAXO0J K aBTOMAaTU3UPOBAHHOMY aHAIM3y LEIO-
yek kubepartak Ha ocHoBe MU B cooTBeTcTBHM ¢ Mozenbto kill chain. 3amauu: dhopma-
JM30BaTh KPUTEPUU OTHECEHMs coObITU K ATanaM kill chain, BeIOpaTh u amantupo-
BaTh AJIrOPUTMbl MAIIMHHOTO OOYyYEeHUs IJisl KJIacCU(UKAMU U BOCCTAHOBJICHHMS IO~
CJIEI0BATEIbHOCTEM, SKCIIEPUMEHTAIbHO OLUEHUTh 3P(HEeKTUBHOCTH noaxoxaa. [Ipakru-
YyecKasi 3HAaUMMOCTb — IMOBBIIICHHUE ONEPATUBHOCTH U TOUHOCTH BBISIBJICHUS aTak, OIl-
TuMu3aius pearupoBanusi B SOC, mpuMeHEHHE METOAMK B y4eOHBIX Kypcax IO WH-
(hopManMOHHOM 0€30MacHOCTH.

Cyber Kill Chain pekommno3upyeT aTaky Ha CeMb JTaloB: pa3BeaKa
(Reconnaissance), Boopyxenue (Weaponization), noctaBka (Delivery), sxcrutyaTtanus
(Exploitation), ycranoBka (Installation), ynpasnenue u kouTpois (C2), neicTBust mo
nocTtuxeHuto 1eneit (Actions on Objectives). Moaens nonysisipHa 6y1aroaapst HarJsiI-



HOCTH U coBMecTUMOCTH c threat hunting, Ho e€ nuHelHas cTpyKTypa He Bceraa oTpa-
KACT TMHAMUKY COBPEMEHHBIX aTak (Harpumep, napauieabHble BEKTOPBI UM BO3BpAT
K IPEABIIYIIAM dTanam).

B kauectBe anpTepHaTuBbl Henodib3ytoT MaTpully MITRE ATT&CK — katanor
TEeXHHUK U TAKTUK 3JI0YMBIIICHHUKOB, YIOOHBIH 711 COTIOCTaBICHUS COOBITHI C KOH-
kpetHbiMU TTP u oOoramenust mpaBun koppessituu. Emé oqHO pa3BUTHE KOHIIETI-
run — Unified Kill Chain: ona BkitrogaeT 60KOBOE TepeMEIIeHUE W ICKATIAINIO TIPH-
BUJICTUI, MOBBIIIAS PEJIEBAHTHOCTB VISl CJIOAKHBIX aTaK, HO YCIIOKHSS aBTOMAaTH3aLUIO
13-3a OOJIBIIIOTO YKCJIa TEXHUK U OTCYTCTBHUS KECTKOU MOCIIEI0BATEILHOCTH.

HccnenoBanus MociaeIHUX JIET aKTUBHO MPUMEHSIOT MalIMHHOE OOy4YeHUue u
NLP nnst ananuza kubepatak: kKiaccuGUUUPYOT MHIUMAECHTHI o 3Tanam kill chain, uz-
BiekatoT TTP u3 oTu€roB u myOauKaluii, CTpOAT TallMJIaiiHbI aTak C MOMOIIBIO Ipa-
($oBbIX Mozenel. OJTHaKO MHOTHE peleHus pa3padaThIBalOTCs B U30JIMPOBAHHBIX Cpe-
nax v ciabo mpuBsi3aHbl K peasibHbIM nporeccam SOC [2].

KiroueBbie mpoGiieMbl BHEIPEHUS] aBTOMATU3alMKU: cllabasi MHTErpalus ¢ MoTo-
kamu AaHHbIX SIEM-cuctem (B peajabHOCTH TEJIEMETpUs IIyMHasi, HENoJHasl, pa3Ho-
poaHas), 1epUIUT BOCIPOU3BOJUMBIX OEHUMAPKOB Ul CPAaBHEHMSI aJITOPUTMOB, HU3-
Kasi MHTEepHpeTUpyemMocTh Moaened MU — 310 cHukaeT moBepue aHAIUTUKOB U BBI-
HY>K/Ia€T M0JIaratbCsi Ha py4yHOU aHanu3. Y CTpaHEHHE 3TUX OrPaHUYEHUN HEOOXOAMMO
JUTSI IEPEX0/1a K YCTOMYMUBBIM U JJOBEPEHHBIM MHCTPYMEHTAM.

MeTtonosorust uccienoBanus ocHoBaHa Ha dopmanmzaruu dtanoB kill chain B
TEPMHHAX HAOJIIOJAEMbIX TEXHUYECKUX MHIUKATOPOB: KaXKABIA ATall COOTHOCUTCS C
KOHKpETHBbIMU apTedakrtamu. Hampumep, pa3Beqka pUKCUpyeTcs: yepe3 aHOMaJIbHbIE
DNS-3anpockl U ckaHUPOBaHHUE MOPTOB; BOOPYKEHHUE U JOCTABKA — YEPE3 MOI03PHU-
TEJIbHBIE BJIOXEHUS U XEIlIM BPEJOHOCHBIX (DaillIoB; SKCILTyaTalusl — 4epe3 OUIMOKH,
BbI30BBI API 1 aHOManuy NpuioKeHni; yCTaHOBKA U 3aKPEIJIEHNE — YEPE3 U3MEHEHUS
peecTpa U CO3JaHHUE aBTO3arpykaeMbix cepBUCOB; C2 —4yepe3 yCTOMYUBBIE UCXOsI-
LI1E COEAUHEHUS U HECTAaHAAPTHBIE IPOTOKOJIbI; JEHCTBHS IO LEIAM — Yepe3 TOCTYI
K KOH(UICHIIMATBbHBIM JaHHBIM U MOTBITKA TOPU30HTAIBHOIO TIEpeMEeIeHHsI. DTO COo-
31aéT OCHOBY I Kiaccudukarmu ¢ momorisio U [3].

WM cTOYHMKM NaHHBIX — PA3HOPOJHBIE TEJIEMETPUUYECKUE IOTOKU: CHCTEMHBIE
noru (Windows Event Log, Sysmon, EDR), cereBoii Tpaduk (pcap, NetFlow), Baeni-
Hue nanubie Threat Intelligence (IoC-6a3b1, STIX, oTuétsl). KoMOuHHUpOBaHKE UCTOY-
HUKOB JJa€T MHOTOMEPHBIN B3Il HA UHLUUCHT: JOKaJIbHbIE apTe(aKThl JOMOIHSIIOT

CETEBYIO KapTHUHY, BHEITHUE HHIUKATOPHI YCKOPSIOT UAECHTU(DUKAITUIO YTPO3.



D¢ heKTUBHOCTh METOI0JIOTUU OLEHUBAIOT MO KOJUYECTBEHHBIM U KaUeCTBEH-
HBIM METpHKaM: TOYHOCTh, oJiHOTa U Fl-Mepa [4] — mo kaxxaomy atamy Kkill chain;
JI0JI TIPaBUJIBHO BOCCTAHOBJIEHHBIX TEPEXO0/0B MEXKIy dTaraMu; BpeMs o0paboTKu
notoka coObITui. Takol HaOOp METPUK MO3BOJISIET KOMIUIEKCHO OIIEHUTh KaueCTBO
KJ1acCU(UKALMU U PUTOTHOCTD PELICHUS 1711 pabOThI B p€aTbHOM BPEMEHH.

[TpakTiueckast peanusarus — proof of concept Ha myONMMUYHBIX HaraceTax
(MITRE Engenuity ATT&CK Evaluations, Habopbl J0TOB, UMUTHPYIOIINE HHIIH-
JIEHTHI). DKCIIEpUMEHTaJIbHAs Cpela BKIII0YAET KOHBEHep mpenoOopadoTKu: HOpMau-
3anuio (hopmMaToB, MPUBEICHUE COOBITUI K eAMHON cxeMe, oboramieHue [oC, pyuHyto
pa3MmeTtky 1o 3tanam kill chain st oOyvarornieit Boioopku. CpaBHUBAIOT KJIIACCUUECKHE
ML-anroputmsl (Random Forest, XGBoost), TpanchopmepHbie Moaenu sl TEKCTO-
BBIX ONMCAHUM COOBITHI U TpadoBbIe METOJIBI ISl BOCCTAHOBIIEHUS MIOCIIEIOBATEb-
HOCTeH. Pe3ynpTaThl MOKa3bIBAIOT: Kilaccuyeckue ML-monenu 3p(heKTUBHBI HA CTPYK-
TYpPUPOBAHHBIX JIOTax, TpaHchopMepsl dydnie padoTaloT ¢ HECTPYKTYPHUPOBAHHBIMU
oTuéTami, rpadoBble MOAXO0/bI 1al0T HauboJee TOCTOBEPHYIO PEKOHCTPYKIUIO LIEHO-
4eK, HO TPeOYIOT 3HAUUTENIbHBIX BEHIYUCIUTENBHBIX PECYPCOB [5].

AHanu3 pe3yibTaToB BBISIBIISIET 30HbI OLIMOOK: 3TAlbl pPa3BEAKU U JOCTABKH Ya-
CTO CMEIIHMBAIOTCS M3-3a CXOKECTU CETEBBIX MATTEPHOB, ATANl YCTAHOBKU MOKET IPO-
nmyckatbes pu cinadoit renemerpur EDR. Ilprmepbl peKOHCTpYHpPOBaHHBIX LIEIOYEK
MPEJICTABIAIOT B BUJE TaWmiiaiiHOB ¢ mannuHroMm Ha TexHuku MITRE ATT&CK.
JloxHbIe cpabaThiBaHUsI U MPOMYIEHHBIE 3TaIlbl 00YCIOBICHBI HETIOJIHOTON JTaHHBIX
Y TIOBEJICHUEM JIETUTUMHBIX ITPOLIECCOB, UMUTUPYIOIIMX BPELOHOCHBIE AEUCTBUSA. DTO
OTIpe/IeIIsieT HaIlPpaBJICHUs 10pabOTKH — OT pacHIMpeHusi Habopa MPU3HAKOB 10 yTOU-
HEHUS MPaBUJI KOPPETSLHUU.

Cuenapun npumenenus noaxonaa: B SOC — npruoprUTH3aLAs AJIEPTOB IO CTAANHU
kill chain (C2 u geiicTBuUsI 10 1eMIsIM MOJTy4atoT BHICHIUNA TPUOPUTET, pa3BeaKa — 00pa-
OaThIBaeTCS B MUIAHOBOM TOpsiake); B threat hunting — renepaius runores3 o He3aBep-
MIEHHBIX aTakax (HarpuMep, NPy HATUYUKU Pa3BEIKU U JOCTAaBKU, HO OTCYTCTBHUH JKC-
IUTyaTaly, CUCTeMa PEKOMEHIYET IPOBEPHUTH CIEIbl 3aKpeIUieHHs); B 00pa3oBa-
HUU — aBTOMaTUYeCKasi TeHepalys ClIeHapHeB aTak Jyulsl yYeOHbIX MOJIMIOHOB U OTpa-
OO0TKM HaBBIKOB paccienoBanus. [Ipu 3TOM KauecTBO BHIBOJIOB 3aBUCUT OT MOJHOTHI
TEJIEMETPHUH, KPUTHUECKUE TUNIOTE3bI TPEOYIOT PYUHOH BaMIalluu, Ype3MEPHaAs yBe-
PEHHOCTh B aBTOMATHKE MOXKET MPUBECTH K MPOMYCKY HETUIHYHBIX ATAK.

HNHTepnpeTnpyeMoCTh BBIBOJOB BakKHA JUISl IOBEPUSl aHAIUTHKOB: HY)KHO HE
IIPOCTO OTHECTHU COOBITHE K ATamy, HO U OOBSACHUTH, KaKH€ NMPU3HAKH MOBJIMUIA Ha

pelIeHre MOJIEIN. DTO PEaAH3yIOT C MOMOIIBI0 MeToa0B o0bsicHumoro MU (XALI:
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SHAP, LIME) u npo3paunsix npasui koppensiuu. Muaterpamus ¢ SIEM/SOAR npen-
noJiaraeT cTaHAapTusaluioo GopMarToB nepeaadu runote3 (mpasuia Sigma, API-un-
Tepdetichl). B nepcriekTuBe — nepexo/i K MyJIbTUMOIaIbHBIM MOJIETISIM (OJTHOBPEMEH-
Hasi oOpaboTKa JOroB, Tpaduka U TEKCTOBBIX OTYETOB) U BHEIPEHHUE aJIalITUBHOIO
oOy4eHHs C Y4ETOM 0OpaTHOM CBS3H OT DKCIIEPTOB.

HccnenoBanne mokaseiBaeT, 4to MU 1mo3Bons€T yCKOPUTh U CTaHIAPTU3UPO-
BaTh aHAIM3 Ienoyek aTtak B paMkax kill chain: aBTomaTu3anusi CHUXXaeT BpeMEHHbIE
3aTpathl U CyObEKTUBHOCTH OlleHOK. [Ipu aToM U He 3ameHsieT aHauTHKa, a BBICTY-
NaeT HHCTPYMEHTOM MOJACPKKU MPUHATUS PEIICHHH, TpeOyIomuM 00s13aTeIbHOM Ba-
JTUAAIMN — OCOOCHHO B KPUTUYECKUX WIJIM HETUMUYHBIX MHIUJEHTaX. DKCIEPUMEH-
TaJlbHasl IPOBEPKA MOJTBEP/IUIIa PAOOTOCTIOCOOHOCTh METOIOJIOTUU: THOPUIHOE HUC-
nonb3zoBanue ML, NLP u rpadoBbIX METOJI0B 00ECHEUHIIO MPUEMIIEMYIO TOYHOCTh
KJIACCU(PUKALMUA U IOCTOBEPHYIO PEKOHCTPYKLHUIO MOCIEI0BATEIBHOCTEN, XOTS pa3-
BEJIKa U IOCTaBKa OCTAIOTCA CIOKHBIMU ISl OTHO3HAYHOTO pa3/IeJICHUs U3-3a CXOXKe-
CTH IAaTTEPHOB U HENOJIHOTHI TEJIEMETPHH.

[IpakTrueckast HeHHOCTh MeTOAUKH: B SOC — 1151 IPUOPUTH3ALUH AJIEPTOB, aB-
TOMaTHU3AIMH KJIacCU(DUKAIIMY UHITUACHTOB U (JOPMUPOBAHUS TUIIOTES; B KPUMUHAIIH-
CTUYECKOM aHaJIM3€ — JJI1 ObICTPOr0 BOCCTAHOBJIEHUSI XPOHOJIOTUHU aTaK! U COTIOCTAB-
nenus apreaktoB ¢ TexHukamMu MITRE ATT&CK, uTo cokpariaet BpeMs JOoKaa13a-
LIMU YTPO3bl; B 00pa30BaHUU — JIJISl CO3/IaHUSI PEATUCTUYHBIX CIIEHApUEB KUOEPYyUECHHI
1 OTpaOOTKU HABBIKOB aHAJIN3a WHIIUJICHTOB.

B xauecTBe qaJIbHEMINNX [IArOB 10 PA3BUTHUIO UCCIIEIOBAHNUS TUIAHUPYETCS pac-
IIUPUTH 00JaCTh MPUMEHEHHS MOAX0/a Ha CIICHAPUKM BHYTPEHHUX aTak M TOPHU30H-
TanbHOro nepemMenienus (lateral movement), kKoTopsie c1a00 MOKPHIBAIOTCS KlacCUUe-
ckoii Mojienbto kill chain u TpeOyroT yuéra crienuduky noBeIeHUs! 3710y MbIIIJICHHHUKA
BHYTpH niepumeTpa. [lepcreKTUBHBIM HAaNpaBICHUEM TaK»Ke SBISIETCS CO3JaHUE OT-
KpBITOro OeHUMapka Ha 0a3e penpe3eHTaTUBHBIX HA0OPOB JIaHHBIX C pa3MEYEHHBIMU
LENOYKaMU aTaK — TaKOW pecypc MO3BOJUT CTaHIAPTU3UPOBATH OLEHKY 3 (EeKTHUB-
HOCTH paznmuuHbix UHM-permenunii 1 o6ecneduT BOCIPOU3BOIUMOCTL PE3yJIbTaTOB B
aKaJleMUYeCKON U UHyCTpualibHOM cpese. Kpome Toro, rienecoodpasHo mpopadboTathb
MHTErpalnio MeToauku ¢ pacupocrpanéHubiMu SIEM/SOAR-mnaTtdopmamu u BHEA-
PUTh MEXAHM3MBbI AJIalITUBHOIO OOYyYEeHUs, KOTOpble OyAyT YUWUTHIBaTh OOpaTHYIO
CBSA3b OT AHAJIMTUKOB U OMEPATUBHO aANTUPOBATHCA K HOBBIM TAKTHKAM 3JI0YMBIIII-

JICHHHUKOB.
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'®I'BOY BO «BOpOHEKCKUIA TOCYIAPCTBEHHBIN JIECOTEXHUYECKUN YHUBEPCUTET

umenu [.d. Mopo3zosa»

AnHoTtanus. B cratbe paccmarpuBaercs noteHuan Al areHTOB U pacKpbIThl UX KJIIOUEBbIE
XapaKTePUCTUKHU U TEXHOJOTUYECKHE OCHOBHI. [IpoBenéH aHanm3 npakTHYeCKUX KeHCOB BHEAPEHUS
B POCCHUICKHX U 3apyOCKHBIX By3axX. Oco00e BHUMAHKE YJCICHO 3THYCCKUM U TIPABOBBIM BBI30BaM.
OOcyXIeHBI TEXHOJIOTHYECKHUE Oaphephl M OpraHU3alMOHHBIE ACTICKTHI. B 3aKIFoueHuN 0003HAYCHBI
MEePCIEKTUBBI PA3BUTHSI.

KiroueBble cioBa: Al arenTsl, 0Opa3zoBaHue, Bbiciiee 00pa3oBaHKe, TEPCOHATH3AIMS 00yde-
HUs, MallMHHOE oOydenue, sTuka MU, oOpa3oBaTenbHble TEXHOJIOTUH, BUPTYadbHbIe HACTAaBHUKH,

aKaACMHNYCCKasad YCCTHOCTD.

AT AGENTS AS DIGITAL TEACHING ASSISTANTS
Yu.O. Avilov!, E.A. Anikeev!, IN. Zanin!, M.A. Osipov'

"Voronezh State University of Forestry and Technologies named after G.F. Morozov

Abstract. The article examines the potential of Al agents and reveals their key characteristics
and technological foundations. The analysis of practical cases of implementation in Russian and for-
eign universities is carried out. Special attention is paid to ethical and legal challenges. Technological
barriers and organizational aspects were discussed. In conclusion, the prospects for development are
outlined.

Keywords: Al agents, education, higher education, personalization of learning, machine learn-

ing, Al ethics, educational technologies, virtual mentors, academic integrity.

Bueapenune Al-areHTOB — mepCcHeKTHUBHOE HaIpaBJICHHE pa3BUTHS 00pa3oBa-
HUsI. ITO aBTOHOMHBIE WJIU TTOJYaBTOHOMHBIE CUCTEMBbI, CIIOCOOHBIC aHATU3UPOBATH
JaHHbIE, IPUHUMATh PEIICHUS U aJIalITUPOBATHCS K YCIOBUSIM; UX KIIFOUEBOE IIPEUMY-

IIECTBO Mepe]] TPATUIIUOHHBIMH PEIIEHUSIMU — CIOCOOHOCTH K CAMOOOYUECHHIO.

© Asunos 0. O., AuukeesB E. A., 3anun U. H., Ocumnos M. A., 2026
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AKTYallbHOCTh TE€MBI CBSI3aHAa C 3allpOCOM BY30B Ha MEpPCOHAIMU3AIUIO 00yue-
HUS1, aBTOMATU3AIMIO0 PYTUHBI U POCT BOBICYEHHOCTH CTYIeHTOB. Llenb myOnukanuu
— paccMOTpEeTh MPUHIHUIIBI PaboThl Al-areHTOB, UX XapaKTEPUCTUKU U TEXHOJIOTHH,
U3YYUTh KEWChl BHEIPEHUSI B POCCUMCKUX M 3apyOEKHBIX By3ax, a TAKKE€ OCBETUTH
ATUYECKHUE U IIPABOBBIC ACIIEKThl HUHTEIPALUH.

KitoueBbie xapaktepucTuku Al-areHTOB: aBTOHOMHOCTH (JIEUCTBUSL B paMKax
1esei 6e3 MOCTOSHHOTO KOHTPOJIS ), AANTUBHOCTh (KOPPEKTUPOBKA CTpaTeruii mo 00-
paTHOM CBSI3M), LIEICOPUEHTUPOBAHHOCTD ((hOKYC HAa KOHKPETHBIX 00pa30BaTelIbHbBIX
pe3yibTaTax) U MHTEpaKTUBHOCTH (B3aMMOJICHCTBHE Yepe3 pa3Hbie KaHaibl). B oOpa-
30BaHUU Ar€HTHI BBICTYNAIOT KAK BUPTyalbHbIE HACTABHUKHN, HHCTPYMEHTHI IIEPCOHA-
JV3alUy, aHAJIMTUKU U CPEACTBA ABTOMATU3ALMHU aIMUHACTPATUBHBIX IPOLECCOB.

OcHoBy (QyHKUHOHUPOBaHUS Al-areHTOB COCTaBIIAIOT: MAallMHHOE OOy4YEeHHE
(BBISIBJIEHHE 3aKOHOMEPHOCTEM, MPOTrHO3UPOBAHKUE PE3YJIHTATOB, IEPCOHAIU3UPOBAH-
Hble pemieHus1), NLP (moHMMaHue U reHepanus pedu 1jsl JUajioroB M OLIEHKU padoT),
aHayu3 nudposoro ciena (OTCISKUBAHNUE ACHCTBUM ydaluxcs Jisl KOPPEKTUPOBKU
MaTepHuasioB) U aJJalITUBHBIE aJITOPUTMBI (HACTPOIKa MapaMeTpoB 00yUEHHUS TO]T TEKY-
I[€€ COCTOSIHUE CTY/ICHTA).

Al-areHTbl Ki1acCU(UUUPYIOT MO YPOBHIO aBTOHOMHOCTH: MPOCTBIE YaT-OO0ThI
(paboTa 1o KECTKUM CLEHApHUsIM), CUCTEMBI C JIIEMEHTAMH aJalTUBHOCTH (IIEPCOHA-
JU3alMs ¢ EPUOINYECKUM BMEIIATEIBCTBOM YEJIOBEKA), CAMOOOYUalOIIUECs areHThl
(HempepbIBHOE YIIyYIlIEHUE CTPATEruil) 1 MHTETPUPOBAHHbBIE SKOCUCTEMBI (KOOpAMHA-
1[Usl HECKOJIBKUX areHTOB JUIsl KOMIUIEKCHBIX 3a7a4). Kinaccudukanus otpaxaer 3Bo-
JIIOLIUIO OT MHCTPYMEHTOB aBTOMATU3ALUU 1O UHTEJUIEKTYJIbHBIX CUCTEM.

DTHYECKHE W TMPABOBbIE BHI30BBI BKJIIOYAIOT: KOH(UIECHIMAIBLHOCTh AAHHBIX
(3amuTa NepCOHaIbHBIX CBEICHUN yYalIMXCd METOJaMU aHOHUMU3ALMK U IH(PpoBa-
HUSI), TPO3PAYHOCTh aIrOpUTMOB (HeoOxonumocth Explainable Al nyst noBepust nmos-
30Baresieit), pacrpeesieHie OTBETCTBEHHOCTH 3a PEILICHUS U MPEJOTBPAILECHUE MTPE-
B3SITOCTU AJITOPUTMOB (peryisipHas MpoBEpKa M KOPPEKTHUPOBKA OOyYarOUIMX JaH-
HBIX).

3a pybexxom Al-areHThl akKTHBHO MPUMEHSIOT B By3ax [1]: YuuBepcurer Kap-
HEeTu — MeJoH aganTtupyeTr MaTepualsl oja ctyaeHToB, MIT ucrosb3yer BUpTyasb-
HOT'O THIOTOpPA MO TEXHUYECKUM JUCLHUIUINHAM, Y HUBEPCUTET TOPOHTO aBTOMAaTH3H-
pyet popmupoBanue rpyiil, JIOHTOHCKUNA YHUBEPCUTET MOHUTOPUT BOBJICYEHHOCTH B
OHJIAH-Kypcax [2].

B Poccum npaktuku takxke passuBarorcsas: MOTHU renepupyer nHAMBUAYAIb-

Hble 3a1auu 110 pusuke u maremaruke, HUTY «MUCuC» noanepxuBaeT CTyI€HTOB
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WHXECHEPHBIX CHENUAIbHOCTEH WMHCTPYKLUMSAMU W IPOTHO3UPOBAHUEM TPYIHOCTEM,
CIIoI'Y momoraer B opraHu3alidd MEXIUCIUIUIMHAPHBIX MpoekToB, TI'Y aHamu3u-
pyeT 3 PeKTUBHOCTD MporpamMm U GOpMHUPYET PEKOMEHIALNU 110 YUYEOHBIM IJIaHAM.

[IpeumyiiecTBa BHEAPEHHUS: MEpCOHANM3AIMA O0yUYEHHUs, aBTOMATU3ALMS PY-
TUHHBIX 337a4, POCT BOBJIEYEHHOCTH, MPOTHO3HAsS AHAIUTHUKA JJII KOPPEKTHPOBKH
nporpamM. BpI30BbI: TOTPEOHOCTh B KAUECTBEHHOM U PETYJISIPHO OOHOBIIsSIEMON 0aze
3HaHUHU, COOIII0/IEHUE HOPM KOH(UICHIIMATFHOCTH, IPEOI0TICHUE COTIPOTUBIICHUS U3~
MEHEHHSIM CO CTOPOHBI YYaCTHUKOB MPOLIECCA.

TexHoIornyeckue OrpaHUueHUs CBS3aHbl C KAYECTBOM U (PparMeHTapHOCTHIO
0o0y4Yaroumx JaHHbIX — 3TO MOXET MPUBOJUTH K «TAJLTIOLMHALIMAMY» U HEI0CTOBEP-
HBIM BBIBOJIaM, OCOOEHHO B (DyHIaMEHTaJIbHBIX TUCHUIUIMHAX. Pemenue tpedyerT co-
3/1aHUS CIELMAIU3UPOBAHHBIX 0a3 3HAHUW U MEXAHU3MOB BEPU(PUKALIMH PE3YIbTAaTOB
NN [3].

[lepcnextuBsl cBa3aHbl ¢ pazeutieM ML u NLP: nosiBATCS areHThl, CHOCOOHBIE
reHEepUpoOBaTh yueOHbIE MaTepUabl, MOJIEPUPOBATh TUCKYCCUHU U OLIEHUBATh TBOpYE-
ckue pabotsl [4]. BaxkHoe HampaBieHHE — METOAMYECKUE CTaHIAPThl U ATHUYECKHE
HOPMBI, oOecrieunBaroe oanaHc Mexy ucnoiab3oBanueM MW u coxpanenuem axa-
JEMUYECKUX LIEHHOCTEH (KPUTUYECKOE MBILIUICHUE, MCCIEI0BAaTEIbCKAsl CaMOCTOSI-
TEJIbHOCTh, AKaJEMUYECKasi YECTHOCTb ).

CounanbHbli aCIIEKT MHTETPALMM 3HAYMM: CTYJIEHTHI BoclpuHUMaroT Al kak
€CTECTBEHHBIHN 3J1€MEHT 00yueHusl, TOTJa YacTh MpenojaBaTesiell UCIIBITHIBAET HEJ0-
BepHe. YCIenHasi UHTerpanus TpeOyeT CTpaTerui: TPEHUHTH Ui NeJaroros, pasb-
SCHUTENIbHAs pabdoTa CO CTYJEHTaMH, CO3JaHHE COOOIIECTB MPAKTHUKU JUIsI OOMEHa
OTBITOM.

B nepcnextuBe Al-areHThl CTaHyT 4acThiO HUGPPOBOI 00pa30BaTEIHLHON YKOCH-
CTEMBI By3a, OPMHUPYS Y CTYJICHTOB KOMIETEHIUU OyAylIero — paboTy C AaHHBIMH,
KPUTHUYECKYIO OIIEHKY pe3yiibTaToB MU, nmpuMeHeHrne TEeXHOJIOTUN I MEXAUCIIH-
IUIMHApHBIX 3a7a4. Peanmu3anus noTeHIMana BO3MOYKHA TOJIBKO MPHU KOMIUIEKCHOM
MOJIX0/I€: TEXHOJIOTMUECKOE pa3BUTHE, NTeJarornyeckas pedaekcus 1 STHIECKOe pery-
JMPOBAHMUE.

Takum 06pa3zoM, Al-areHThl CrIOCOOHBI TpaHCHOPMUPOBATH BhICIIEe 00pa30Ba-
HUe, cienaB ero rudue u 3gdextrBHee. VX nmoTeHIan pacKpbiBaeTCsl MpU yCIOBUU
MIPEOJIOJICHUS TEXHOJIOTMUECKHUX, IEAArornueCKuX U OpraHu3allMOHHBIX 0apbepoB [S].
JlanpHelme uccienoBaHus TOJKHBI (POKYCHPOBATHCS HA METOJIaX MOBBIIICHUS J10-
BEpUS K areHTaM, UX MHTETPALMH B CYLIECTBYIOLIME CUCTEMBI U CTPATErUsX PEOI0-

JeHus1 6apbepOB BHEIPCHHUSI.
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OBHAPYKEHUE AHOMAJIN B TOTOKE METPUK
MH®OPMALIMOHHOI CUCTEMBI HA OCHOBE AJJATITUBHBIX
IMMOPOI'OB

B.D. Bysmun'!, E.A. Auukees!

I®I'BOY BO «BOpOHEKCKUI TOCYIAPCTBEHHBIN JI€COTEXHUYECKUI YHUBEPCUTET

umenu [.d. Mopo3zoBa»

AnHotamms. PaccMoTpena 3amada oOHapy)KeHUsST aHOMAJUH B IMOTOKE SKCILTyaTaI[MOHHBIX
MeTpUK UH(POPMAIMOHHOM cucTeMbl. [IpeanokeH afanTUBHBIN HOPOT HA OCHOBE SKCIIOHEHIIUAIBHO
B3BEIICHHOTO CKOJIB3SIIIETr0 CPEAHETO U TeKYIEH OIIeHKH pa30poca, MOJCTPanBAIOIIUICS IO CYyTOY-
HbIC U3MCHEHUS Harpy3ku. Ha peanbHbIX JaHHBIX TIOKa3aHO, YTO aJalTUBHBIN MOPOT MO0 CPABHEHUIO
¢ (UKCHPOBAHHBIM IOBBIIIACT MOJHOTY OOHAPYKEHHSI TPH MEHBIIIEM YHUCIIC JIOKHBIX CpadaThIBAHHUN
W COKpaIlaeT BpeMs 10 0OHApYKCHUS UHIIMJICHTA.

KnroueBbie cioBa: 0OHapy)XEHUE aHOMAIIMi, MOHUTOPUHT, BPEMECHHBIC PsIbl, aJIalTHBHBIN
mopor, HabmomaeMocTh, 00padboTka WHGOPMAIUN, METPUKHA, WH(HOPMAITMOHHAS CHUCTEMa, HaIEK-

HOCTB.

ANOMALY DETECTION IN THE METRIC STREAM OF AN
INFORMATION SYSTEM BASED ON ADAPTIVE THRESHOLDS

V.E. Buzdin', E.A. Anikeev'

"Voronezh State University of Forestry and Technologies named after G.F. Morozov

Abstract. The problem of detecting anomalies in the stream of operational metrics of an in-
formation system is considered. An adaptive threshold based on an exponentially weighted moving
average and the current spread estimate is proposed, which adjusts to daily load variations. Using
real data, it is shown that the adaptive threshold, compared to a fixed one, increases the detection
recall with fewer false alarms and reduces the time to detect an incident.

Key words: anomaly detection, monitoring, time series, adaptive threshold, observability, in-

formation processing, metrics, information system, reliability.

© By3aun B. 3., Anuxees E. A., 2026
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Okcmtyarauys HH(MOPMAILMOHHOM CHCTEMbl HEMbICIMMa 0€3 MOHMTOPHHIA!
HENPEPBIBHO COOUPAIOTCS METPUKHU — BPEMS OTBETA, YACTOTA 3aPOCOB, J10JIs OLIUOOK,
3arpyska pecypcos. I maBHas 3aa4a MOHUTOPUHIA — BOBPEMs 3aMETUTh, YTO CHCTEMaA
Hepenuia B HEITAaTHOE COCTOSIHUE, U OTIOBECTUTh JI€XKYPHOIO /10 TOT0, Kak cOoi 1mo-
YyBCTBYIOT [10JIb30BaTenu. [103TOMY OT KauecTBa 0OHapyKEHUSI aHOMAJIUI HAMIPSMYIO
3aBUCAT HAAEKHOCTh U BPEMSI BOCCTAHOBJIEHUS CEPBUCA.

Camblif pacnpocTpaH€HHBIN cioco0 — (DUKCHPOBAHHBINA MOPOT: OMOBEIIECHUE
cpabaTbIBaeT, KOTJa METPUKA MIPEBBILLIACT 3apaHee 3aJaHHOe 3HaueHue. OH MpocT, HO
IUI0XO pabOTaeT C METPUKAMHM, Y KOTOPBIX €CTh BBIPAKEHHBIM CyTOUHBIN putM. Ecin
IIOPOT 3a/1aTh BBICOKUM, YTOOBI HE pearupoBaTh Ha JIHEBHBIE TUKHU, TO HOUYBIO peajibHast
aHOMaJIMs €ro He JOCTUTHET W OCTaHeTcd He3aMmeueHHOUW. Ecnu 3amaTe HU3KHM, TO
KaK]IbIil JHEBHOW MUK HArpy3Ku OyJAeT JaBaTh JIOXKHOE cpabaTeiBaHue. B o0oux ciry-
qasx ASKYPHBIA JIMOO MPOIYyCKAET MHIIUACHTBI, TUOO MepecTaéT TOBEPATh ONOBEIIe-
HUSM H3-32 UX OOMIIHSL.

BbIxo1 — mopor, KOTOpbIA MTOACTPAauBAETCS MO TEKYIIEE IOBEICHUE METPUKHU:
JTHEM MOJHUMAETCS, HOYBIO OITyCKAaeTCs, CIEAYs €CTECTBEHHOMY PUTMY Harpysku. Pe-
LIEHUE O TOM, CYMTATh JIU OTKIIOHEHUE AaHOMAJIMEH, 110 CyTH IPUHUMAETCS B YCIOBUSX
IIyMa ¥ HEONPEAEIEHHOCTH, YTO POAHUT 3aJ1ayy C U3BECTHBIMU MOJIXO0/IaMH K IPHHSI-
Tuto pemenuii [ 1]. Leas paboThl — NpeasIoKUTh aJalTUBHBIN OPOT 115l OOHAPYKEHHSI
aHOMAaJIMK B TOTOKE METPUK U CPABHUTH €ro C (PUKCUPOBAHHBIM IO MOJHOTE OOHAPY-
’KEHMsI, YUCITY JIO)KHBIX cpabaThIBAaHUI U BPEMEHHU 110 OOHAPYKEHUS UHIIUJICHTA.

MCTOYHMKOM JaHHBIX CIY>KUJ MOTOK AKCIUTYyaTallMOHHBIX METPUK BeO-cepBHCca
3a 30 CyTOK C 1IaromM B OJIHy MUHYTY: BpeMsl OTBETa MO 95-My MEepLEHTUIIO, 4aCTOTa
3aMpoCOB U J0JI1 OLIMOOYHBIX OTBETOB. DTH PAJIbI UMEIOT BBIPAXKEHHYIO CYTOUHYIO
MEPUOJIMYHOCTh — JIHEM 3HAYEHUsI 3aKOHOMEPHO BBIIIE, HOUYBbIO HMXKE, — a TAKXKE
pEeAKHE HACTOSIINE AHOMAJIMU: BCILUIECKH BPEMEHU OTBETA MPU JErpajallii, IPOBAJIbI
YacTOTHI 3alIPOCOB MPU HEAOCTYIMHOCTH, CKAUKH JI0JIH OLUIMOOK.

3anaya GopMyIHpyeTcs Tak: MO MOCTYMAIOUUM 3HAUE€HUSIM METPUKU B pealib-
HOM BPEMEHHM OTHOCHUTH KKy TOUKY K HOPME WJIM K aHOMAJIUH, HE UMEsl 3apaHee
Pa3MEUEHHBIX MPUMEPOB. DTO 3amada 00paboTKKM MHGOpPMAIMK B YCIOBHIX, KOT/A
«HOpMay cama 1o cede MeHsieTcs Bo BpeMeHH. KauecTBo perieHus OlleHUBajIoCh TPeMs
BEJIMYMHAMU: TMOJHOTA (JOJIs1 BBIABICHHBIX HACTOSIIUX aHOMAJIHM), TOYHOCTh (I0JIs
HACTOSIIIMX CPENId BCEX cpabaThIBaHUI) U BpeMsi 10 OOHAPYKEHUS — 3aJIEPIKKa MEXTY
HayaJoM MHIUACHTA U onoBeweHueM. [lepeueHp KOHTpONIMPYEMBIX MOKa3aTeaeld u
ATAJIOHHBIE MHTEPBAJIBI UX 3HAYEHWI 337aBalChb HA OCHOBE MOJEIH HOPMAJIBHOIO

(GyHKIIMOHUPOBAHUS CUCTEMEI [2, 3].
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Cxema 00pabOTKM MOTOKA METPUK MOKa3aHa Ha puUcyHke 1. MeTpuku cHUMa-
IOTCS C Y3JIOB M CEPBUCOB areHTOM cOopa, CKIAbIBAIOTCS B XPaHUJIMILE BPEMEHHBIX
PSAIOB, OTKY/1a IOCTYIAIOT HA IETEKTOP aHOMaJui. /[eTeKTOp CpaBHUBAET KaXK10€ 3HA-
YeHHUE C aJalTUBHBIM ITOPOTOM U MPHU BBIXOJIE 32 €ro IPaHUIlbl POPMUPYET OMOBEIIe-
HUE JISKypHOMY HHXKeHepy. Takas opraHuzaiusi OTACISIET COOp JaHHBIX OT JIOTUKH
OOHapy»EHHUS: MPABUIIO BBISIBIICHUSI aHOMAJIMIA MO>KHO MEHSITh, HE 3aTparuBasi OCTalb-

HBIC 3BCHBbA.

V31l B AreHT c6opa )épeaﬁggﬁif JleTekTop aHOMANHR OnosenieHne
CePBHCHI METPHK P S— (ananTHBHEIA mOpOr) JIEXKYPHOTO

Pucynoxk 1 — Cxema oOHapyKeHUs] aHOMAJIUNA B IOTOKE METPUK

MH()OPMAITMOHHOW CUCTEMBI

KiroueBoe 3B€HO — JAETEKTOpP € aJanTUBHBIM MOporoM. B otnuyue ot Gpukcu-
POBAHHOT'O 3HAYEHHUS, €T0 IPAHMIIBI IEPECUNTHIBAIOTCS HAa KAXKIOM IlIare Mo HelaBHeH
UCTOPUHU METPUKH, TO3TOMY HOPOT «IBILIMT» BMECTE ¢ Harpy3koi. KoHTpomab mrat-
HOCTU ()yHKIIMOHUPOBAHMSI 110 HETIPEPHIBHO HAOJIIO1a€MbIM MOKA3aTeNsIM XapaKTepeH
IUIS yIpaBIeHUS] BRICOKOHAIEKHBIMUA CUCTEMAaMH, TJIe OTKJIIOHEHHE TpeOyeTcst oOHa-
PYKUTbh KaK MOXHO paHblie [4].

B ocHOBY mopora moJio:keHo0 SKCIIOHEHIIHATFHO B3BEIICHHOE CKOJIB3AIIEE CPE/I-
Hee (exponentially weighted moving average, EWMA). Ha kaxaom miare oneHka
CPEIHET0 YPOBHSI METPUKHU NIEPECUUTHIBACTCS IO MIPABHIITY:

my=a-X+(1-0)m1

7€ X; — TeKyllee 3Hau€HUue METPUKH;

m; — CTJIa)KEeHHAasl OLIEHKa €€ ypOBHS;

o — koddpdunuent criaaxuBanusa (0 < o < 1), 3agaronuii, HACKOJIBKO OBICTPO
OIICHKA pearupyer Ha U3MEHEHUSI.

AHaJOTHYHO, MO SKCIIOHEHIIMATFHOMY CIIIQXUBAHUIO OTKJIOHEHUH OIICHHUBA-
eTCsl TeKYIIUi pa3opoc G;. [ paHuIlbl HOpMATEHOTO KOPUAOpa 33Aa0TCs Kak m; + k- oy,
Y 3HaUEHUE MPU3HAETCSI aHOMAJIbHBIM, €CJIM BBIXOAUT 32 3TOT Kopuaop. Koadduument
k onpezaensieT yyBCTBUTENBHOCTD: NpU k = 3 B KOpUAOP MOMAJAIOT NMPAKTUYECKU BCE
OOBbIUHBIE KOJI€OaHus, a 3a €ro MpeAesibl — JIUIIb PeIKUe, AeMCTBUTEILHO HETUITMYHBIE
3HAYEHMUS.
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[TockonbKy oneHku (1) HeMpepbIBHO CIENYIOT 32 METPUKOM, KOPUIOP aBTOMa-
TUYECKHU PACIIUPSETCA B YaChl BBICOKOM M3MEHUYMBOCTH U CY>KAETCS B CHOKOMHBIE T1e-
puonbl. brarogapst 5ToMy OJIMH U TOT € JETEKTOp 03 MepeHacCTPOUKH OJIMHAKOBO
KOPpPEKTHO paboTtaet u AHEM, U HOUbIO. [1apameTpsl o u k moaOuparoTcs Kak KOMITpo-
MUCC: MCHBIIIME 3HAYEHUS 0T 00Jiee YyBCTBUTEIBHBIN, HO M 00JIee «HEPBHBIN» Jie-
TEKTOp, OOJIBbIIINE — YCTOWYUBBINA, HO MEJJICHHEE pearupyOIIH.

Ha coOpaHHBIX MaHHBIX aIaNTHBHBINA MOPOT CPABHUBAJICS C (DMKCHPOBAHHBIM.
OuKCUPOBAHHBIN MOPOT MOAOUpAJICS MO 00yYaloleMy YYacTKy TaK, YTOObI HE pearu-
pOBaTh Ha TUIIMYHBIE THEBHbIE NMUKU. [lapaMeTpbl afanTUBHOIO AETEKTOPA IPUHSATHI
paBHbIMH 0. = 0,08 u k = 3. ®dparmeHT paboOTHI JETEKTOpA MMOKa3aH Ha PUCYHKE 2: MET-
pUKa BpEMEHU OTBETa KOJIEOJETCs B Mpenesax KOpuaopa, a OAMHOYHBIN BCILIECK

OKOJIO 95-1 MUHYTBI BBIXOJUT 34 BEPXHIOKO TPAHUILY Y IIOMEYAETC KaK aHOMAJIHSL.

80
nonyctuMslit kopuaop (EWMA + 36) === craxeHHoe cpennee (EWMA)
75 4 = MeTpuKa (BpeMs OTBETa, MC) ® anomanus

70 4 F AQHOMAIIHSL
65

3HaueHHe METPHUKHU, MC

N
(=]
1

~
N
1

B
(=]
L

(9%
wn

T T
20 40 60 80 100 120
Bpewms, mun

(=}

PucyHnox 2 — [1oTOK METpUKH, aIalTUBHBIA KOPUAOP HOPMBI U OOHAPYKEHHAas

aHOMAaJIuA

[To pazMedueHHOMY BpYy4YHYIO HA0Opy U3 32 HACTOSIIHMX WHIIMICHTOB 33 MECSII
MOJ/ICUMTAHBI TTOKa3aTeNIn KauyecTBa oOHapykeHus. CBOJHOE CpaBHEHUE MPUBEICHO B
tabnuie 1. ATanTuBHBIA MOPOT BBISBIII OOJIBIIIE HACTOSAIIUX aHOMAIUN MPHU CYyIIe-
CTBEHHO MEHBIIIEM YKCJIC JIOKHBIX cpabaThIBaHUM, a TaK)Ke PaHbIIE pearupoBail Ha

HOYHbIE UHIUACHTBI, KOTOPbIE (PMKCUPOBAHHBIN MOPOT CUCTEMATUYECKU MTPOITYCKAJl.
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Tabnuua 1 — KauectBo oOHapy>XKeHHs] aHOMATTUI

IToka3arens @uUKCUPOBAHHBIN IOPOT AJTanTUBHBIN TOPOT
[TonnoTa obHapyxkeHus, % 72 91
TouHOCTb (10151 BEpHBIX TpEBOT), %o 63 88
Jlo>XHBIX cpabaThIBaHUH 32 CYTKH 11,4 2,3
Cpennee Bpemst 10 00OHApPYKECHUS, 8.5 3.1
MUH

['maBHas npuuKrHa pa3Indus — CyTOYHBIN pUTM. DUKCUPOBAHHBIN TOPOT MPUXO-
JUTCS CTAaBUTh BBIIIE THEBHBIX MUKOB, U TOT/1a HOUHbIC AHOMAJIMH, HE IOCTUTAIOIIINE
ATOTO YPOBHS, OCTAIOTCS HE3aMEUYEHHBIMH; aTalITUBHBIM 7K€ IIOPOT HOYBIO OIIyCKAETCS
BCJIE]l 32 METPUKOM U ynaBiuBaeT ux. CokpalieHue BpeMeHu 10 oOHapyeHus ¢ 8,5
10 3,1 MUHYTBHI HAIPSIMYIO YMEHBIIIAET BPEMSI BOCCTAHOBJICHUSI CEPBUCA, ITOCKOJIBKY
JEXKYPHBIN MMOJTYyYaeT CUTHAI PaHBbIIIE.

AJTanITUBHBIN MOPOT MEPEBOUT OOHAPYKEHUE AaHOMAJIMI U3 PYYHON HACTPOUKHU
«Maru4eckoro 4rciia» B BOCIPOU3BOAMMOE MPABUIIO, KOTOPOE CaMo CIEAyET 3a MOBe-
JEHUEM METPUKHU. DTO CHUKAET HArPY3KYy HA JEKYPHOIO — MEHBIIIE JIOKHBIX TPEBOT
— W OJTHOBPEMEHHO MOBBIIIAET AHCHl 3aMETUTh HACTOSIIIMKA UHUUJCHT. Pemienue o
TPEBOTE IIPU 3TOM IMPUHUMAETCS 110 IOHATHOMY KPUTEPHIO, UTO COIIACYETCA € ITOAXO0-
JlaMU K BBIOOPY PEIICHHUM B YCIOBUSX HEONPEIEIEHHOCTH U C CUTYallMOHHBIM MOJIe-
JIMPOBAHUEM COCTOSIHUS cCUCTEMBI [ 1, 5].

VY merona ecTb OTpaHUYCHUS. DKCIOHEHIIMAIBHOE CTIIaXKUBAHUE XOPOILIO OIK-
CBhIBAET IJIAaBHBIN CYyTOUHBIA PUTM, HO XYK€ — PE3KHUE IITaTHBIC epexo bl (Harmpumep,
perjiaMeHTHbIE padOoThl), KOTOPbIE OHO MOXET MPUHATH 3a aHOMAJIHIO; TAKUE IEPHO/IbI
pa3syMHO nomeyaTh OTAeabHO. KpoMe Toro, MeuieHHO HapacTaromas aerpaganus cro-
coOHa «yBeCTH» 3a COOOM caM MOPOT U OCTaThCsl HE3aMEUEHHON — MPOTUB ITOTO M0-
MOTaeT KOHTPOJIb U 60Jjiee noaroro TpeHaa. Tem He MeHee Take TPOCTOM aal TUBHBIH
MOPOT 3aMETHO MTPEBOCXOAUT (DUKCUPOBAHHBIA U HE TpeOyeT oOyuaromei pasmMeTKH,
YTO JIeJIaeT €ro yA0OHBIM CPEJCTBOM MOBBIIIEHUS HA0II0JaeMOCTH HH(POPMAITMOHHOM
CUCTEMBL.

[IpensioskeH aanTUBHBINA MOPOT OOHAPYKEHUS aHOMAJIMI B IOTOKE dKCILTyaTa-
IIMOHHBIX METPUK MH(POPMAIMOHHON CUCTEMBI, OCHOBAHHBIN Ha IKCIIOHEHIUATHLHO
B3BEIICHHOM CKOJIB3AIIEM CpPEeIHEM U TeKyIlel olieHke pa3opoca. Kopumop HopMbI IO
npaBuity (1) aBTOMaTU4ECKH TOACTPANBAETCS MO/ CYyTOUHBIM PUTM HArpy3KH, 4YTO MO3-
BOJISIET OJTHOMY JICTEKTOPY OJIMHAKOBO padOTaTh B pa3HOE BpeMsi CyTOK. Ha peanbHbIX

JaHHBIX 3a MCCAI] aI[aHTHBHBIﬁ mopor 1mo CpaBHCHHUIO C (bHKCPIpOBaHHBIM ITOBBICHJI

23



NOJIHOTY OOHapy»keHus ¢ 72 % 1o 91 % u rounocts ¢ 63 % 10 88 %, cokpaTuB cpeHee
BpeMsi 10 0OHapy>KeHHsI nHUKaeHTa ¢ 8,5 10 3,1 munyTsl. Metoa He TpeOyeT pa3me-
YEHHBIX JIaHHBIX U MPUMEHHUM KaK MPAKTHYECKOE CPEJICTBO MOHUTOPUHIA WHTEIICK-

TyaJIbHBIX I/IH(i)OpMaHI/IOHHBIX CHCTCM.
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PABPABOTKA UH®OPMAIIMOHHOMN CUCTEMBI
JJIA ITIOABOPA CTPYKTYPBI MAHHIMHHO-TPAKTOPHOT O ITAPKA
U KOMILJIEKCA JIECHBIX OPYIUIA
IS TECOBOCCTAHOBUTEJIBHBIX PABOT
C YYETOM NNPUPOJTHO-KJIUMATHYECKHNX OTPAHUUYEHUI

T.I1. HoBukoBa'

!Cankr-TleTepOyprekuii roCcyaapCTBEHHbIN JIECOTEXHMYECKMI YHUBEPCUTET
nmenu C.M. Kuposa

AnnHoranmsi. B pabore paccmarpuBaeTcs HEOOXOIUMOCTh KOMILIEKCHOTO Y4€Ta (hakTOpOB,
OIIPENEIIAIOUIMX BBIOOP TEXHMYECKUX CPEACTB, MAIIUH U TPAKTOPOB IPH JIECOBOCCTAHOBJIEHUHU.
IIpennoxeHa pensiLUOHHAs CTPYKTypa AAHHBIX, OTPa)Karollas B3aMMOAECHCTBHE MAIIMHOTPAKTOP-
HOTO I1apKa, TEXHOJOTMYECKUX ONEPaluii, JHEPTETUYECKUX CPEICTB C yUYETOM IIOYBEHHBIX U IPYIHX
MPUPOJIHO-KIIMMATHUECKUX XapakTepucTUK. [IpuBeneHo onucanue pa3paboTaHHOrO MPOrpaMMHOIO
o0eMcIieueH s, MO3BOJISIONIETO TTOBBICUTh PAlMOHATIBHOCTD NMPUHATUS PEUICHUH Tpu (HOopMHUPOBa-
HUU MaIIMHHO-TPAKTOPHOTO NapKa B YCJIOBUSAX MPUPOAHO-KIMMATUYECKUX OIPaHUYCHUH.

KiroueBble ciioBa: mporpamHoe o0ecrieueHre, pessiiuoHHas MoJielb, 0a3a JaHHBIX, JIECOBOC-

CTaHOBJICHUC, MaH_II/IHHO—TpaKTOpHHﬁ Mapk.

DEVELOPMENT OF AN INFORMATION SYSTEM FOR SELECTION
OF THE STRUCTURE OF THE MACHINE AND TRACTOR PARK AND
THE COMPLEX OF FOREST TOOLS FOR REGENERATION WORKS,

TAKING INTO ACCOUNT NATURAL AND CLIMATIC RESTRICTIONS

T.P. Novikova'

'Saint Petersburg State Forestry Technical University named after S.M. Kirov

Abstract. The paper discusses the need for a comprehensive account of the factors that de-
termine the choice of technical equipment, machines, and tractors for reforestation. A relational data
structure is proposed that reflects the interaction of the machine and tractor fleet, technological op-

erations, and energy resources, taking into account soil and other natural and climatic characteristics.

© Hosukosa T. I1., 2026
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The paper provides a description of the developed software that enhances the rationality of deci-sion-
making when forming a machine and tractor fleet in the context of natural and climatic con-straints.

Keywords: software, relational model, database, reforestation, machine and tractor fleet.

BoccraHoBI€HUE JECHBIX TEPPUTOPHII MOKET OBITH CBSI3AHO C PA3IMYHBIMU
MpUYMHAMU: HEOOXOAMMOCTHIO BO3OOHOBIICHUS JIECHOTO MOKPOBA MOCTE CIUIOIIHBIX
WJIM BBIOOPOYHBIX PYOOK, JIMKBUAAIMEN MMOCIEICTBUM JECHBIX MOXapos [ 1], BocnoJ-
HEHUEM YTPAuCHHBIX HACAKICHUHN BCIIEACTBUE PACIIPOCTPAHEHUS BpeAUTEIIEH HIIH 3a-
OoJieBaHUi, a Takke peadbWIMTalMeld TEPPUTOPHUI MOCie aHTPOIOTEHHOIO BO3JEH-
ctBusa. Kaxpgas w3 stux cutyauuii dopmupyer crnenupuieckuii HaOOp HCXOTHBIX
YCIIOBUH, BAMSIONIMX HAa TEXHOJIOTHIO paboT: HAJIMYME MHEBOM OCTaTOUHOCTH, 3aXJIaM-
JEHHOCTHh NOPYOOUYHBIMH OCTATKAMHM, IPUCYTCTBUE )KU3HECTIOCOOHOTO TIOJIPOCTA, CTe-
MIEHb U XapaKTep HapYILIEHUs MOYBEHHOIO MOKPOBA (XMMUYECKUE U3MEHEHHMSI PHU T10-
xKapax, puzndyeckrue HapyIIeHHs TP MEXaHU3UPOBAaHHBIX pyOKax u T.11.). Kpome Toro,
3HaYUMBIM (DAKTOPOM SIBJIIETCSI IPEIBICTOPUS yUacTKa: €ClIM PaHee 3/1eCh pacrosara-
JIMCh UCKYCCTBEHHBIE HACAXJICHHUS, TO, KaK MPABUJIO, CHUKAETCS HEONPEAEIEHHOCTD,
CBSA3aHHAs C MPOXOJUMOCTBIO TEPPUTOPUU U BO3MOKHOCTBIO IPUMEHEHUS CTaHAPT-
HOI TEXHHUKH; B CIy4ae K€ €CTECTBEHHOIO Jieca BO3pacTaeT HEOOXOAMMOCTh ajanTa-
LMY TEXHOJOTUYECKHUX PEIICHUH K CII0KHOMY Pesibey M MOYBEHHBIM YCIOBHSIM.

B cBsi3M ¢ 3TUM BO3HHMKAET 337a4a CUCTEMATU3alMd MHOTr0o0pa3us NpUpPOJIHO-
KJIIMMAaTUYECKUX, AHTPONOTE€HHBIX U OMOTHYECKUX (DAKTOPOB, BIUSIONIMX HA BBHIOOP
TEXHOJIOTMYECKUX CXEM U MAIlIMHHO-TPAKTOPHOTO mapka [2, 3]. Panee pazpabotannbie
aIrOpUTMBbl (POPMUPOBAHMSI TEXHOJIOTMUYECKHUX OIEpalii MOCIYKUIM OCHOBOM JIst
TaJIbHEUIUX uccaenoBannil. [IpoBe1€HHbIE U3BICKAHUS OXBATHIIM IUPOKUM KPYT ac-
IIEKTOB: OLEHKY ITPUPOTHO-KIMMATHIECKUX YCIOBUM [4], aHAJIN3 TPUTOTHOCTH CEMEH-
HOro Marepuana [35, 6, 7], u3yuyeHne XxapakTepUCTUK JOCTYITHOM TeXHUKH [8] u 1ip.

boina pazpaboTana pensairoHHas MoJIeb 0a3bl JaHHBIX (PUCYHOK 1) 1 cama 0a3a
JAHHBIX [9], KOTOpasi COAEPKUT CBEACHUS O TEXHOJIOTHUYECKUX ONEpaIysiX, MalllnHax
U MEXaHU3Max, UCIOJb3YEMBIX B IMPOLIECCE BOCCTAHOBIEHUS JIECHBIX JAHAIIA(PTOB.
Taxoke ObUTa TIpeAsIOKEHA MOJIETh U pa3paboTana 6a3a JaHHBIX, OOBEIUHSIONIAS CBE-
JICHUS O TUIIAaX MOYB U JIECOPACTUTENbHBIX ycnoBusAx. Ha ocHOBe nmpenokeHHbIX 0a3
JAHHBIX U AJITCOPUTMA BIOOpA TEXHOJIOTMYECKUX ONEpalyii ObLIO CO3aHO MPOrpamMmM-
Hoe oOecrneuenue (I10) [10], mo3BosONIEe OCYIIECTBIATH OOOCHOBAHHBIM TTOAOOD
MaIlIMHHO-TPAKTOPHOTO MapKa U KOMILJIEKCA JECHBIX OpYAUN C Y4ETOM YKa3aHHBIX

OrpaHUYECHUM.
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[1O pabotaeT ciemyrommuM 00pa3oM: HA OCHOBE 33J]aBa€MbIX IOJIb30BATEIEM
napameTpoB (MPUPOTHO-KIMMATHUYECKUE MOKA3aTeNH, pelibed U Apyrue xapakTepu-
CTUKU y4acTKa, KOTOpPble UMEIOT YUCICHHOE BBHIPAKEHNUE) U JAHHBIX U3 BCTPOCHHBIX
CIIPAaBOYHUKOB (ITOUYBEHHBIE XaPAKTEPUCTUKH, TEXHOJIOTUYECKUE OIEpaluu, MOACIIN
MalluH U MEXaHU3MOB) CHCTEMA T€HEPUPYET MEPEUEHb PEKOMEHYEMbIX Olepalnii U
oAOKUpPAET COOTBETCTBYIOIIMIA COCTAaB MAIIMHHO-TPAKTOPHOIO Mapka W KOMILIEKCA

JIECHBIX OPYIUM.

JHepreTHYeCKHe CPeICcTBa,
HCI0JIb3yeMble B IIpolecce
BOCCTAHOBJICHHSI JIECHBIX JaHmadToB

Tunsl 00opya0BaHNs, HCIIOJIb3YEMOI0
B Npolecce BOCCTAHOBJIEHHSI JIeCHbIX

JanamadToB
Ko 3HepreTnyeckoro cpeacTsa
1
Tun maccu Koa Tuna o6opynoBanus
AGGpeBuarypa HaumenoBanue tura o60pynoBaHus 1
HanmeHoBaHue TPakTOpa / MAIIMHBI A66peBuaTypa TUna 000py0BaHUs
TsroBslif Ki1acc SHEPreTUUECKOTO
cpenctsa, KH

O0opynoBaHue, HCIOJIb3yeMoOe B
npoiecce BOCCTAHOBJIEHHUS JIECHBIX

JanamadToB
TexHoJIOrH4ecKHe Onepanuu mpouecca

BOCCTAHOBJICHHS JICCHBIX JIaH}IIIIa(l)TOB — Kon o6opynoBanus

Kox tTuna o6opynoBanust —

Koz Texnosornyeckoii onepanuu

1 HauMeHOBaHKE TEXHONOTHYECKOH Haumenosanue

ornepainuu lupuna 3axBarta, M

Lenb TeXHOTOTHYECKOH OTepaIiuu TIpOH3BOHTENBHOCTS, KM/
>

T'myOuHa 00pabOTKH MOYBBI, CM

IIpumepbl MAIHHHO-TPAKTOPHBIX Bo3moskHOE arperaTupoBaHue
arperaToB, HCIOJIb3YEMbIX B IIpouecce
BOCCTAHOBJICHHS JICCHBIX JIAHAIIA)TOB

n

KO,Z[ OHEPreTUYECKOro CpeacTBa

Konx obopynoBanus

Kon Texnonornueckoii onepariu

Pucynok 1 — Pensiionnast Mojieib 6a3bl JaHHBIX

[Ipenmy1ecTBO NPeAIOAKEHHOTO MOIX0/4a 3aKI0YAETCs] B BOBMOKHOCTHA UHTE-
rpaluy MUPOKOTO crekTpa (GaKTOpoB, a TAKKE B BAPUATUBHOM aHAIM3€ COUYCTAHUMN
pa3JIMYHbBIX arperatoB. Bmecrte ¢ TeM ganbHelIee pa3BUTHE UHCTPYMEHTApHs MPe/I-
roJjiaraeT BKJIFOUEHHE Pacu€TOB MPOU3BOIUTEIBHOCTH (IPUMEHEHUE CETEBBIX TEXHO-
JIOTHM TIO3BOJIUT PaCYUTATh ONTUMAJIBHBIM TEXHOJOTUUECKUH MPOIECC C YUETOM MPO-
M3BOAUTEILHOCTH MAIlIMHHO-TPAKTOPHOTIO MapKa U JICCHBIX OPYJIUMA Ha KaXXOM dTare
MpoeKTa JecoBoccTaHoBiieHus [11, 12]), mOCTOSHHBIN MOHUTOPUHT HOBBIX TEXHOJIO-
TMYECKUX PEIICHUN M MHTETpaIuio 010ka BIOOpA MOCAAOYHOTO MaTepHaia IS J10-

CTHKEHHSI MaKCUMAJIbHON () (HEKTUBHOCTH JIECOBOCCTAHOBUTEIBHBIX MEPOIIPUSTHH.
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AJITOPUTMBbI CKPBITOM U HAJTEKHOM ITEPEJAYU HH®OPMAIIN
B BECITPOBO/IHBIX CETSIX HA OCHOBE KOPPEJISIIIMOHHOI' O
AHAJIN3A 1 MACKHPOBKH BO BPEMEHHOM OBJIACTH

K.M. Ionsikos!, A.W. 3apesuy’

I®I'BOY BO «BOpOHEKCKUI TOCYIAPCTBEHHBIN JI€COTEXHUYECKUI YHUBEPCUTET

umenu [.®d. Mopo3zosa»

AHHoTauus. B crarbe nccaenyoTcss METO bl MOBBIIEHNS HaIEKHOCTH U CKPBITHOCTHU IEpe-
nagu nH(pOpMaIMK B OECTIPOBOIHBIX CETSIX CBSI3U HAa OCHOBE KOPPEIALIMOHHOTO aHAJIN3a BPEMEHHBIX
NaTTepHOB cUTHaJOB. [IpeasioskeH aaropuTM aJanTUBHOrO BbIOOpa maTTepHa M3 0asbl JAHHBIX Ha
OCHOBE aHAJIN3a €ro BOCTPeOOBAHHOCTH B TEKYIIMI MOMEHT BpeMeHH. Pa3paboTana meToanka mac-
KHPOBKH I10JIE3HOT'0 CUTHAJIA 1101 BHIOPAHHBIM 3TaJIOHHBIN NMaTTEpH C COXPaHEHUEM €ro aBTOKOppe-
JSILMOHHBIX CBOMCTB. IIpoBeneHo MoaenrpoBaHue MpeioKEeHHbIX alrOPUTMOB B KaHallaX C 3aMU-
paHusMuU. Pe3ynbTaThl MOKa3bIBAIOT BO3MOXHOCTb JOCTHXKEHUS KO PHUIMEHTa OLIMOOK 110 OuTam
He BbiIe 107 npu oTHOMEHUH cUTHAN/IIyM OoT 3 1b 1 oOecrieueH!H CKPBITHOCTH Mepeadn.

KiroueBsbie cioBa: ckpbITas epeaada nHpopmaimu, 6€CripoOBOIHBIE CETH, KOPPEIISAIIMOHHBIN

aHaJIN3, BPCMCHHBIC IMATTCPHBI, MACKUPOBKAa CUTHAJIOB, KOTHUTUBHOC pajano, HaJIEKHOCTD CBSI3H.

ALGORITHMS FOR COVERT AND RELIABLE DATA TRANSMISSION
IN WIRELESS NETWORKS BASED ON CORRELATION ANALYSIS
AND TIME-DOMAIN MASKING

K.M. Polyakov', A.I. Zarevich!

'Voronezh State University of Forestry and Technologies named after G.F. Morozov

Abstract. The article examines methods for increasing the reliability and secrecy of infor-
mation transmission in wireless communication networks based on correlation analysis of time pat-
terns of signals. An algorithm for adaptive selection of a pattern from a database based on an analysis
of its relevance at the current time is proposed. A technique has been developed to mask a useful
signal for a selected reference pattern while preserving its autocorrelation properties. The proposed
algorithms are modeled in channels with fading. The results show the possibility of achieving a bit
error rate of no more than 10 with a signal-to-noise ratio of 3 dB and ensuring transmission secrecy.

Keywords: cover information transmission, wireless networks, correlation analysis, time pat-
terns, signal masking, cognitive radio, communication reliability.
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BBenenue

Oo6ecnedyenre KOH(MOUIECHIIMATLHOCTH NIEPEIauu TAHHBIX B O€CITPOBOJIHBIX CETSIX
TPaJAUIIMOHHO pelIaeTcsl MeToAaMu Kpunrorpaduu Ha ceTeBoM ypoBHe. OTHaKo mud-
pOBaHUE HE CKpBIBAET caM (DaKT HAIWYUs paguonepenadu, YyTo JesiaeT KaHajl ys3BU-
MBIM JIJIS1 [IEJIEBOTO MepexBara, MejJeHralui U MoClIeayoero kpunroananusa [1, 2].
B ycnoBusix mioTHoro paanodpupa akTyaabHOM CTAHOBHUTCA 33/ladya pean3aiuy KOH-
nermuu Low Probability of Intercept (LPI) — cHmkeHus BeposiTHOCTH 0OHAPYKEHHSI
CUTHAJIa CPEJICTBAMU PATUOPA3BEIKHU.

MeTonbl pU3NYECKOTO YPOBHS, OCHOBAHHbIE Ha MAacCKHpPOBKE IMOJIE3HOTO CHUT-
HaJsia MoJl JETUTUMHBINA TpadUK WK ITyMOBYIO TIOMEXY, TO3BOJISIIOT PEIIUTh 3TY MPO-
onemy. B otnuuue ot mupokomnonocHsix cuctem (DSSS, FHSS), kotopsie o0nagator
MpU3HAKAMHU [IHPOKOTIOJIOCHOCTH U JIETKO ACTEKTHPYIOTCS SHEPTETHUECKUMHU MTPHUEM-
HUKaMH, CTeraHorpaduyecKue MeToIbl BHEJPEHUS HHPOPMAIH B CTPYKTYPY CYyIIe-
CTBYIOIIMX CUTHAJIOB 00ECIIEYMBAIOT CTATUCTUYECKYIO HEOTIMYUMOCTD OT (hoHa [3].

B nannoii paGoTe mpeasiaraeTcsi aJrOpUTM aJalTUBHOW MAacKUPOBKU BO Bpe-
MeHHOU obOusactu. KiroueBoe oTiinume MojaxoAa 3akIo4YaeTcsl B JUHAMUUYECKOM BbI-
Oope 3TaOHHOTO MaTTepHa U3 0a3bl JAHHBIX U3BECTHBIX CUTHAIOB (TipeamOyibl Wi-
F1, Bluetooth, pagapHble UMITyIbChI) HA OCHOBE aHaIM3a TEKyLIEH paino00CTaHOBKH.
Cucrema MOXeT MO0 CIUBATHCS C JOMUHUPYIOIIUM TpapuKoM (cTparerus «(HoHay),
7100 MCTOIB30BATh PEIKHE, MAIOBEPOATHBIC MATTEPHBI 7T Pa0OTHI B «CIEMBIX 30-
Hax» MOHMTOpUHra. Llenp uccienoBaHus — OLEHKa KOMIIPOMUCCA MEXAY CKPBITHO-

CTBIO TaKOM IE€PEIAYH U €€ TIOMEXOYCTOMUNBOCTHIO B KaHAIAX C 3aMUPAHUSIMU.

1. MaremaTnuyeckasi MOJe/Ib U NPeIJIOKEHHbIE AJITOPUTMBI

[Ipennaraemplii HAMH MOAXO B CBOE OCHOBE ONMMPAETCS HA TPUHIUIIBI KOTHU-
TUBHOTO PaJy0 WM KOTHUTUBHON MacCKHPOBKH. 3/1€Ch OTHOAOIIEH CBOETO CHUTHaja
MOJI XapaKTEPUCTUKU OKPYKAIOIIUX HU3TydaTencd. BaxXHOU 3TanmoM 371ecCh SBISIETCA
(dbopMupoBaHue 0a3bl ITAJIOHHBIX CUTHAJIOB, KOTOPbIE MOTYT BBICTYIIATh B POJIM MACKH.
Taxokxe 3T Macku Mbl OyJIeM Ha3bIBaTh Jajiee BpEMEHHBIMU AaTTEPHAMH.

dopMabHO, 10 BpEMEHHBIM MATTEPHOM MbI [IOHUMAEM JI€TEPMUHUPOBAHHY IO
WJIM CTATUCTUYECKH YCTOMUMBYIO OrMOAIOILy 0 CUTHaNA pi(f) ITUTENbHOCThIO T, KOTO-
pasi IPUCYTCTBYIOIIAs B KOHTPOJIUPYEMOM CIIEKTpE.

ba3a MaHHBIX TaKUX BPeMEHHbIX NarTepHOB P = {p,(t), p,(t), ..., pr(t)} dbop-
MUPYETCSI U3 CUTHAJIOB, TUIIMYHBIX JUJISl JAHHOM MECTHOCTH B MCCIIEyEMbIE MHTEP-
BaJIbl BpeMeHU. [IpuMepaMu Takux MaTTepHOB MOTYT SIBJISATbCS MHOTHE BHJIbI CUTHA-

JIOB.
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Hampumep:

- mpeamOyibl ctannapToB mpotokosioB cBsa3u IEEE 802.11/802.15.4, Wi-Fi,
Bluetooth, ZigBee;

- UMITYJILChI IEPBUYHBIX PAANOIOKATOPOB;

- MasgKoBbIe curHaisl [oT-ycTpoucTs.

KputepreM npuroaHocT! naTrepHa JJis €ro COXpaHeHHs B ObI3y JaHHBIX (CTe-
ra"Horpauu) SBISETCS BUJ €ro aBTOKOppesiuonHoil pyHkiun (AKD). g nagex-
HOTO u3BJIeueHus: uHPopManuu Ha npueme AK® nomkHa UMETh YE€TKO BhIpaXKCHHBIN
TJIaBHBIN JICTIECTOK IIPU HU3KOM YPOBHE OOKOBBIX. DTO OYyJET SBHO COOTBETCTBOBATH
BBICOKOM MOBTOPSIEMOCTH 3TOr0 CUTHaIA. ABTOKOPpPENIALMOHHAsA (DYHKIIUS MaTTepHa

pi(f) onpenensercs Kax:
T

Ry, (1) = J p;(O)p;(t —v)dt
0

Hanuuune ocTporo nmka KOppessauy Mo3BOJSET HCIIOIB30BaTh COITIACOBAHHYIO
(GunpTpalyio Ha IpUeMe, YTO MaKCUMU3UpyeT oTHouleHrne curiai/mrym (OCL) naxe
IIPU MaJIBIX AMIUIATYAAaX BHEIPSEMOTO CUTHAJIA.

Br160p onTuManbHOTO maTTepHa JUIsi MACKUPOBKHU OCYILECTBIISIETCS HA OCHOBE
METPHUKH €ro BOCTPeOOBAHHOCTH M; B TEKy1lIeM OKHE HaOmoieHus Tops. MeTpHKa pac-

CUUTHIBAETCS KaK CTENEHb KOPPESAIUU MPUHITOTO CyMMapHOTO curHana sgupa r(f) c

1 Tobs 2
M, = j j r(Op;(t — )dt| d
Tobs 0

Cucrema pCaIn3yCT ABC CTPATCIU IIOBCACHUA:

ATAJIOHOM pi(?):

1. Crpareruss A (Mumukpusi). BeiOupaeTcst marrepH ¢ MaKCUMalbHON METPH-
KOU Mpax. CUTHAT MacKUpPYETCs O] CaMbIii YacThI TUM Tpaduka, pacTBOPSSCH B 00-
meM (one.

2. Crparerus B (AHomanbHOCTB). BeiOMpaeTcs marrepH ¢ MUHUMaJIbHOM HEHY-
JeBON MeTpuKou Mpn. [lepenaya Begercs B Te€X TUIIAX CUTHAJIOB, KOTOPHIE IPUCYT-
CTBYIOT B 3(pUpE PEAKO, YTO CHUKAET BEPOATHOCTH MX IEJICHANPABICHHOIO aHAIN3a
cuctemamu POB.
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Jlanee, mociie BbIOOpa BPEMEHHOI'O IMATTEPHA HAM HEOOXOIMMO BHEAPHUTH B
HETO0, MJIM 3aMacKUPOBATh UM, HCOOXOAUMYIO IS epeaaun uHpopmaiuio. CaMy HH-
dbopMalinio, B paMKax JaHHON CTaTbH, MbI IIPEACTBAISIEM B TUCKPETHOM BUC KaK I10-
cienoBaTenbHOCTh OUTOB b = {b4, b,, ..., by}, THH b; € {—1,+1}. Baenpenue ouro-
BOHM TOCJICIOBATEIIBHOCTH OCYIIECTBIISICTCS METOJIOM aMIUIUTYIHOM CTEero-MOMyJIs-
iun. [Ipu 3TOM nepegaBaemblii curaai s(f) GopMUpyeTcs Kak MPOU3BEACHUE BPEMEH-
HOTO IIPEICTaBJICHHUS OMTOBOH IOCIIEIOBATEILHOCTH Ha BPEMEHHOE OMMCAHHE IaT-

TEepHa:
k
S(O) = pear()-| 1+ ) by~ 84(0)
j=1

rae 6A;(t) — Manble BO3MYIIEHHUS aMIUIUTY bl (|8Aj| K 1).

Koaddumment momynsuuu BbIOMpaeTcss TaKUM 00pa3oM, YTOOBI M3MEHEHUE
SHEPIrUM CUTHAJIA OCTaBaJOCh B MpeJeiax €CTECTBEHHbBIX (IyKTyaluid JErHTUMHOIO
Tpaduka (Hampumep, U3-3a 3aMUPAHUNA WM U3MEHEHUH MOLIHOCTH NEpeIaTynuKa uc-
TouHuKa). Ilo cyTu, nns BHemHero HaOMroAaTeNss UCXOJHBII BPEMEHHOM MaTTepH
OCTaéTcsl MPaKTUYECKH Heu3MeHHbIM. OH TOJIBKO cierka (hIyKTyallMOHHO HCKaXKa-
eTcsi. OTO (PIOJIHE COOTBETCTBYET €CTECTBEHHBIM HCKAKEHUSIM CUTHAJIOB, BEI3BAHHBIX
BHEUTHUMH (paKTOpaMu M rmomMexaMu. Mainble aMIUIUTYAHbIE BO3MYIIEHHs 00ecreun-
BAIOT COXpaHEeHUE cTaTucTuuecknux cBorMcTB AK® ncxoaHoro narrepHa.

Ha npuemHoii ctopone, obanarorieit anpuopHoi nHpopmaluein 0 BRIOpaHHOM
naTTepHe Py, (t), MPUMEHSIETCS COTIIacOBaHHbBIN (GUIBTpP. BhIX0MHOM cUTHAT QUIbTPa
¥(f) B MOMEHT BPEMEHM #), COOTBETCTBYIOLINI MAKCUMYMY KOPPEISALUH, UCITOIb3YETCS
JUTSl TPUHSATUS PELLICHHUS:

b, = sgn(y(to))

Takoil moaxoa obOecrieynMBaeT ONTUMAJbHBINM MPUEM B TayCCOBCKOM IITyME.

VY cTOMYUBOCTD K MEKCUMBOJILHON HHTEP(EPEHIIUHN TOCTUTAETCS 38 CUET OPTOrOHANb-

HOCTH WJIU C1a00M KOPPETSIMY COCETHUX OUTOBBIX MHTEPBAJIOB BHYTPH MaTTEPHA.

2. Pe3yabTaThl MO/I€JINPOBAHUS

D¢ PeKTUBHOCTH aITOPUTMOB OLIEHUBAJIACH IIyTEM UMHUTALIMOHHOTO MOAEIUPO-
BaHus B cpeae MATLAB. MoaenupoBalicst KaHaJl CBA3U C PIJICEBCKUMHU 3aMUPAHUSIMHU
(momnepoBckuit caBur fy = 10 I'l) u agaUTUBHBIM O€JIBIM TayCCOBCKUM LIYMOM
(ABI'). AmurtensHoCcTh MatTepHa cocTabisuia $T = 108 mkc.
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B kadecTBe 3TaloHOB UCIONIB30BAIUCH TochenoBaTennbHOCTU bapkepa (Barker-
13), M-nocnenoBarenbHoCcTH AiHOM 31 M 63 OuTa, a TaKKe I'ayCCOBBI UMITYJILCHI.
Wx napamertpsl npuBenensl B Tabnure 1.

Tabmuua 1. [TapaMeTpsl 3TaJOHHBIX NATTEPHOB

YpoBeHb GOKOBBIX Jie- | Y CTOHYHBOCTH K 3a-
Tun narrepuna JIMTeIbHOCTD, OUT
necrkoB AK®, nb MHUPAHUAM
Barker-13 13 —22.3 Cpennsis
M-seq-31 31 —-14.9 Bricokas
M-seq-63 63 —-18.0 Bricokas
Gauss-impulse 16 -25.1 Huzkas

3ameTuM, 4TO 1'ayCCOBBI MMITYJIbCHI UMEIOT XOPOIIYIO JIOKAJIW3alHUI0 BO Bpe-
MEHH, HO XYZIINE KOPPEISILUOHHBIE CBOKWCTBA IO CPABHEHUIO C IICEBIOCITYYalHBIMU
MOCJIEIOBATEIbHOCTSIMU, UTO CHIXKAET IOMEXO0YCTOMYUBOCTb.

Ha Pucynke 1 npezacraBieHsl 3aBUCUMOCTH KO3 puumenTa ommrdok no ouram
(BER) ot otHomienus curnan/mym (SNR).

10°

107
102
o
w
m
103
== M-seq-63
10 f|-==M-seq-31
Barker-13
== Gauss-impulse
R ' ' -
0 2 4 6 8 10 12 14
SNR, ob

Pucynok 1 — 3aBucumocts BER ot SNR 15151 pa3nuuHbIX IaTTEPHOB B KaHAJIE

C POJICCBCKMMM 3aMHUPAHUAMU
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AHaJIM3 TOKa3bIBaeT, YTO JJIMHHBIE M-miocienoBaTeabHoCcTH (M-seq-63) obec-
IEYNBAIOT HAWTYYIIYIO IIOMEXOYCTOHUMBOCTE. 3Hadenne BER 10 nocruraercs npu
SNR oxono 6 n1b. Koasl bapkepa ycTynaroT n3-3a MEHbIIEH IJIMHBI KOJIOBOTO CJIOBA,
YTO CHIDKACT BBIMTPHIII OT 00paOOTKH CHUTHAJIOM. ['ayCCOBBI UMIMYJIbCHI JEMOHCTPH-
PYIOT HAUXY/IINUE PE3YJIbTAThI U3-32 OTCYTCTBHSI BHYTPEHHETO KOJAUPOBAHHUS U BBICO-
KOU YyBCTBUTEIBLHOCTHU K TTTyOOKUM 3aMUPAHUSIM.

O1ieHKa CKPBITHOCTH IMTPOBOAMIIACH ITyTEM MOJICIIUPOBAHUS UI€ATTLHOTO JAETEK-
TOpa, UCHOJIB3YIOIIET0 YHEPTETUUECKUN MOPOT U KOPPEIAILMOHHBINA aHanu3. Pe3ylib-

TaThl MOJICTMPOBaHUs MIpuBeacHBI B Tabnuie 2 u Ha Pucynke 2.

Tabnuua 2. ITokazatenu CKphITHOCTH AJI Pa3IMYHbIX CTpATETui BbIOOpA NaT-

TepHa
BepositHoCcTh 00HAa- Jlo:xknas TpeBora, Koy¢ppuunenr
Crparerus
pyxenus, Pa Pta CKPBITHOCTH, §
be3 mackupoBku 0.92 0.05 0.08
Crparerus A (pon) 0.23 0.08 0.77
Crparerus B (penkwuii) 0.11 0.12 0.89

3nech ko uimeHT ckpbiTHOCTH & = 1 — P4 Xapaktepusyer BepoSTHOCTb HE0O-

HAPYKECHUS [IepeaauH.

== [/IcX0HbIA NaTTepH i
=< [locne MukpoMooynsumm

3apepxka T (B 6urtax)

PucyHnox 2 — ABTOKOppENSIUOHHBIE (PYHKITUU TTATTEPHOB JI0 U MOCJIE MACKUPOBKHU
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Kak BuaHO u3 PucyHnka 2, npuMeHeHUe aMIUIUTYAHOU CTEro-MOAYJISIIMN HE3HA-
yuTenbHO HcKaxkaeT AK®. OTkiIOHEHHEe MHUKa CHEKTpa OT MCXOJHOTO 3HAYEHUS HE
npeBbImaet 2%. ITo NOATBEPKAAET, HCXOAHOE MPEAIOI0KEHHE O TOM, YTO JJIS BHEII-
HEero HabJro1aTeNsl CUTHAI OCTAETCSl CTATUCTUYECKU UJICHTUYHBIM BHIOpAaHHOMY TaT-
TepHy. To ecTh, MOAYJAIKMA TATTEpHA WHOOPMAITMOHHOW TOCIEAOBATEIBHOCTHIO
KpalilHe HEe3HAYUTEIHLHO MCKA3WIIO caM MCXOMHBIN maTTepHH. [1o cyTtu — 310 obecre-

YUJI0 CKPBITHOCTB IICPCIaun I/IHq)OpMaI_[I/II/I.

Hauano

b

MoOHUTOpUHI 3duMpa
B TeusHue T,.n

v

BuiyncneHwe MeTprE M,
[ANA KaE#O0ro nartrepxsa

v

Crparerna A CTpaterua? Crparerma B
Bridparte narrepH BriOpaTte naTTepH
C max M; c min M; (#0)

COpMUpPOEaHHE CHIHANA
sit) c MackMpoBKDR

v

[Mepenada E KaHan

v

[MpKém W cornacoeaHHan
HUNLTpaUKMA

v

BoccTaHoeneHKe
MHDOPMALIMOHHER OWT

Pucynoxk 3 — BpeMeHHas nuarpamma paboThl alropuTMa BeIOOpa narrepHa

AHaIM3Upys NOJyYEHHBIE pe3yJIbTaThl KOMIBIOTEPHOTO MOICIUPOBAHMS, HAMU
CHEJIBHBI MTPEIIOI0KEHHUSIO MPUMEHUMOCTH NIPEJIOKEHHBIX cTpareruil. Tak, ctpare-
rusi A (MuMukpusi) peAnoYTUTENbHA B MEPErPyKEHHBIX AMana3zoHax, TNIe JTH00M
«PEIKUID CUTHAJI Cpa3y MPHUBJIECYET BHUMAHUE aHAIU3aTOPOB cniekrpa. M Haobopor,
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ctpaterusi B (AHOMaJIbHOCTB) IEMOHCTPUPYET HAUOOJIbIYIO 3PHEKTUBHOCTH B YCIIO-
BUSX Pa3peKeHHOro 3(upa, CHUXKasi BEpOATHOCTh 0OHapyxeHus 10 11%.
[TomydeHHbIe JMaHHBIC yKa3bIBAIOT HA CYIIECTBOBAHHE KOMIIPOMHCCA MEXKIY
JUTMHOM MaTTepHa, MOMEX0YCTONYNBOCTBIO U CKPBITHOCTHIO. Vcmonp3oBanue M-mo-
cienoBareabHOCTeN JHOM 63 Onta naet Beiurpbim B OCIHI 1o 4 n1b o cpaBHEHUIO
C KOPOTKHUMH KOJIaMH, OJTHAKO TpedyeT Ooiee CI0KHONW CHHXPOHU3AINH Ha TIPUEME.
Crparerust BbIOOpa maTTepHa MO3BOJISIET aJaNTHPOBATHCS K YCIOBHSIM CPEMIBL: B
ropoJicKoii 3actpoiike ¢ mioTHbIM Wi-Fi Tpadukom apdexkTruBHEE MaCKUPOBATHCS MO/
Hero (Ctpaterust A), Torja Kak B MIPOMBIIIVICHHBIX 30HaX WJIM CEJIbCKOW MECTHOCTHU
1eecooopa3Ho UCnoib30BaTh peakue curnaisl (Ctpaterus B). ['maBHbIM orpanuye-
HUEM METO/Ia SBISETCS HEOOXOAMMOCTh TOUHOW CHHXPOHHU3ALMHU TT0 BPEMEHU MEXIY
MepeIaTINKOM M MIPUEMHHUKOM, TaK KaK PaCCHHXPOHU3AINS TIPUBOIUT K PE3KOMY Ia-

JNEHUIO KOPPEJALIMOHHOTO TTUKA.

3akioueHue

B pamMkax naHHOM paboThI ObLIO BBIMOJIHEHO KOMITJIEKCHOE UCCIIEJOBAHHUE aJIr0-
PUTMOB CKPBITOM U HaIEXKHOU nepenayr UHpopmauu B OECIIPOBOIHBIX CETAX HA OC-
HOBE aHAJIN3a BPEMEHHBIX MAaTTEPHOB, MPEAJIOKEH KOMIUIEKC allTOPUTMOB JIJISI CKPBI-
TOHN M HaIEKHOM nepeaayr HHPOpPMaLMA BO BpEMEHHON 00J1acTH.

OCHOBHBIE PE3YyJIbTAThl PAOOTHI:

1. Pa3pabGoTana metoauka opMupoBaHus 0a3bl BpeMEHHBIX MATTEPHOB C OICH-
KOM X aBTOKOPPEJISIIUOHHBIX CBOMCTB.

2. IlpeasioskeH aaropuTM aJanTHUBHOTO BhIOOpa MaTTepHAa HA OCHOBE aHaIM3a
TEKyIlel BOCTpeOOBaHHOCTH B Aupe.

3. MeTo MUKPOMOIYJISIIIMK aMIUTHTYABI TTO3BOJISIET BHEAPATH MOJIE3HYIO WH-
dopmario 06e3 CyIIeCTBEHHOTO HCKaXKEHHUS aBTOKOPPEISUOHHOW (DYHKIMM Mat-
TEpHA, YTO 00eCreynBaeT HaAEKHOE U3BJICUEHUE JaHHBIX.

[TepcrieKTUBHBIM HAINpaBICHUEM HCCIEIOBAHUN SIBISETCA PACHIMPEHUE MOJ-
X0J/la Ha YaCTOTHYIO 00JacTh M pa3paboTka THMOPHUIHBIX AJITOPUTMOB, ATANTHPYIO-

MKUXCA KaK BO BPpECMCHH, TaK U 110 9aCTOTC.
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CYBERSECURITY IN THE AGE OF DIGITAL TRANSFORMATION
M. Hussain!, E.A. Anikeev!

"Voronezh State University of Forestry and Technologies named after G.F. Morozov

Abstract. The article examines the key aspects of ensuring cybersecurity in the context of the
digital transformation of the economy and social sphere. An analysis of modern cyber threats is car-
ried out, including a practical case of a ransomware attack, architectural and technological ap-
proaches to protecting information systems are described, and the role of the regulatory framework
and the human factor in building a comprehensive information security system of an organization
are considered.

Keywords: cybersecurity, digital transformation, ransomware, zero trust architecture, data

protection, artificial intelligence, information security.

The transition to digital economy and smart government services where many
processes are migrated to cloud computing and Internet of Things become prevalent
have significantly altered the cybersecurity threat landscape. Previously, information
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security was considered an issue of technologies that resided only in the IT department.
Nowadays, cybersecurity has transformed into one of the crucial elements of running
business, and the global cost of cybercrime is expected to reach more than $9.5 trillion
in 2024 according to Cybersecurity Ventures [1].

Thus, the digital transformation involves the reconsideration of business models,
operations in supply chain management, and collaboration among humans and tech-
nologies. Every newly introduced technology, cloud-based application, or connected
thing increases the risk of successful attack. Hence, there is a need to abandon purely
perimeter-based solutions in favour of comprehensive cyber security strategies.

Cybersecurity has a history that is very similar to the history of digital technol-
ogies. The first computer viruses came out in the 1980s. In the 2000s, organized cy-
bercriminal groups took their place. In the 2010s, state-sponsored advanced persistent
threat (APT) actors joined them. There are a few main vectors that make up the threat
landscape today.

Ransomware is now one of the most damaging types of attacks for businesses.
The double-extortion model, which involves encrypting data and threatening to publish
it at the same time, has given attackers a lot more power. The 2021 attack on the Co-
lonial Pipeline, which stopped fuel supplies across the eastern United States, and the
2024 attack on the Change Healthcare payment processor, which stopped the pro-
cessing of prescriptions at thousands of pharmacies, show that ransomware is now a
systemic threat to critical infrastructure [2].

Ransomware attacks don't just happen to big companies and important infra-
structure; they also work just as well on individual users. The author of this article
wrote about the following case, which shows how a modern ransomware attack on a
personal computer usually works and how it uses social engineering.

The attack started when someone downloaded a program from a third-party web-
site that was not authorized. When the malicious program ran, it silently installed ran-
somware that changed all the files on the device, including documents, images, and
other personal data, into shortcut files. The attacker had to use their decryption tool to
get to these files. There was no warning during or right after the infection; the data just
seemed to disappear and be replaced by shortcut icons that looked the same. After the
encryption phase, the victim was told to pay 800 US dollars to get a proprietary recov-
ery software that the attackers said would bring back all the affected files.

In this case, there is a known ransom ware propagation technique that involves
distributing malware-infected software using third-party websites for downloads. This

particular ransomware attack demonstrates several features that are consistent with
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what researchers have observed in previous studies on cybersecurity. For example, the
use of shortcuts to hide files instead of deleting them is a planned social engineering
strategy intended to induce confusion in the victim's mind and increase the chances of
payment. Moreover, a ransom value of 800 USD falls into the category of ransomware
attacks that target individual users or small enterprises. In other words, it is sufficiently
large to generate a profit while remaining affordable for some individuals or small
business owners. Finally, the claim that the “recovery software” will enable the user to
recover their files appeals to the victim's instinct to restore their system, although ran-
somware distributors cannot be certain that decryption software will work.

This case highlights a significant and often undervalued risk factor: the utiliza-
tion of software from unverified sources. Legitimate application distribution channels,
such as official vendor websites, verified software repositories, and platform-managed
stores, offer significant, albeit not infallible, protection against this attack vector. The
incident further confirms that individual cybersecurity awareness is just as important
as organizational and technical controls. This is because end-user behavior is still the
most common way that ransomware gets into systems [3].

Even now, phishing and social engineering remain the most widespread methods
to penetrate enterprise networks. The role of human element remains significant despite
advancements in email scanning solutions and endpoint security tools. FBI statistics
reveal that in 2023 BEC schemes cost more than $2.9 billion in financial losses to the
United States economy. BEC schemes exploit sophisticated spoofing techniques that
result in leaking user passwords and unauthorized transfer of money. With the devel-
opment of generative Al technologies, cybercriminals can generate fake yet convincing
content even more easily [1, 3].

Supply chain attacks are particularly risky since they leverage the trust estab-
lished between companies and software and hardware providers. A vivid example was
provided by the Solar Winds incident back in 2020 when malicious code inserted into
an official IT monitoring and management software package penetrated hundreds of
organizations and even some US government agencies. Nowadays software supply
chains grow increasingly complex due to reliance on open-source and third-party soft-
ware packages. Thus, it is easier to deliver malware through them [4].

The fact that traditional perimeter-based security models don't work well with
cloud computing, remote work, and mobile devices has sped up the move to Zero Trust
Architecture (ZTA). The Zero Trust model, which is explained in NIST Special Publi-
cation 800-207, is based on the idea of “never trust, always verify”. This means that no
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user, device, or network segment is automatically trusted, and every access request
must be explicitly verified, authorized, and continuously validated [3].

There are a few important technologies and practices that make Zero Trust work
in real life. Multi-factor authentication (MFA) greatly lowers the chance that someone
will get access to your account by stealing your password. An attacker needs the extra
factor to get in. Micro-segmentation breaks the network into small, separate areas,
making it harder for an attacker who has already broken through the perimeter to move
around. The principle of least privilege says that users and systems should only be
given the permissions they need to do their jobs. This lowers the risk of damage from
a hacked account.

Misconfigurations are among the leading causes of cloud data breaches, and
CSPM tools provide an automatic scan and resolution of the problem, a significant
advantage for companies working in the cloud environment. The 2024 IBM Cost of a
Data Breach report estimates that the average cost of a breach due to cloud misconfig-
uration is $4.14 million, highlighting the importance of configuration validation in
multi-cloud environments. [5]

In contrast to the conventional security strategy, DevSecOps regards cybersecu-
rity as an integral component of the software development process and not an add-on.
Integrating security practices such as SAST, DAST, and SCA into CI/CD workflows
enables the identification and resolution of security vulnerabilities at the earliest, most
economical stage possible [2, 3].

In fact, Al is changing the face of cybersecurity not only for hackers but also for
organizations. In terms of machine learning, cybersecurity solutions become capable
of analyzing huge amounts of telemetry information and discovering any deviations
that could be overlooked by basic security rules. Al-powered SIEM and XDR systems
detect even the most complex and multi-staged cyber-attacks by connecting all the dots
between endpoints, networks, and cloud services.

UEBA creates unique behavior patterns for every user or device and detects any
deviations, such as atypical hours of logging into the system or unusual access to cer-
tain data resources. At the same time, natural language processing technologies allow
cybersecurity experts to automatically analyze various threat intelligence feeds, vul-
nerability databases, and dark web resources to obtain valuable insights into the latest
threats.

At the same time, enemies are using Al more and more to make their attacks

bigger, faster, and more effective. Generative Al tools are used to make phishing emails
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that are very specific to each person, find software flaws automatically, and make pol-
ymorphic malware that can't be found by signature-based detection. The arms race be-
tween Al-powered attacks and Al-powered defenses is one of the most important things
about modern cybersecurity. Researchers at top Russian universities are also working
on systems that use neural network models to find strange patterns in network traffic.
These systems are being added to national cyber security platforms [6].

As the recognition of the relationship between cybersecurity and national secu-
rity and economic stability increases, laws and regulations take an expansionist path
across Russia and the globe. In Russia, Federal Law No. 187-FZ “On the Security of
Critical Information Infrastructure” introduces mandatory requirements for protecting
information systems in key industries, such as healthcare, financial institutions,
transport systems, and the energy sector. The requirements include categorization of
critical infrastructure according to its security level, protection methods, and notifica-
tion of every cyber-attack to the National Coordination Center for Computer Incidents
(NCCCI) referred to as (NKTsKI) [2].

The latest update of the NIST Cybersecurity Framework (CSF 2.0) introduced
in 2024 continues to be the go-to solution to design cybersecurity efforts based on six
fundamental pillars: govern, identify, protect, detect, respond, and recover. In Europe,
the implementation of the NIS2 Directive became effective from January 2023, extend-
ing the scope of responsibilities to ensure cybersecurity to providers of essential ser-
vices and digital service providers.

There have been numerous changes made in relation to cybersecurity govern-
ance within corporate organizations. CISOs have transitioned from taking care of tech-
nological tasks to playing a more strategic role, reporting directly to the board. Boards
of directors are now expected to play an active role in managing cybersecurity risk for
companies operating in diverse geographical locations. This shows that cybersecurity
risk is basically a business risk which needs to be tackled by top management. [1, 3].

At a time of rapid digital transformation, modern cybersecurity requires a com-
prehensive, flexible approach based on state-of-the-art technology, effective govern-
ance, and continuous skill-building of people. The ransomware case highlighted in the
current article proves that the scope of cybersecurity threats extends beyond single in-
dividuals to include important national infrastructure. It also proves that the number
one entry point for a cyber-threat is a human being whose actions have caused a vul-
nerability. The involvement of non-sanctioned distribution channels of software, data
concealment practices associated with social engineering tactics and, finally, a rational

economics of ransom demand are all factors making human involvement crucial.
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Transitioning to Zero Trust Architecture, using machine learning and artificial
intelligence to detect and mitigate cyber threats, integrating security into software de-
velopment, and engaging proactively with the changing regulatory landscape constitute
some key aspects of achieving cyber resilience. Cybersecurity as a strategic priority for
both individuals and organizations puts them in the best possible position in the context
of reaping benefits and mitigating risks of digital transformation.

Cnucok aureparypsl

1. Xupasrymnax .E.P., Kyntu P., XapBaxio P. [IpoexktupoBanue u aHaIn3
yIpaBJIeHUs] puckamu WH(popManmoHHoM 6e3onacHocTH Ha ocHoBe SO 27005: mpu-
Mep BHEJIPEHUS B CUCTEME YIpaBiieHUs: ayauToM (AMS) oTnena BHyTpEHHETO ayauTa
XYZ // MexayHapoaHblid AKypHaJ 3JIEKTPOTEXHUKH, KOMITBIOTEPHBIX M OMOMETUIIH-
ckux Hayk. — 2024. — Ne 3, tom 2. — DOI: 10.62146/1jecbe.v213.81.

2. OCTIK Poccun. Meronnueckne peKOMEHAAIMHU M0 00ECIIEYEHHUIO WH-
(dhopMalmoHHON 0€30MaCHOCTH KPUTHYECKOW HUH(POPMAIMOHHOW UHPPACTPYKTYPHI //
OCTOK Poccun. — URL.: https://fstec.ru/tekhnicheskaya-zashchita-
informatsii/dokumenty/114-spetsialnye-normativnye-dokumenty/2456 (nata obparie-
Hus: 10.03.2025).

3. CywmuHn, B. U. Ucnons30BaHKne CUTYAlIMOHHOTO MOAECIMPOBAHUS B pa3pa-
OO0TKE CHCTEM MPUHATHS PEUICHUI IJis CIOKHBIX OpraHu3aloHHbIX cucteM / B. U.
Cymun, A. C. KpaBuenko, A. B. TonkaueB / MonenupoBaHie CUCTEM M MIPOLIECCOB.
—2024. — T. 17, Ne 3. — C. 71-79. — DOI 10.12737/2219-0767-2024-69-77. —
EDN FBBHJO.

4. Tupakanok C., Yaxapa T., Mnoxata A. Murpamus Kk apXuTEKType HyJie-
BOTI'0 I0Bepusi: 0030psI U npobaemsl // Security and Communication Networks. —2021.
—Ne 1, Tom 2021. — C. 9947347. DOI: 10.1155/2021/9947347.

3. [aubrun, B. @. 3amura nuHpopmManum B KOMIBIOTEPHBIX CUCTEMAX U Ce-
tax / B. @. lllanerun. — M.: JIMK Ilpecc, 2021. — 592 c.
6. XpsmeB B.B., Hename A.B. D¢ hekTHBHOCTh BHEIPEHUSI OJHOPAHTO-

BOW pacrpe/iesIeHHON CUCTEMbI XpaHEeHHsI U 00pabOTKHU 3aluinaeMor nHpopMauu
(TheOOL Project) // MonenupoBanue cuctem u npoueccoB. —2021. — Ne 3, tom 14. —
C. 82-89. DOI: 10.12737/2219-0767-2021-14-3-82-89.

49



References

1. Hidayatullah D.E.R., Kunthi R., Harwahyu R. Design and Analysis of In-
formation Security Risk Management Based on ISO 27005: Case Study on Audit Man-
agement System (AMS) XYZ Internal Audit Department // International Journal of
Electrical, Computer, and Biomedical Engineering. — 2024. — No. 3, Vol. 2. — DOI:
10.62146/ijecbe.v2i3.81.

2. FSTEC of Russia. Methodological Recommendations for Ensuring Infor-
mation Security of Critical Information Infrastructure // FSTEC of Russia. —
URL.: https://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty/114-spetsi-
alnye-normativnye-dokumenty/2456 (date of reference: 10.03.2025).

3. Sumin V.I., Kravchenko A.S., Tolkachev A.V. The use of situational
modeling in the development of decision-making systems for complex organizational
systems. Modeling of systems and processes. 2024. Vol. 17, No. 3. pp. 71-79. DOI
10.12737/2219-0767-2024-69-77. EDN FBBHJO.

4. Teerakanok S., Uehara T., Inomata A. Migrating to Zero Trust Architec-
ture: Reviews and Challenges // Security and Communication Networks. —2021. — No.
1, Vol. 2021. — P. 9947347. DOI: 10.1155/2021/9947347.

5. Shangin V.F. Information protection in computer systems and networks.
Moscow: DMK Press, 2021. 592 p.

6. Khryashchev V.V., Nenashev A.V. Efficiency of Implementing a Peer-to-
Peer Distributed Storage and Processing System for Protected Information (TheOOL
Project) // Modeling of Systems and Processes. — 2021. — No. 3, Vol. 14. — P. 82—89.
DOI: 10.12737/2219-0767-2021-14-3-82-89.

50



CEKIIMS 2
CUCTEMBI ABTOMATH3ALIMYA MPOEKTUPOBAHUS

DOI: 10.58168/IntInfSys2026 51-58
YK 004.85
KOHBEWEP PA3BEPTBIBAHVSI U MOHUTOPUHI' A MOJIEJIEN
MAIIMHHOI'O OBYYEHMUSI C KOHTPOJIEM JPEU®A JAHHBIX

B.D. Bysnun', E.A. Anukees!

'®I'BOY BO «BopoHEkCKHIA TOCY1apCTBEHHBIN JIECOTEXHUYECKUM YHUBEPCUTET

nmenu ['.@. Mopo3zoBa»

AHHoTauus. PaccMoTpeH KoHBelep BbIBOJa MOJENIed MallMHHOIO 0OO0y4YeHMs B SKCIUlyaTa-
1110, 00BEINHAIONINN aBTOMAaTUYECKOE pa3BEPThIBAHNE, MOHUTOPUHT KauecTBa U KOHTPOJIb apeida
BXOJHBIX JaHHbIX. [IpemioskeHa cxema ¢ 0OpaTHOI CBs3bI0, B KOTOPOH Iepeo0ydeHne 3aycKaeTcs
1o uHAekcy apeida. Ha yuebHOM npumepe nokazaHo, 4To KOHTPOJIb Jpeiida cokpaiaer Bpems 00-
Hapy>KEHUS JAeTpagalii MOJICIIH U IPOCTON Ha yCTapeBIei BepCcuu 6€3 MOCTOSTHHOTO TIepeo0ydeHNUs
10 PaCIMCAHHUIO.

KiroueBble ciioBa: MammHHOE 00y4YeHHE, pa3BEPTHIBAHNE MOJICTICH, Ipelid JaHHBIX, MOHUTO-

PHUHT KadyecTBa, epeoOyueHne, KoHpeiep, 00padoTka nHpopMaluu, oOpaTHasi CBA3b, HHTEIIEKTY-
QJIBHBIE CUCTEMBI.

A PIPELINE FOR DEPLOYING AND MONITORING MACHINE
LEARNING MODELS WITH DATA DRIFT CONTROL

V.E. Buzdin!, E.A. Anikeev'

'Voronezh State University of Forestry and Technologies named after G.F. Morozov

Abstract. A pipeline for putting machine learning models into operation is considered, com-
bining automatic deployment, quality monitoring, and control of input data drift. A feedback scheme
is proposed in which retraining is triggered by a drift index. Using an educational example, it is shown
that drift control reduces the time to detect model degradation and the downtime on an outdated ver-
sion without constant scheduled retraining.
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Keywords: machine learning, model deployment, data drift, quality monitoring, retraining,
pipeline, information processing, feedback, intelligent systems.

WuTemnexkTyanbHble HHOOPMAIMOHHBIE CUCTEMbI BCE Yallle BKIIOYAIOT MOJIETU
MalTuHHOTO O0yYeHHUS: KIaCCU(PUKATOPHI, IPOTHO3BI CIIPOca, 0OHAPYKEHUE MOIIICH-
HUYECTBA, peKOMEHAANMH. B oTiu4me oT 00BIYHOTO MPOTPaMMHOTO MOAYJIS, O0y4CH-
Has MOJIEb UMEET OCOOEHHOCTh — €€ KaYECTBO CO BPEMEHEM IMAJAET, JaXKe €CIH KOJ
He MeHsuics. [IpuynHa B TOM, YTO MEHSIOTCS] CaMH JIaHHBIE: TI0JIb30BaTENN BEIYT ce0s
MHaye, NOSIBISIOTCS HOBBIE KATETOPUH, CMEILIAIOTCS PACIPEACIICHUS] IPU3HAKOB. JTO
SBJICHHE HA3bIBAIOT JIpeiihoM JaHHBIX, U U3-3a HETO MOJIENb, TOYHAsI HA MOMEHT 00Y-
YEeHUS, TOCTETIEHHO HAaYMHAET OIINOAThCS.

[ToaTOMY BBIBOJ MOJEM B SKCILTYaTAIIMIO HEJIB351 CBOJAUTH K pa30BOMY pa3BEp-
ThIBaHUI0. Hy’K€H OBTOPSIEMBIN ITPOLIECC, KOTOPBIM HE TOJBKO JOCTABIIAET MOJEIb B
paboTaloIyI0 CUCTEMY, HO U CJICIUT 3a €€ KaueCTBOM U 3a U3MEHEHHEM BXOJIHBIX JIaH-
HBIX, a IPY HEOOXOIMMOCTH 3aIycKaeT nepeodydenue. Takoil mpoliecc Mo aHaJIOTHH
C MpaKTUKaMU aBTOMAaTH3aIMH IMOCTABKU MPOrpaMMHOro obecrieuenus [ 1] BoicTpan-
BAIOT KaK KOHBEHEp ¢ 00paTHOM CBA3BIO.

Ha npakTtuke BcTpedaroTcs Be KpailHOCTU. B mepBoil Mojenb 00ydaroT oJauH
pa3 u 3a0bIBAIOT — TOT/Ia JAerpajaius oOHapyKUBAECTCS MO3/IHO, MO KalodaM MoIb30-
Bareneil. Bo BTopol monenb mepeoOydaroT MO pacnucaHuio (Hampumep, exeHe-
JIETHHO) HE3aBUCUMO OT TOTO, U3MEHIIIUCH JJAHHBIE WJIM HET, 3TO PACXOAYET PECYPCHI
Y WHOTJA JaXXe BPEOUT, €CJIM CBEKHUX Pa3MEUYEHHBIX JIaHHBIX Majo. PazymHas cepe-
JMHA — TepeodyyaTh TOrJa, KOT/a 3TO JIEWCTBUTENBHO HYXKHO, TO €CTh MO (DaKTy
npeida.

[{enb pabOTHI — onMcaTh KOHBEHEP pa3BEPTHIBAHUS U MOHUTOPUHTA MOJICTU Ma-
IIMHHOTO O0Y4Y€HMsI, B KOTOPOM MepeoOydYeHue 3ammyCcKaeTcs Mo U3MEpUMOMY Tpu-
3HaKy Aapeiida BXOIHBIX JaHHBIX, U OIEHUTb, YTO ITO €T MO CPABHEHUIO C MEpPeoly-
YEHUEM MO PACIHUCAHUIO U C OTCYTCTBHEM MOHUTOPHUHTA.

PaccMoTpum THTIOBYIO 3a/iady: MOJIETb-KIACCU(DUKATOP HCIIONIB3YEeTCS B WH-
(dhopMalMOHHON cucTeMe U 00padaThIBaeT IMMOTOK 3asSBOK. Y MOJCIH €CTh JIBa POJIa I0-
kazateneil. [lepBblif — KauecTBO mpeacka3zaHuil (Harpumep, A0Js BEPHBIX PEIICHUM
unu wiomans noa ROC-kpusoit, ROC-AUC); ero M0oXHO MOCYUTATh TOJIBKO TOT/A,
KOTJIa CTAHOBUTCS M3BECTEH UCTUHHBINA OTBET, a 3TO OBIBACT ¢ 3aJiepKKoil. BTopoit —
XapaKTepUCTUKN BXOJHBIX JAHHBIX (pacmpeiesieHus NMPU3HAKOB); UX BUIHO Cpasy,

emi€ 10 TOro, KaKk M3BECTEH MPABWIBHBIA OTBET. Mmest MOoHUTOpHHTA Apeiida B TOM,
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YTOOBI IO BTOPOMY, TOCTYITHOMY HEMEIUJIEHHO, [TOKa3aTeN0 3apaHee MpeaynpexaaTh
O BEPOSITHOM Ta/ICHUH TIEPBOTO.

KoHTposnb kauecTBa MOJIENIM TIEpE]l BBOJAOM B SKCILTyaTaIlMIO U B XOJ€ pabOThI
M0 CMBICITY OJIU30K K TECTUPOBAHUIO K KOHTPOJIIO KaueCTBa MPOrpaMMHOTro odecreye-
HUS [2]: Ipexk e 9eM 3aMEeHHUTH Pab0vyt0 BEPCUI0, HOBAsi MOJIEIIb TOJDKHA TIPOUTH MPO-
BEPKY Ha OTJIOXKEHHOU BBIOOPKE U HE YCTYNHTh TeKyIeil. CaM mporiecc y100HO Omu-
CBIBATh KaK CUCTEMY ¢ 0OpaTHOM CBA3BIO, TJIe HAOII0JaEMOE COCTOSIHUE MOJIETTH BIIH-
SeT Ha pelIeHue o e€ 00HOBIeHUH [3].

[Ipennaraemsiil KoHBelep Moka3aH Ha pUCYHKE 1. OH COCTOUT U3 MATH CTaIUM:
MOJITOTOBKA JIAHHBIX U MPU3HAKOB, 00yUEHHE MOJIETH, BAIMIAIUS KaYeCTBa, Pa3BEP-
ThIBaHHE MOJIENIA KaK cepBHUca (serving) 1 MOHUTOPHHI KadecTBa U peiida. [Tpunim-
MAAJIBHBIM 3JIEMEHTOM SIBJISIETCS OOpaTHas CBSI3b: CTaJusi MOHUTOPUHTA MPU OOHApY-
KEHUU 3HAYMMOro Apeida 3amyckaeT nepeoOydeHHne, U LUK MOBTOPSETCS YXKE Ha

CBCKHX OJAHHBbIX.

I oL OO0ydeHHe Bampamis Pa3BépTriBaHHE Ko e lie

JIaHHBIX 1 Y PTE KadecTBa H
MOJIeNH KadecTBa (serving) .

TIPH3HAKOB npeiita

nepeobyuenue npu obHapyxceruu opetiga

Pucynok 1 — Kongeliep BbIBOJIa MOAEIH B IKCILTyaTalUIO C IEpeoOyUEHUEM Mo

00paTHOM CBS3H

Craaus BaMIalliy UTPAET POJIb 3AIUTHOTO Oaphepa: HOBask MOJIENIb BHIBOIUTCS
B DKCIUTyaTallUI0 TOJIBKO €CJIM Ha OTJI0KEHHOUM BHIOOPKE OHA HE XYyKe TeKyien. Paz-
BEPHYTAast MOJIEb pab0OTAET KaK CepBUC, K KOTOPOMY oOpaIiaeTcsi ocTalbHasi CHCTEMA,
IIPU POCTE MOTOKA 3aMPOCOB CEPBHUC MACIITAOUPYETCSI TOPU30OHTAIILHO, a pacipeene-
HUE 3alpOCOB MEXIY €ro 3K3eMIUIIpaMH PEeIIaeTcs CpeAcTBaMu OallaHCUPOBKU

Harpy3ku [4]. Ctagus MOHUTOpPUHTA COOMpAET JIBa MOTOKA CBEICHUN — OTJIOKEHHBIC
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OILICHKH Ka4eCcTBa M XapaKTEPUCTUKH BXOIHBIX JAHHBIX — U CPABHUBAET WX C ATAJIOH-
HBIMU 3HaYCHUSIMHU, ITOJTYYCHHBIMH MPU 00yUCHUH.

Takoe mocTpoeHue JenaeT MOBEJACHUE CHUCTEMBI MPEICKa3yeMbIM U OOBSICHHU-
MBIM: KaXJI0€ Iepeo0ydueHrue uMeeT NMPUIUHY (3a@UKCUPOBAHHBIN Apeiid), a Kaxas
3aMeHa MOJICTTU IPOXOIUT Yepe3 Baauaanuio. [1o myXy 3To OJIM3K0 K HHTEIIEKTYallb-
HBIM CHCTEMaM YTpaBJIEHUS Ka4eCTBOM, TJ/I€ PEIICHUE MPUHUMACTCS HE BPYUYHYIO, a
110 U3MEPEHHBIM TTOKa3aTesIM mporecca [5].

J1J1s1 9uCIIOBOM OIICHKH Jpeiidha MpUMEHSIICS HHEKC CTaOUILHOCTH MO JISIIIAA
(population stability index, PSI). OGnacTh 3HaueHu KaXk10r0 MpU3HaKa pa30uBaeTcs
Ha MHTEPBAJIbL; ISl 3TaJJOHHOM (00ydJaroIeii) BRIOOPKHU U JJIsl TEKYIIETO MOTOKA CUH-
TAIOTCS JTOJTA HAOJTFOICHHH, TIOTTABIITNX B KaXKIBI HHTEPBAJ, TTOCIIC Y€TO BHIYUCITSICTCS

CYyMMapHO€ pacX0oXJIeHHEe 3TUX JOJICH:

PSI=Y; (qi'pi)'ln(qi/pi) (D
r7i€ pi — J0JI1 HaOMIOAEHUI B 1-M MHTEpBAJIE JIsl 3TATIOHHOW BBIOOPKH;

Ji — J0JIA IJIA TCKYIICI'O IIOTOKA.

UYem cuiibHEE TEKYIIEE pacIipeiesICHUE OTINYAETCS OT ATAIOHHOT O, TEM OOJIbIIIE
3HaueHue 1o popmyse (1). IlpunsATe npuBbIYHBIE TpaHULIbl MHTEpHpeTanuu: PSI 1o
0,1 — opeiida npakruuecku Het; oT 0,1 10 0,2 — yMepeHHbIit apeiid, Tpedyronuii BHU-
MaHus; cBblie 0,2 — 3HauyuMblIil Aperd, npu KOTOpOM HazHavyaeTcs nepeodyyenue. Mn-
JIEKC paCCYUTHIBAETCS OTAEIIBHO [0 KXKJI0MY 3HAUMMOMY ITPU3HAKY, a B KAUECTBE CHUT-
Haja O6epércst HauboJbIee U3 3HAYCHUH.

JIOCTOMHCTBO TAaKOro MOKa3aress B TOM, UTO OH HE TpeOyeT 3HaHUS UCTUHHBIX
OTBETOB U JIOCTYIEH Cpa3y. ITO U NO3BOJIET MPEAYIIPEXKAATH AETPATALUIO 3apaHee:
poct PSI 00b1uHO onepeskaeT najeHue KayecTBa, gaBas BpeMsl MOArOTOBUTh U MTPOBe-
PUTBH HOBYIO MOJIENb O TOTO, KAK OITMOKM CTAaHYT 3aMETHBI MOJIb30BATEIISM.

KouBeiiep npoBepsiics Ha yueOHOM 3ajaue Kiaccu(puKanuy 3asBOK C IOTOKOM
JAHHBIX 3a 24 Helenu. JTaJOHHbIE paclpelesIeHUs IPU3HAKOB U HCXOJAHOE KaueCTBO
mozenu 3aduxcupoBanbl Ha MoMeHT oOydenusi (ROC-AUC oxono 0,92). 3arem 1o
HEJIEJISIM OTCIICKUBAIMCH Ka4eCTBO MoJienn 1 uHaekc apetida PSI. Pesynprars! moka-

3aHbI HA PUCYHKE 2.
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a) KaueCTBO MOJENIH B SKCIIITyaTalluHd
0.94 i
NEPEOOYUCHHE
0.92
0.90
¢ 0.88

0.86 1

KauectBo MozenH,
ROC-AUC

0.84

0.82 T T T T

0) mpeiid) BXONHBIX TaHHBIX

| mopor apeiiga PSI = 0,2

Hupexe apeiicda
naHaex, PSI

0.00 T T T T
0 5 10 15 20

BPCME[ SKCIUTyaTaltiu, HEACTH

Pucynok 2 — KauectBo Mozenu (a) u uHAEKC apeiida BXOIHBIX JaHHBIX (0)

B XOJ€ 3KCILNIyaTalluH

BuaHo, 4yTo o Mepe HaKOIUIEHUSI N3MEHEHHU BO BXOJIHBIX JaHHBIX HHAEKC PSI
poc u Kk 13—14-i1 Henene npeBbicua nopor 0,2, a Ka4eCTBO MOJAEIHN K 3TOMY BpEMEHHU
cHuzmiock ¢ 0,92 no npumepno 0,84. IIpeBbilieHne nopora 3amycTuiao nepeooydeHne
Ha CBEXUX JAHHBIX; MOCJIE 3aMEHbl MOJENH Ha 15-i Helene KauecTBO BEPHYJIOCH K
ypoBHio okosio 0,91, a unnekc aperida cOpocuics, MOCKOJIbKY ITAIOHHBIE pacipeie-
JieHus1 ObUTK TIepecunTanbl. BakHO, 4TO cUrHaM o apeiide mosBUIICS paHbIe, YeM Ta-
JICHWE KAa4ecTBa CTaJ0 KPUTHYHBIM, — 3TO U €CTh IPaKTUUECKas MOJib3a OmepekKaro-
IIEr0 MOHUTOPHUHTA.

Kongeiiep comocraiisiicst ¢ IByMsi 0a30BBIMU CTPATETUSIMHU HAa TOM K€ MOTOKE
JTAHHBIX: 0€3 MOHUTOPHHTA (MOJIe]Ib HE OOHOBIISIETCS) U ¢ TIepeoOydeHHEM CTPOTO 10

pacniucanuto (pa3 B 4 Henenu). CpaBHeHUE TpUBECHO B TaduIe 1.

Tabnuna 1 — CpaBHEHHE CTpATETU COMMPOBOKIACHUS MOJICTN

Crparerus Mun. ROC-AUC | TlepeoGyuerit Hp‘;f;;fﬂ‘x E:;xou
be3 MmonuToprHra 0,84 0 10
[To pacnucanuto (4 Hex.) 0,88 6 3
I[To npeiidy (PSI) 0,89 2 1
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Crpaterust 6€3 MOHUTOpPUHTA MMOKa3aia HauOOJbIIEE U caMOoe J0JIroe MaJeHue
kauecTBa. [lepeoOydeHune 1o pacrnucaHuio IepKajio Ka4yecTBO BhIIIE, HO TOTPeOOBaIO
HIeCTH TNepeoO0ydeHUid, YacThb M3 KOTOPBIX MPHUILIACH HA MEPUOJbl 0€3 3aMETHOIO
npeiida 1 He 1ana BRIMTPHIIA. YIpaBieHue no apeidy yaepxano KayecTBO Ha COIo-
CTaBUMOM YpPOBHE BCEr0 JABYMs MEPEOOYUYEHUSMH M C HAUMEHBIIMM MPOCTOEM Ha
yCTapeBIlIe MOJIENIN — PECYPCHI TPATUJIUCh TOT1a, KOTJa 3TO ObLIO OMpaB/IaHo.

[IepeBoa CONMPOBOXKACHUS MOAEIN B U3MEPUMBIC BEIMYMHBI JAEIACT PEIICHUS
000CHOBaHHBIMH: MOJI€JIb OOHOBJISIETCSI HE «HA BCAKUH Clydail» W HE 10 kaynobam, a
1o 3aUKCUPOBAHHOMY Mpu3HaKy jApeda. Takol moaxoa corjiacyercs ¢ uaeeu uH-
(hopMaIMOHHO-UHTEIUIEKTYaTbHOM MOAJIEP>KKU MPUHATHS PEIICHH, KOT1a BLIOOP MO-
MEHTa JICMUCTBUSI ONMMPAETCS HA HAOII0JaeMble MMOKa3aTelid, a He Ha UHTyuIuo. [o-
MOJIHUTEJIBHOE MPEUMYILECTBO — MPOCIC)KUBAEMOCTD: JIJIsI KXKI0W BEPCUU MOJIEIIH W3-
BECTHO, Ha KaKUX JIaHHBIX OHa OOy4YeHa U NovyeMy Oblla 3aMEHEHa.

OrpaHudeHus MOJaX0/1a CBSI3aHbI C TEM, YTO JApei( BXOMHBIX JaHHBIX HE BCETAa
COBIAJACT C MaJicHueM KauecTBa. Bo3amoskeH aperid 6e3 moTepu kauecTBa (M3MEHEHHE,
K KOTOpPOMY MOJIelbh yCTOWYMBA) M, HA0OOPOT, MajieHHe KadecTBa 0€3 3aMETHOIO
npeiida Npu3HaAKOB — HAPUMED, IIPU U3MEHEHUU CaMOM 3aBUCUMOCTH MEX Iy IpU3Ha-
KaMu 1 0TBETOM. [ToaTOMY KOHTpOIIB Jipetida pasyMHO AOMOJIHATH OTJIOKEHHOU OIeH-
KO KauecTBa, a noporu PSI mogdbupats moj; KOHKpETHYIO 3a7a4y. TeM He MeHee Jaxe
MPOCTOM KOHTPOJIb Apetida 3aMEeTHO yIIydIlIaeT COMMPOBOXKACHUE MOJICNIA U HE TpeOyeT
CJIOKHOM UHPPACTPYKTYPHI.

Omnucan KoHBeHep pa3BEPTHIBAHUS 1 MOHUTOPUHTA MOJIENIM MAIIIMHHOTO 00y4e-
HUS ¢ OOpaTHOM CBSI3bI0, B KOTOPOM MEepeoOydYeHHUE 3aImyCcKaeTcsl o MHACKCY aperda
BXOAHBIX AaHHbIX PSI. Ha yue6HOM moToke TaHHBIX 3a 24 HeJeIu MoKa3aHo, YTO POCT
npeiida onepexaeT MajieHUe KayecTBa U CIYKUT PaHHUM CUTHAJIOM I TiepeoOyue-
Husl. [lo cpaBHEHUIO ¢ OTCYTCTBUEM MOHUTOPHUHTA U NMEPEOOYUCHUEM TIO PACTIMCAHUIO
yIIpaBJIeHHUE MO Apeidy yaepkano KauecTBO MOJEIU MEHBIINM YHUCIIOM Tepeodyue-
HHUM U C HAUMEHBIINM IIPOCTOEM Ha yCTapeBIIer Bepcuu. [IpeanokeHHbi KOHBEWep
Ta€T MPAKTUYHBIA U OOBSICHUMBINA CIIOCOO COMIPOBOXKACHUS MOJIENICH B UHTEIICKTY-

AJIbHBIX I/IH(bOpMaI_[I/IOHHLIX CHCTCMaAxX.
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AHAJIM3 METOJOB ABTOMATHU3AIIMU MOHUTOPHUHI' A
KOPMUIEHUSA HA "KUBOTHOBOJYECKHUX INPEANIPUATUAX

M.E. 3aBssuioBa', C.H. Bonkoga!

!®I'BOY BO «BopoHEkXCKHIA rOCY1apCTBEHHBIN JIECOTEXHUYECKUM YHUBEPCUTET

nmenu [.d. Mopo3zoBa»

AHHoTanus. B cratbe npoBe€H CpaBHUTENbHBIN aHAIN3 CYIIECTBYIOLUIMX METOJOB U MpO-
IPAMMHBIX PELICHUH U1 aBTOMAaTU3al[Mi MOHUTOPUHIa KOPMJICHHUs )KUBOTHBIX HA )KMBOTHOBOIYE-
CKUX npeanpusatusax. Paccmorpens! Tpagunumonnsie noaxonas, SCADA-cuctemsl, 3apyOexHble U
oreuecTBeHHbIe ERP-mmaTdopmel, a Taxoke criennanuzupoBanubie [oT-pemenus. BeisBneHs! kirtode-
BbI€ HEJIOCTATKHU CYIIECTBYIOUIMX CUCTEM, IIOCTPOEHA pajlapHas JuarpaMma CpaBHEHUs U chopMy-
JMPOBaHbI TPeOOBAHNUS K EPCIEKTUBHOM MaaTdopMme st KOHTPOJI KOPMIIEHHUS.

KiroueBple cioBa: MOHMTOpPUHI KopMieHMs, loT, >KMBOTHOBOACTBO, aBTOMAaTH3aLlUs,
SCADA, ERP, ninardopma ynpaBieHus.

ANALYSIS OF METHODS FOR AUTOMATING FEEDING
MONITOR-ING ON LIVESTOCK ENTERPRISES

M.E. Zavyalova', S.N. Volkova'

"Voronezh State University of Forestry and Technologies named after G.F. Morozov

Abstract. The article provides a comparative analysis of existing methods and software solu-
tions for automating feeding monitoring at livestock enterprises. Traditional approaches, SCADA
systems, foreign and domestic ERP platforms, and specialized IoT solutions are considered. Key
limitations of existing systems are identified, a radar comparison diagram is constructed, and re-
quirements for a prospective feeding control platform are formulated.

Keywords: feeding monitoring, IoT, livestock, automation, SCADA, ERP, management plat-
form.

OddexTrBHOE yIpaBiIeHNE KOPMIICHUEM SIBJISICTCS OJTHUM U3 KIIFOYEBBIX (DAKTO-

POB MPOAYKTUBHOCTH >KMBOTHOBOAYECKUX MNPEANPUATHI. Pa3BUTHE COBPEMEHHOIO

© 3aewsanoBa M. E., Bonkosa C. H., 2026
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’KUBOTHOBOJICTBA ONMMPAETCA Ha HU(PPOBU3AIMIO U OCBOCHUE CUCTEM aBTOMAaTH3allUU
TEXHOJOTUYECKUX MPOLECCOB, CPEAN KOTOPBIX JOMUHUPYIOT TEXHOJOIMU UHTEPHETA
Beliel, podororexHuka u 1udpossie miatGopmsl [1]. Ilpu 3TOM pydHON KOHTPOJIb
PAllMOHOB U PACIUCAHUN KOPMJIEHUSI OCTAETCS IIMPOKO PACIPOCTPAHEHHON NPaKTH-
KO, 0COOCHHO B MaJIBIX U CPETHUX XO35IUCTBAX, UTO BEAET K CUCTEMATUYECKUM OIINO-
KaM HOPMHPOBAHHUS, IEPEPACXO01y KOPMOB M CHUKEHUIO ITPOTyKTUBHOCTH TIOTOJIOBBS.

[{udpoBuzaiys arponpoOMBIIUIEHHOTO KOMIUIEKCA CO3AaET MPEANOChUIKH IS
nepexo/ia K aBTOMaTU3UPOBAHHOMY MOHUTOPUHTY KOPMIJIEHHUSI HA OCHOBE TEXHOJIOTHIA
Nurepuera Bemeii (Io7T), 00MauyHbIX BBIYMCICHUN W MHTEIUICKTYaIbHON aHATUTHUKH.
OpHako CylIecTBYIOIINE pelieHus: TH00 OPUEHTUPOBAHBI HA KPYITHBIE arpOMPOMBIIII-
JIEHHBIE KOMIUIEKCHI C BBICOKUM OIO/IKETOM BHEIPEHUs, TUOO MpearaloT orpaHu-
YeHHBIH QyHKIIMOHAN Oe3 MmoHoUueHHOo# [oT-uHTerpanuu.

[enp HacTosimieil pabOThl — CUCTEMATU3UPOBATh U CPABHUTH CYLIECTBYIOLIUE
METO/Ibl aBTOMAaTU3allM MOHUTOPUHIa KOPMJICHHUS], BEIIBUTH UX OTPAaHUYEHUS U 000C-
HOBaTh HaNpaBJICHUsS Pa3pabOTKH CHELUATU3UPOBAHHON MIAT(GOPMBI JUIsI KOHTPOJIS
KOPMJICHHUS.

O030p CyLIECTBYIOIUX MTOAX0/I0B

TpaauuMOHHBIN MOAX0 (PYYHOH YUYET) MpeAnoiaracT BeIeHHEe OyMaKHbIX UITU
ANIEKTPOHHBIX >KYpPHAJIOB KOpMIIEHHs omepaTtopamu. Oneparop (UKCUpYET BpeMs
KOPMJIEHHS], BUJl U KOJIMYECTBO KOPMa, a 300TEXHUK NEPUOJUYECKU MPOBEPSET COOT-
BETCTBUE (PaKTUUECKUX JAaHHBIX HOpMaTuBaM. HecMOTpst Ha HU3KYIO CTOUMOCTb, JJaH-
HBI METOJ XapaKTepU3yeTcsl BHICOKMM YPOBHEM OLIMOOK — MO Pa3IMYHbIM OLICHKaM,
10 15-20% 3amuceit coaepkaT HETOUYHOCTH [2] — 3aBUCUMOCTBIO OT YEJIOBEUECKOIO
(akTopa U OTCYTCTBUEM ONEPATUBHOTO KOHTPOJISI OTKIIOHEHUH.

CucteMbl aucneTdepckoro ympasiieHus U coopa gaHHbix (SCADA) mmpoko
MPUMEHSIOTCS B MPOMBILIJIEHHOCTH, B TOM YHUCJI€ B KPYIHBIX arpokomiuiekcax. OHu
o0ecrneynBaroT cOOp TaHHBIX C JaTYMKOB, BU3yAIH3aLUI0 TEXHOJIOTHYECKUX MPOIIeC-
coB u ¢popmupoBanue oTuy€THocTH. BMmecre ¢ Tem amanrarus SCADA k 3a1adam xKu-
BOTHOBOZICTBa TpeOyeT 3HAUMTENbHBIX 3aTpaT Ha KaCTOMM3AIMIO, & CaMH CHCTEMbI
OpUEHTHPOBAHBI MPEUMYIIIECTBEHHO Ha yIIpaBjieHue 000pyA0BaHUEM, a HE Ha OMOJI0-
TUYECKHE MapaMeTPhl )KUBOTHBIX [3].

Cpeaun 3apyOeXHbIX KOPHOPATUBHBIX IJIAaTGOpM Hambojee pacrnpoCTpaHEHBI
SAP S/AHANA Agri u Oracle Agri Business. O6e cucteMbl IPeJOoCTABISIIOT IIUPOKUE
BO3MOXKHOCTH TJIAHUPOBAHUSI KOPMOBBIX PAllMOHOB, YIIPaBJICHUS MOTOJIOBEEM U (PU-

HaHCOBOI'O yqéTa, a TaKXKC IIOAACPIKUBAIOT MHTCTPAlWIO C BHCIMTHUMHA CUCTCMAMHU YC-
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pe3 crangaptuzoBanHble API. Opnako loT-uHTerpanus peanusyercs Npeumyllie-
CTBEHHO uepe3 croponHue middleware-perienusi, CTOMMOCTD JIMIICH3UPOBAHUS SIBJISI-
eTcsl OJJHOM U3 HauboJiee BHICOKMX Ha PbIHKE, a mociie 2022 roga JOCTYMHOCTh 3THX
w1aTGopM ISl POCCUICKUX MPEINPUATUI CYIIIECTBEHHO COKpaTuiach [4].

Cpenun OTe4eCTBEHHBIX KOPITOPATUBHBIX TUIAT(GOPM ISl arpONPOMBIIIIICHHOTO
KOMILJIEKCA MUPOKO ucnoib3dyercs «1C:ArponpoMbIIUIEHHBIH KoMIIeKke». CrucreMa
BKJIFOYAET MOJYJIV IJIAHUPOBAHUSI KOPMJIEHUS U YIIPABIICHUS [TOT0OJI0BBEM, O0ECTIEUH-
BaeT MHTErPALMIO C OYXTaJITEPCKUM U CKJIAJICKUM y4€TOM, COOTBETCTBYET TpeOOBa-
HUSAM POCCUKCKOTO 3aKOHOJATENIbCTBA. BMECTE € TeéM BO3MOMXKHOCTH MOJIKIIOYEHHUS
IoT-ycTpoiicTB orpanuyueHbl 1 TpeOYIOT pa3padOTKU JOMOTHUTEIbHBIX KOHHEKTOPOB.
BrIcokas CTOMMOCTb BHEAPEHUS U JIMTEIbHBIE CPOKH HACTPOUKH JIENat0T IIIAT(HOpMy
TPYIHOAOCTYITHOM NIl XO3SICTB CpeiHero mMaciuraoa [5].

Ha peiHKe Takke mpeacraBieHbl crienuaiu3upoBandbie [oT-pemenus ais Mo-
HuTopuHra *kuBoTHbeIX: SCR by Allflex (Monutopusr 3a0poBes u aktuBHocTH KPC),
Nedap Livestock Management (ynpasnenue kopmienuem u RFID-unentudukanus),
Afimilk (Mol04HOE )KUBOTHOBOJICTBO). DTH CUCTEMBI 00ecreunBaroT rryookyo [oT-
MHTErPallMIo, OJIHAKO OPUEHTUPOBAHBI HAa Y3KHWE HHUIIHU, €1ab0 MacmTaOUpyroTCs
MEXK]ly BUJIAMH KUBOTHBIX U TPEOYIOT NMPUOOPETEHUSI MPOMPUETAPHOTO 000pYA0Ba-
HHUS TPOU3BOAUTENA [6].

Ha ocHoBaHuu npoBe€HHOr0 0030pa COCTABJIEHA CPaBHUTENIbHAS TabIMLa Cy-
IIECTBYIONIUX MOAXO0/I0B U MpejiaraeMoi miaTGopMbl IO YETHIPEM KITIOYEBBIM KPH-
tepusiM: Hanuuue loT-uHTerpamnum, aHamTUTUYECKHE BO3MOXHOCTH, MacliTaOupye-
MOCTh ¥ CTOUMOCTB BHeJIpeHus (Tabmuna 1).

Jns HarmsAgHOW BU3yaJIM3allMd MHOTOKPUTEPHATIBHOTO CPABHEHHS MOCTPOEHA
panapHas Auarpamma (pUCyHOK 1), B KOTOPOI Kax bl KpUTEPH OLIEHUBAETCS T10 TIsi-
TUOANTLHOM 1IKae. JuarpamMma mokassiBaeT, 4yTo 3apyoexHbie ERP-pemenus npe-
BOCXOJISIT OCTAJIbHBIX 110 AHAIUTHUKE, HO YSI3BUMBI 110 10CTyHOCTU U loT-unTerpanuuy;
oreuectBeHHble ERP comocTaBuMbl 10 (QyHKIIMOHATBHOCTH, OJHaKO pa3pbiB ¢ [oT-
m1aThopMaMu MO UHTETPALMH C JaTIYMKaMU OCTaETCsl 3HaUnTEIbHBIM. [Ipennaraemas

miaTdopma It KOHTPOJISI KOPMIICHHUS HalleJIieHa Ha YCTpaHEHUE 3TOro JucOananca.
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Ta6Jm11a I - CpaBHI/ITGJIBHBIfl aHalin3 MCTOJ0B aBTOMATHU3allUK MOHHUTOPHHIA

KOPMJICHUA
Macmrabupye- CroumocTh
Meron / Cucrema IoT-unTerpanus AHamutuka py
MOCTh BHEJIpEHUS
PyuHnoii yuér (kyp-
M yaeT (Kyp Her MunuManbHas Huskas Huskas
HaJIbI)
SCADA-cuctemsl Yactuunas Cpennsis Cpennsist Bricokas
3apybexusie ERP Ouenn
Py OrpanudeHHas Bricokas Bricokas
(SAP, Oracle) BBICOKAs
OreuectBeHHble ERP
OrpanudeHHas Bricokas Bricokas Bricokas
(1C Arpo)
Crneunanusup. [oT
ITonnas Cpennsis Cpenusis Bricokas
(SCR, Nedap) e pet
[Tnardopma st KoH-
[Tonnas Bricokas Bricokas Cpennsist
TPOJISI KOPMJICHUS

1O -WHTErpaLWa
h

MeTogbi:
Bl Fyunoi yueT

B sSCaDA

Bl 1C Arpo

B 0T (Nedap/SCR)

Bl NMnaThopMa KoHTROMAKOpT

JoCTyNHOC T

MacwTabupyemoc T

Pucynoxk 1 — Pagapnast nuarpamMmma cpaBHEHHSI METOJIOB aBTOMAaTU3AllUN

MOHUTOPHUHTa KOopMieHus (mkana 1-5)

Ha ocHoOBe BBISIBIICHHBIX OTPAaHUYECHHM CYIIIECTBYIONMINX PEIICHU CHOPMYITHPO-
BaHbI CJIEAYIOIIUE KII0UEBbIe TpeOOBaHUS K pa3padaTbiBaeMoil miatgopme sl KOH-

TPOJISI KOPMIICHUSA:

- uHTerpauus ¢ rereporeHubiMu loT-ycTpoiictBamu (natuuku Beca, RFID-cka-
HEpbl, JATYUKH TEMIIEPATYpPhl U BJIAKHOCTH) MO OTKPBITHIM npoTokoiamM (MQTT,
REST API);
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- aBTOMaTH4ecKoe (POPMUPOBAHNE U KOPPEKTUPOBKA pACIIMCAHUI KOPMIIEHHUS C
y4€TOM HOPMATHBOB Ha rOJIOBY U (DaKTUUECKUX MMOKAa3aHUN JaTUNKOB;

- oOHapyXeHHE aHOMAJIUI B PEKUME pPealbHOI0 BPEMEHHU U Te€Hepalus TPEBOXK-
HBIX YBEJOMJICHUI OIIEPATOPaM U 300TEXHUKAM;

- NOJAep’KKa MHOTOYPOBHEBOM POJIEBOM MOJENH (0NepaTop, 300TEXHUK, aMU-
HUCTPATOp) C pa3rpaHUYCHUEM MPAB JIOCTYIIA;

- MaciTabupyemasi MUKpOCEPBUCHAS apXUTEKTYpa, JOIMyCKaroas pa3BéPThIBa-
HUE Kak B 00JaKe, TaK U Ha JOKAJIbHOM HH(PACTPYKType X031CTBA.

KiroueBbIM (yHKIIMOHATIBHBIM OJIOKOM IJIAT(OPMBI AJIE KOHTPOJIST KOPMIIEHUS
ABJIIETCS OJCUCTEMa 00paboTKK nH(popmanuu, nocrynaroiei ¢ loT-naTunkos B pe-
KUMeE peallbHOro BpeMeHHU. [[0Tok maHHbIX OT 1aT4nKoB Beca, RFID-ckanepoB u ceH-
COPOB MHUKPOKJIMMaTa HEMPEPBIBHO COMOCTABISETCA C HOPMATUBHBIMH 3HAYEHUSIMU,
XpaHsSIUMHCS B 0a3e JaHHBIX pacnucaHui kopmiieHus. Ha pucyHke 2 mpencTaBiieH
00O0OIIEHHBIN aNTOPUTM OOHAPYKEHUS aHOMAJIUI M BBIPAOOTKH YNPABIIAIOMIMX BO3-
JNEHCTBUN.

Anroput™ (pyHKIHMOHHMPYET caeayromum oopasoMm. Ha nepBoM sTane npousso-
IUTCsl cOOp MOKa3aHUM JAaTYMKOB U MX MEepBUYHAS QUIbTPALUS Ul YCTPAHEHUS BbI-
OpocCoB, BBI3BAHHBIX IOMEXaMHU KaHasa cBsi3u. Ha BTopom 3tamne paktuyeckue 3Haue-
HUS CPAaBHUBAIOTCA C IJJAHOBBIMH HOpMaTuBamH. [Ipu OOHapyKE€HUU OTKJIOHEHHS,
MPEBBIIIAIOMIETO IOMYCTUMBINA MOPOT, CUCTEMA KJIACCUPUIIMPYET aHOMAJIUIO 110 TUITY:
HEJIOKOPM, IIEPEKOPM MU IIPOIYCK KOpMIIeHMs. Ha TpeTbeM drarie B 3aBUCUMOCTH OT
TUIA U KPUTUYHOCTU aHOMAJIUU (pOpMUpYeETCsl ypasJisitolee Bo3aeicTaue: push-yse-
JNOMJICHUE OIEPaTOpy, aBTOMAaTHUYECKass KOPPEKTUPOBKA PACIIMCAHUS WM ICKAJIALIUS
TPEBOTH 300TEXHHUKY. Bce coObITUS (PUKCHUPYIOTCS B >KypHaie ISl MOCIEAYIOIIEro
AQHAJIMTUYECKOro OTYETA.

[Tomo6HBIN MOAX01 OTHOCUTCS K KJIACCY CUCTEM YIPABIEHHUS Ha OCHOBE MOPO-
TOBBIX MPABUJI C 0OPATHOM CBSA3bIO M COOTBETCTBYET MPUHIIMIIAM CUCTEMHOTO aHaJIN3a
TEXHOJOTMYECKHUX IpoueccoB. [I[pumMeHeHre MHOrOypoBHEBOM Kilaccu(UKalMM aHo-
MaJMi MO3BOJSET CHU3UTh KOJIMYECTBO JIOXKHBIX CpabaThIBAHUW U COCPEIOTOUYMTH

BHHUMAHHC IICPCOHAJIA HA I[GﬁCTBHTCJ'IBHO KPUTHUYHBIX OTKIIOHCHHAX.
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Chop pansLx "

C 0 T-gATHHEDE

MepensHAR BIMNETPELMA

KnaccHHEaLHA
BHOMEHK

KpuTAS
HOCTE?

Eracoman

Hizaan

YEEAOMAEHAE |
KOpPEKTHPOEKE

PucyHnoxk 2 — Anroputm oOHapy>KeHUsS aHOMaJIU U MPUHATHS pEIICHUN

B 11aTdhopmMe 1151 KOHTPOJIS KOPMIICHUS

[IpoBenEéHHBINA aHAIU3 MOKa3aj, YTO CYLIECTBYIOIIME METOAbl aBTOMATU3AIUU
MOHUTOPUHIa KOPMJIEHUS HE B ITOJIHOM Mepe YIOBJIETBOPAIOT COBPEMEHHBIM TpeOOoBa-
HUAM. TpaAuIIMOHHBIN YU€T cTpafaeT oT yenoBeueckoro gakropa; SCADA-cucteMsl
HE aJIalTUPOBaHbI K OMOJIOrHuecKoi cieru(rKe )KUBOTHOBOICTBA; 3apyoOexkHbie ERP-
maThopMbl 00IaTaI0T BHICOKOW (DYHKIIMOHATBLHOCTHIO, HO HEJOCTYIHBI NIt 00JIb-
IIMHCTBA POCCUUCKHUX XO34MCTB [0 CTOUMOCTH U I'€ONOJIMTUYECKUM ITPUYHHAM; OTE-
yectBeHHbIe ERP orpannuens o loT-uaTerpanun; cnenuanusuposanuelie loT-pere-
HUS MPUBSA3aHBI K IPOMPUETAPHOMY O0OPYAOBAHUIO U Y3KUM HUILIAM.

[TocTpoeHHas pamapHas JuarpaMMa HarjsiIHO MOJATBEPXKIAET OTCYTCTBUE Ha
PBIHKE KOMIUIEKCHOTO PEIIEHHUs, OJJHOBPEMEHHO OOecreunBaromero Beicokyto loT-
MHTETPAINIo, Pa3BUTYI0 aHAIUTUKY, MAacCIITA0MPYEMOCTh U JOCTYIHYIO CTOUMOCTb.
CoOBOKYMHOCTH BBISIBICHHBIX OTPaHUYEHUN 0OOCHOBBIBAET 11€J1IECO00PA3HOCTh pa3pa-
OOTKM CHEIHAIM3UPOBAHHON TIATGOPMBI I KOHTPOJISI KopmiieHus. JlanpHeumme
MCCJIEIOBAHMS HAMPABIEHbI Ha MPOECKTUPOBAHUE APXUTEKTYpPHI MIaT(HOPMbI, BHIOOD

TEXHOJIOTMYCCKOI0 CTCKA U pCaIM3alluIO IIPOTOTHUIIA.
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UHTETPALIUSI TEHEPATUBHOI'O JTU3AMHA
N ITAPAMETPUYECKOI'O MOAEJIMPOBAHMUS B CAIIP
JIJISI ONITUMM3BAIIMA KOHCTPYKIIUM ADPOKOCMHUYECKHX
KOMIIOHEHTOB

W.H. 3anun', E.A. Anukees!, I1.A. MenpHuKOBa!

!®I'BOY BO «BopoHEkXCKHIA TOCY1apCTBEHHBIN JIECOTEXHUYECKUM YHUBEPCUTET

umenu ['.®@. Mopo3zosa»

AnHoTanus. B cratbe paccMaTpuBarOTCsl COBPEMEHHBIE TTOAXOAbI K TPOCKTUPOBAHUIO CHJIO-
BBIX KOHCTPYKIIUH a9POKOCMHUYECKOW TEXHUKH C UCIIOJIb30BAHUEM METOJIOB TOIOJIOTUYECKON ONTH-
MU3alUY U TeHepaTUBHOro au3aitHa. O0G0CHOBaHA HEOOXOUMOCTh UHTErPAlUU TapaMeTPUUECKOTO
MOJICTTUPOBAHUS JIsl 00ECTIeUeHUsI TEXHOJIOTUYHOCTH CIIOKHBIX reomeTrpuueckux (opm. [lokazano,
YTO IPUMEHEHHE aITUTUBHBIX TEXHOJIOTHI B COUETAHUH C TeHEPATUBHBIM IU3aiHOM [T03BOJISIET CHU-
3UTh Maccy KOMIOHEHTOB Ha 40—-50% mpu coxpaHEeHUU MPOYHOCTHBIX XapaKTEPUCTHK.

KiroueBbie ci10Ba: TOMOJIOTrHYECKass ONTUMU3AIINS, TeHEPATUBHBIN IU3aiiH, aITUTUBHBIC TEX-
HOJIOTUH, HapaMeTpPUUYECKOe MOJEIMPOBAHHME, MACCOBOE COBEPUICHCTBO, CEJIEKTHUBHOE Ja3epHOE

ciiaBiaenue, CAIIP.

INTEGRATION OF GENERATIVE DESIGN AND PARAMETRIC
MODELING IN CAD FOR OPTIMIZATION OF AEROSPACE
COMPONENT STRUCTURES

I.N. Zanin', E.A. Anikeev', P.A. Melnikova'

'Voronezh State University of Forestry and Technologies named after G.F. Morozov

Abstract. This paper discusses modern approaches to the design of load-bearing structures for
aerospace equipment using topology optimization and generative design methods. The need to inte-
grate parametric modeling to ensure the manufacturability of complex geometric shapes is sub-stan-
tiated. It is shown that the application of additive technologies in combination with generative design
allows reducing the weight of components by 40—-50% while maintaining their strength char-acteris-
tics.

Keywords: topology optimization, generative design, additive technologies, parametric mod-
eling, mass perfection, selective laser melting, CAD.
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B coBpeMeHHO# a’3pOKOCMUYECKON OTPaCH KITIOYEBbIM KpuTepreM 3P heKTHB-
HOCTH JIETATEIbHBIX alllapaToB SBJISIETCA MX MAacCOBOE COBEpPUIEHCTBO. CHUKEHHE
MacChl CHUJIOBBIX KOHCTPYKUMN MPU COXPAHEHUM WJIM MOBBIIMICHUH UX MPOYHOCTH U
KECTKOCTHU MO3BOJISIET 3HAYUTENIbHO YBEIMUUTh MACCy MOJIE3HON HArpy3Ku WU 3arac
TOTIMBA, YTO HAIMPSIMYIO BIIMSET HA SKOHOMHYECKYIO 3QPEeKTUBHOCTh Muccuit. Tpa-
JULMOHHBIE METO/IbI IPOEKTHPOBAHNUS YK€ JaBHO UCUEPIIay CBOM MOTEHIMAJ, UM Ha
CMEHY MPUXOJAT HOBBIE METOJIbI BHIYMCIUTEIBHOIO MIPOEKTUPOBAHUS, TAKUE KAK TO-
MOJIOTHYECKasi ONITUMM3AIUS U TeHepaTUBHBIN Au3aiH [1].

AKTYallbHOCTb JJAaHHOU paOOThI 3aKJIF0YAETCS B BAXKHOCTH CUCTEMATU3AIMH TI0/]1-
XOJIOB K MHTErpallid T'€HEepaTUBHOIO JIM3aiiHa B peajbHOE MPOU3BOJACTBO. BaxHeil-
IIMM ACTIEKTOM SIBJISIETCSI BBIOOP TEXHOJIOTMHU U3TOTOBJIEHUS HA PaHHUX dTarax MpoeK-
TUPOBAHUS, TaK KaK OHAa JUKTYEeT HAOOp TEXHOJIOTMYECKUX OTrpaHUYEeHHI, KOTOpHIE
JOJIKHBI OBITh YUYTEHBl B MAaTEMaTUYECKON MOJENM ONTUMU3aLMU. B craThe mposo-
JUTCSl CPAaBHUTEIBHBIN aHAIU3 JIBYX CTPATETUid: UCHOJIb30BAHMS aJIMTUBHBIX TEXHO-
JIOTUH, CHUMAIOIIMUX OOJIIIUHCTBO T€OMETPUUYECKUX OTPaHUYCHHM, U MPUMEHEHHUS
TPAJULIUOHHBIX METOJOB C HAJIOKEHUEM CTPOTHUX TEXHOJIOTMYECKUX OTPAHUYCHHN Ha
IIPOLIECC ONTUMU3ALIMH.

Tononorudeckas ontumuzanus (TO) sBsieTCss YUCICHHBIM METOJIOM pacipee-
JIEHUsI MaTepualia B 3aJJaHHON TIPOEKTHOM 00JIaCTH TaKUM 00pa3oM, 4TOObl MUHUMHU-
3UpOBATh 1EJNEBYI0 (PYHKIUIO TIPHU COOJIIOJIEHUH CUCTEMBbI orpaHnyeHuii. Haubonee
pacnpoctpaHeHHbIM MeTooM TO sBisieTcss METOJ NEHAIU3alHuK ISl TBEPIOTO U30-
TPOIHOIO TENA.

Maremaruuecku 3a1a4a GOpMyJIUPYETCs CIAEAYIOUMM 00pa3oM: HalTH BEKTOP
MPOEKTHBIX MEPEMEHHBIX X(OTHOCUTENbHAS MIIOTHOCTh KOHEYHBIX 3JIEMEHTOB), KOTO-
pBIi MUHUMU3UPYET 1eNeByt0 GyHkuuio f(x), HanmpuMmep, MOJATIMBOCTh KOHCTPYK-

[AN:

min, f(x)=U"K(x)U

IIPY OrPAaHUYCHUSIX:

V)<V, f,0<x,in<x;<1,i=1,....N
rae: U — BEeKTOp MepeMeleHUH;
K — rmoGanbHast MaTpHIIa )KECTKOCTH;
V(x) — Texymuii o00bem maTepuana;

V( — Ha4aJIbHBIN 00BEM;
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f, — 3amanHas noJsg o0bema;
N — KOJIMYECTBO KOHEYHBIX AJIEMEHTOB [2].
st cBsizu Moy ynpyroctd E; 1-To ajieMeHTa ¢ ero OTHOCUTEIBHOM TIJI0THO-

CTBIO X;HCIIOJIL3YETCS CTETICHHOW 3aKOH C MapaMeTpoM mrpada p:

E;(x)=E¢x}

rae By — Moaynp ynpyroctd MCXOQHOTO MaTepuana.

[Ipy 5TOM Ba)KHO IMOHMMATh, YTO UCKIFOUUTEIBHO MAaTEMATUYECKAsi ONTUMU3a-
nusa 0e3 ydera MPOM3BOJACTBEHHBIX OIPAHMYEHUN YacTO MPUBOAUT K MOSBICHUIO
CTPYKTYp Ae(peKTaMu, YTO B CBOIO OYepe/lb MEIIAeT NePEeBOAUTH pe3yabTaThl B CAD-
MOJIEJIH, UCIIOJIb3YEMBIE Ha IIPOU3BOJICTBE.

bBII0 yCTaHOBIIEHO, YTO IPU IPOCKTUPOBAHUU IIEPEXOJTHOI0 OTCEKA KOCMUYE-
ckoro annapara (IIO KA) aig u3roropieHus TpaguuOHHBIMA METOIAMH MUCIOJIb30-
BaHue orpanndeHuid tuna EXT — 3kCcTpy3us, MO3BOJISET MOJYYUTh MPEICKA3ZYEMYIO
r€OMETPHIO, COCTOSIIYI0 U3 Habopa pedep u obosouek. OIHAKO Takas KOHCTPYKITUS
OKa3bIBAETCS 3HAUUTEIBLHO TSDKEJIee aHalora, oIy4YeHHoro 0e3 orpannyeHuid. B npu-
BeJleHHOM npuMepe macca [10 KA, u3roroBiaeHHOro TpaaAuiMOHHBIM METOJIOM, COCTa-
BuJa 16 Kr, TOr/a Kak JOIMyCTUMOE HAaIPsKEHUE U 3amachl YCTOMYMBOCTH OBLIIM 00€ec-
ME€YEHBI C OOJIBIINM U30BITKOM, YTO CBUIETEIBCTBYET O HEJIOMCIIOIB30BAaHUU MaTEepH-
ana [3].

AZITATUBHBIE TEXHOJIOTUN MIO3BOJISIOT U3TOTABIMBATH ACTAIN TPAKTUYECKH JIFO-
00l reOMETPUUYECKON CII0)KHOCTU METOAOM MOCIOMHOTO0 CUHTE3a U3 METANINYECKOrO
ITOPOILIKA.

['enepatuBHBIN AM3aliH JaET HAM CBOOOY I'€OMETPUN, MUHUMHU3ZHUPYET KOJTHYe-
CTBO OTXOJIOB, TAKXKE MBI [T0JIy4aeM BO3MOKHOCTh OOBEAMHEHNS HECKOJIBKHX JleTanen
B OJIHY MOHOJIUTHYIO U KakK CJI€JCTBUE O0Jiee MPOUHYIO KOHCTPYKIIHIO.

[Ipn 3TOM HECMOTps HAa BCE MPEUMYILECTBA AJITOPUTMOB I'€HEPATHUBHOTO IU-
3aifHa, UX MPSAMOM BBIBOJ B MPOU3BOJICTBO YACTO HEBO3MOXKEH O€3 3Tara napaMmeTpu-
3alMK ¥ 10pabO0TKH, TaK Kak pe3ynbTarbl TO 0O0bIYHO MpeCcCTaBICHBI B BUIE MOJIUTO-
HaJIbHOM CETKH, YTO AEJIaeT UX HEMPUTOAHBIMU JJIs1 MH)KEHEPHBIX PACUETOB U HCIIOJIb-
30BaHMU B YIIPABJISAOMMUX nporpamm s HITY.

[ToaTOMy mponecc HHTETPAlUM TOJKEH COCTOATh U3 MHTEPIIPETALIMU TOIIOJIO-
TUH, C TAJIbHEUIIINM apaMeTPUIECKUM PEKOHCTPYUPOBAHUEM U UTOTOBOM ONITUMU3a-

e popmsl U pazmepos [3].
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Takum 00pa3zoM MbI MOKEM CPOPMYITUPOBATH CICIYIONINE PEKOMEHIAIUK TSI
MHXEHEPOB-KOHCTPYKTOPOB:

1. Ha panHuX 3Tanax mpoeKTUPOBaHUS IIEJIECOO0Pa3HO MPOBOJAUTH TOMOJIOTH-
YECKYI0 ONTUMU3AIMIO0 0€3 TEXHOJIOTHYECKUX OIPaHUYCHUH.

2. IIpu BBIOOpE TEXHOJOTHH W3TOTOBJICHHUS HEOOXOIMMO MPOBOIUTH TEXHHUKO-
YKOHOMHUYECKOE 00OCHOBAHHE.

3. Ins cepuitHOTO MPOM3BOJICTBA HEOOXOAMMO HCHOJIb30BaTh TO ¢ Hamoxe-
HUEM CTPOTHX TEXHOJIOTHYECKHX OTPaHUYCHHUM, 3TO MO3BOJIUT MOJYYUTh KOHCTPYK-
M0 OJIM3KYIO K ONTUMAJIbHOM [4].

4. Uaterpanus renepatuBHoro au3aiina B CAIIP nomkHa cONpoBOXKAATHCS pa3-
BUTHEM HABBIKOB MApaMETPUICCKOTO MOJICTUPOBAHNS Y KOHCTPYKTOPOB, TaK KaK aB-
TOMaTUYeCKas KOHBepTanus pe3yiabTaToB TO B TBEpIOTEIIBHBIE MOJICITH BCE €IIe Tpe-
OyeT pydyHOTO BMEIIATEIhCTBA M MHKCHEPHOMN IKCIIEPTHU3HI.

WHuTerpanms TeHepaTUBHOTO TU3aifHa U MapaMeTPUIECKOTO MOACITUPOBAHUS OT-
KpPBbIBA€T HOBBIE TOPU3OHTHI B MPOESKTUPOBAHUHN a9POKOCMUYECKUX KOMITIOHEHTOB. [1le-
PEXOJI OT UHTYUTUBHOTO KOHCTPYUPOBAHHUSI K AITOPUTMUUYECKOMY CHHTE3Y OopM 103~
BOJISIET CYIIECTBEHHO YJIYYIIIUTh MAacCOBOE COBEPIIEHCTBO m3aenuil. OgHako ycmex
BHEJIPEHUS ITUX TEXHOJIOTHH KPUTHYECKH 3aBHUCHUT OT MPABHIBLHOTO BBEIOOpA MPOMU3-
BOJICTBEHHOTO 0a3uca.

AJTITUBHBIE TEXHOJOTHUU SIBISIFOTCS €CTECTBEHHBIM MPOJODKCHHEM TeHepa-
TUBHOTO JW3aiiHa, MO3BOJISISE PeaTu30BbIBATh CIIOKHBIE OMOHUYECKHE CTPYKTYPHI, He-
JOCTYIIHBIC JIJISl TPAIUIIMOHHBIX METOJIOB. B TO e Bpemsi, [Jisl IMHUPOKOTO TPOMBIIII-
JICHHOTO TPUMEHEHUS] HEOOXOJUMO Pa3BUTHE THOPUIIHBIX IMMOJIXO0JI0B, COUETAIOIIUX
CBOOOTY TOTIOJIOTHYCCKON OMTHUMH3AINN C )KECTKUMHU TPEOOBAHUSIMHU TEXHOJIOTUIHO-
CTH TPAIUITMOHHBIX MPOIECCOB. [lanpHeimme nccaeaoBanusl TOJDKHBI ObITh HAIpPaB-
JICHBI Ha aBTOMATH3AIIAIO TPOIECCa PEKOHCTPYKIIMH MApaMETPUICCKUX MOJEIEH 110
pesyabTaTtam TO u yueT GU3UKH aJIUNTUBHBIX MTPOIIECCOB HETIOCPEACTBEHHO B IHKJIC

TE€HEPATUBHOTO MPOECKTUPOBAHUSL. [S]
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CEKIIMS 3
COBPEMEHHAS DJEKTPOHHASI KOMIIOHEHTHAS BA3A
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HNPUMEHEHMUME I''1YBOKOI'O OBYYEHUA C ITIOAKPEIVIEHUEM
JJIA YITPABJIEHUA MAHUITYJIATOPAMU CEPBUCHBIX POBOTOB
B HECTPYKTYPUPOBAHHBIX CPEJJAX

W.H. 3anun', E.A. Anuxkees!, 10.0. Apuios!

'®I'BOY BO «BopoHEkKCKHIA TOCY1apCTBEHHBIN JIECOTEXHUUECKUM YHUBEPCUTET

nmenu ['.®@. Mopo3zoBa»

AnHoTanms. B craTthe paccMOTPEHO yIpaBIiCHHE MAHHUITYIATOPAMH B HECTPYKTYPHUPOBAHHBIX
cpeiax MeToJamMH IryOokoro oOyueHus ¢ mojkperuieHneM. OO0CHOBaHBI OTPAHUYCHUS KilacCcuye-
CKHX TOJIXO/I0B U NpeIoKeHa r’MOpuIHas apXuTeKkTypa, coueraromniast DRL 1 umnenancHoe ymnpas-
JIeHue sl 6e30MacHOro KoHTakTa. [IpoaHanu3upoBaHbl POOIIEMbI MIEPEHOCA TMTOJIMTHK U3 CHMYJIsi-
MU B pea]H:HLIﬁ MHDP U JaHbl PEKOMCHOAINH 10 BI)I60py AJITOPUTMOB C YUYETOM BBIYUCIIUTCIIbBHBIX
PECYPCOB OOPTOBBIX CHCTEM.

KiroueBbie ciioBa: riry0okoe 00ydeHHe ¢ MOAKpPEIUICHUEM, POOOTU3UPOBAHHBIA MaHHITYJIs-
TOp, HECTPYKTYpUPOBAHHAS Cpe/la, UMITCAHCHOE yIpaBJICHUE, PYHKIINS BO3HATPAXKICHUS, CEPBUC-

Hasda pO6OTOTeXHI/IKa.

APPLICATION OF DEEP REINFORCEMENT LEARNING FOR CONTROL
OF SERVICE ROBOT MANIPULATORS IN UNSTRUC-TURED
ENVIRONMENTS

I.N. Zanin', E.A. Anikeev', Yu.O. Avilov!

"Voronezh State University of Forestry and Technologies named after G.F. Morozov

Abstract. This paper examines the control of robotic manipulators in unstructured environ-
ments using deep reinforcement learning. The limitations of classical approaches are substantiated,
and a hybrid architecture combining DRL and impedance control for safe contact is proposed. The

© 3anun U. H., Anukees E. A., Asuinos 10.0., 2026
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challenges of sim-to-real policy transfer are analyzed, and recommendations for algorithm selection
are provided, taking into account the computational resources of onboard systems.
Keywords: deep reinforcement learning, robotic manipulator, unstructured environment, im-

pedance control, reward function, service robotics.

beicTpoe pa3zBUTHE CEPBUCHON POOOTOTEXHUKH MPHUBEIO K TOMY, YTO pOOOTHI-
MaHUITYJISITOPBI BCE Yallle HOKUAAIOT OTPAHUYEHUS CTPYKTYPHUPOBAHHBIX POMBIIIJIEH-
HBIX IIEXOB U BBIXOJAT B O(pHCHI, OOTBHUIIBI, CKJIA/IbI U TIOMAIIHHUE X03icTBA. B 0TH-
YKe OT 3aBOJICKUX JIMHUM, TI€ TTOJIOKEHUE 0O0BEKTOB CTPOTo (PUKCUPOBAHO, a OKpYyKa-
IOlasl cpejia mpeickazyeMa, CepBUCHBIE POOOTHI CTAIKMBAIOTCS C HECTPYKTYPHUPOBaH-
HBIMH CpellaMU. 37eCh 00bEKTHl MOTYT UMETh IIPOU3BOJIbBHYIO (POpMY, Maccy U Kod(-
(ULUEHT TpeHHsl, a UX PACMHOJI0KEHHE MEHSAETC ciaydaiHbIM oOpa3zom. Kpome Toro,
yacTo TpeOyeTcss (PU3nyecKkoe B3aUMOJEHCTBUE C JIOJbMH WIH XPYIKHUMH Mpeame-
TaMH, YTO HAKJIAJbIBAET KECTKUE OTPAHUYECHUS HA CUIIBI U MOMEHTBI, BO3HUKAIOLIUE B
KoHTakTe [1].

TpaauuuoHHble METOABI yIpaBieHus, Takue kak [IN/[-perynaropsl uim airo-
PUTMBI IIJITAHUPOBAHUS TPACKTOPHI, TPEOYIOT HATMUUS TOYHONM KHHEMATUYECKOM U -
HaMUYECKOM MOJIeNIM pOoOOTa U CPEABI.

B »ToM KOHTEKCTE TITyOOKOE 00yUEeHHE MTO3BOJISIET ar€HTY CAMOCTOATEIHHO 00Y-
YaThCSl ONTUMAILHOM CTPATETUH MMOBEACHUS YEPE3 B3AUMOACHCTBUE CO CPENOM, TAKOU
MoAX0/A He TpeOyeT MporpaMMUPOBAHUSL KaXKIOTO JIBHXKEHUSI, OJIHAKO MPUMEHEHUE
DRL B peanpHOl pOOOTOTEXHUKE COMPSIKEHO C PSAIOM TPYIHOCTEH.

[enbto naHHOM palbOTHI SIBIIsSIETCS 0030p CYIIECTBYIOIIMX METOAO0B IPUMEHEHHUS
DRL a5t yripaBiieHHs] MAHUITYJISTOPAMH, aHAIU3 KIFOUEBBIX AJITOPUTMOB U apXUTEK-
Typ, @ TAK)KE paCCMOTPEHHUE MyTeH MPEOI0NCHUs Oapbepa MEXIYy CUMYJISILUEN U pe-
aIbHOCTHIO.

3amava ynpaBieHHsl MaHUITYJIITOpoM B pamkax DRL ¢opmanusyercs kak npo-
1IeCC TPUHATHS pelieHui MapkoBa, onucbiBaeMblii kopTexkem (S’ A'PrRyy), rme S —
MIPOCTPAHCTBO COCTOSIHUM, A — IPOCTPAHCTBO AeicTBUl, P — PpyHkIus nepexona Be-
posiTHOCTEH, R — dhyHKITHMS BO3HArpaKIeHNUS, Y — KOI(PPUITMEHT TMCKOHTUPOBAHUS OY-
Iyumux Harpan [2].

JI1st MaHUIYJISITOpA COCTOSIHUE S;ES 00BIYHO BKJIIOYAET YIJIbl B CyCTaBax, yrio-
BbI€ CKOPOCTH, JaHHbIE C JAaTUMKOB YCHJIHMS/MOMEHTA M BU3YaJIbHYIO HUH(OPMALHIO.

JleiicTBue a,€EA mpeAcTaBisieT OO0 MPHUPAIECHUS YIJIOB WU IEJEBBIC MOJIOKCHUS
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cyctaBoB. OyHKIMS BO3HArpaxaeHUs R(s;,a;) KOHCTpyupyeTcs HHXEHEPOM TaKUM 00-
paszoM, 9TOOBI OOIIPSITH YCIENTHOE BHITIOJHEHNE 3aa4i U MTpadoBaTh 3a HEXKea-
TEIIbHBIC COOBITHS.

OmnHOM W3 TIaBHBIX CIOKHOCTEH SIBISIETCS] TPOCKTUPOBaHWE (DYHKIIMHA BO3HA-
rpaxaeHus. CIUIIKOM MpocThie GYHKIMH MPUBOIAT K TOMY, YTO POOOT HAXOIUT «J1a-
3eMKN» B MPaBUJIaxX, BBITIOJIHSAS 33/1a4y HEKOPPEKTHBIM c1I0cO00M. CIMIIIKOM CIIOKHBIE
(GyHKIMU TPYAHO HACTPAUBATh, U OHU MOTYT PUBOJIUTH K HECTAOMILHOCTH OOyUEHHUS.
[3]

OOyueHune HeTOCPEACTBEHHO Ha (PU3NIECKOM poOOTE 3aHMMAET HEEIIH HITH Me-
CSIIIBI M HECET PHCK TMOJIOMKH JIOPOTOCTOAIIEro 00opyaoBanus. [loaTromy OonbImmH-
CTBO COBPEMEHHBIX TOIX0/IOB IIPEIIOIAraloT MPEABAPUTEIHHOE 00yUECHNE B CUMYIISI-
tope. OIHAKO MEPEHOC MOJUTUKU, O0OYUYEHHON B MICATM3UPOBAHHONW CUMYJISALIUU, B
peabHBIA MU YaCTO TEPIUT HEyauy U3-3a «pa3pbiBa peaibHOCTH». Paznuuus B Tpe-
HUH, MacCe 3BEHBEB, JIOPTaX PEIYKTOPOB U 3aJEP’KKaX CEHCOPOB MPUBOIAT K TOMY,
9TO JCHCTBUS, ONITUMAJILHBIC B CHMYJISAIIUN, CTAHOBSTCS HEA(D(HEKTUBHBIMH HIIH OTTac-
HBIMH B PEATbHOCTH [4].

J11st TpeoToIeHHSI TOM TTPOOIEMBI IPUMEHSIOTCS METOIBI TOMEHHOM PaHI0MHU-
3aruu. Bo Bpemst 00ydeHUs B CUMYJISIIHY TTapaMeTPhI CPE/Ibl CTydailHBIM 00pa3oM u3-
MEHSIOTCS B IIMPOKHUX Tpenesiax. ITO 3acCTaBiseT areHTa y4YUThbCs MHBAPHUAHTHBIM
MPU3HAKaM M CTpaTerusiM, KOTOpbIe padOTalOT B MIUPOKOM CIEKTPE YCIOBUH, IMOBHI-
masi ero podacTHOCTH MPHU MEPEHOCE Ha PeaIbHOTO poOoTa.

B HecTpykTypupoBaHHOM cpene poOOT AOJKEH UCCIeI0BaTh HOBbIE ICHCTBUSI,
9TOOBI HAUTH ONTUMAJBHYIO cTpaTeruro. OMHAKO CITydailHbIe ABWKCHUS MaHUITYIIS-
TOpa MOTYT IPUBECTH K CTOJKHOBEHHIO C YEIIOBEKOM WJIH TIOBPEIKICHUIO 00BheKTa. s
oOecrieueHrs 0€30MaCHOCTH UCIOJIb3YIOTCS METObl OTPAHUYEHHOTO MCCIIEI0BAHMUS,
Takue Kak Jo0aBiieHre mTpadHbIX BO3HATPAXKIECHUH 32 OJIM30CTh K MPENSITCTBUSIM WU
UCIIOJIb30BaHUE OapbhEePHBIX CEPTU(DUKATOB, KOTOPHIE MATEMATHUYECKU TapaHTUPYIOT,
YTO CHCTEMA HE BOMICT B HeOe30macHoe cocTosHue [5].

Taxoke epCIeKTUBHBIM HAMPABIICHUEM SIBIIICTCS MCITOJIB30BAHNE DKCIIEPTHBIX
nemMoHcTpanuid. I[IpenBapurensHoe 00yueHHE CeTH Ha HAaOOpE JMAaHHBIX, COOpaHHBIX
OIIEPaTOPOM-YEJIOBEKOM, MO3BOJIAET 3a4aTh HAYAJIBbHYIO TOUYKY Ui MOJUTHKU DRL,
COKpaIiasi BpeMst 0Oy4eHHS U CHUKasi KOJIMYECTBO OTMACHBIX JACHCTBUI HA paHHUX dTa-
nax [6].

UucTtoe MO3UIMOHHOE YIpaBlieHHWEe, YacTo BblgaBaeMoe monuTtukamu DRL,
IJI0XO0 TMOIXOIUT JJIS 3a7ad, TPEOYIOMNUX CHIIOBOTO B3aUMOACHCTBUA. B Takux ciy-

qasx 11e51eco00pa3Ho UCIO0JIb30BaTh THOPUAHBIE APXUTEKTYPHI.
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O6beaunsas DRL ¢ uHTEIEKTyalbHBIM UMIICIAHCHBIM YIIpaBJIeHUEM. B aToi
CXEME HEMpPOCETh HE BBIAACT HAINPAMYIO IOJOKEHHS CyCTaBOB, a aanTUPYET mapa-
METpbl UMIIEIAHCA B PEAIbBHOM BPEMEHH B 3aBUCUMOCTH OT COCTOSIHUSI CPEAbL. DTO
MO3BOJISIET POOOTY OBITH «MSTKUM» IIPU KOHTAKTE C HEMPEABUACHHBIMU MPENATCTBH-
SIMU U «KECTKAMY MPU BBIITOJIHCHUU TOYHBIX JIBMKECHUHN. Takou moAX0]1 3HAYUTEIIBHO
MOBBIIIACT 0€30MaCHOCTh M €CTECTBEHHOCTD MOBEACHUS CepBUCca poOOTa MPU B3aUMO-
JTEeUCTBUM C JIIOJbMHU. [7]

AHanoruyHbeIM o0pa3om, areHT DRL yuuTcs cHadana MeHSTh KOH(UTypaluio
00BEKTOB B Ky4€ IyTEM TOJIKAHUs, YTOOBI CAENATh UX JOCTYITHBIMU JJIA 3aXBaTa. ITO
JIEeMOHCTpUpYeT criocoOHocTh DRL periaTte MHOTO3TANHbBIE 331a41 MAaHUITYJISIIUU, KO-
TOPBIE TPYAHO 3aIPOTPaMMHUPOBATh BPYUHYIO. [ 8]

B Tabmuue 1 npuBeneHo cpaBHEHUE Pa3IMYHBIX CTPATErHil ypaBlieHUs MaHU-
IIyJISTOPAMH B HECTPYKTYPUPOBAHHBIX CPENAX.

Tabnuna 1 — CpaBHUTENIbHAS XapaKTEPUCTUKA METOJIOB YIIPABICHUS

MeTo TpeboBanue k | AqanTuBHOCTh K | be3omacHocTh CI0XXHOCTE
A MOJIETIU CPEBI U3MEHEHUSIM KOHTAaKTa HACTPOMKHU
Kiaccuueckoe no3u-
Bricokas Huzkas Huzkas Cpennss
nuonHoe (PID)
[InanupoBanue Tpa-
o Bricokas eIHS eIHSS Bricokas
exrtopuii (RRT*) Cpen Cpen
Yucrtoe DRL (End- Huskast (Tpe-
Huskasg Bricokas OueHb BBICOKAS
to-End) oyet mwtpados)
I'mopunuoe (DRL +
puz ( Huskasg Bricokas Bricokas Bricokas
Impedance)
OO0yueHue ¢ 1eMOH-
Huskasg Cpenuss Cpenusas Cpenusisg
ctpauusamu (L{D) el el PeAl

Kaxk BuHO 13 TaOaulibl, TMOPUIHBIE MOIX0AbI IPEAJIaraloT HAMTYUIIuii OaaHc
MEXy aJJaliTUBHOCTHIO U 0€30TMTaCHOCTHIO.

[Ipumenenue riryookoro oOy4eHus ¢ TMOJKPEIUIEHHEM OTKPHIBAET HOBBIE BO3-
MOYKHOCTH JJISI CO3/ITaHUsI aBTOHOMHBIX CEPBHCHBIX POOOTOB, CIIOCOOHBIX JIEHCTBOBATH
B CJIOKHBIX, HECTPYKTYPHUPOBaHHBIX cpenax. OTKa3 OT )KECTKMX MaTeMaTHYECKHX MO-
JICJIeH B MOJIb3y CaMOOOYYarONTUXCsl TIOJIUTHUK TTO3BOJIIET poOOTaM aanTHPOBATHCS K
pazHooOpa3ni0 0OBEKTOB M YCJIOBHUH, C KOTOPHIMU OHU CTaJKUBAIOTCS B peabHOM

KHU3HHU.
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KirroueBbIMU HaNpaBIeHUSIMH TaTbHEUIINX UCCIIETIOBAHUM SBIIFOTCSA:

1. IoBbimienne 3(hPEKTUBHOCTH MEPEHOCA HABBIKOB M3 CUMYIIAIINHU B peaib-
HOCTbh U€pe3 yJIy4IlIeHHE METO0B JIOMEHHON paHIOMU3AIMKA U METa-00yUYEHUSI.

2. Pa3zpaboTka 0e30MacHbIX alrOpUTMOB MCCIIEIOBAHUS, TaPAaHTUPYIOIMIUX OT-
CYTCTBHE TIOBPEKICHUHN NP 00yUeHNN HA (U3UIECKUX CHCTEMaX.

3. Co3nanue cTaHIapTU3UPOBAHHBIX OCHUMAPKOB U Cpejl ISl OLIEHKH Iporpecca
B 00J1aCTH MAaHUTTYJIAIIAH, YTO YCKOPUT OOMEH 3HAHUSIMHU MEXIY HCCIICOBATEIIHCKUMU
rpyIIamMu.

4. Nnarerpanust 6osbiux s3b61koBbIX Mojienelt (LLM) ¢ DRL st BBICOKOYpOB-
HEBOT'O IJIaHUpOBaHMs 3a1a4, rae LLM pa3ouBaeT aOCTpakTHYIO KOMaH]ly Ha MOCJe-
JOBATENBbHOCTh MPUMUTHUBOB, BBITTOJIHAEMBIX MOJATUKOW DRL.

['uOpuaHbIe apXUTEKTYPBbI, COYETAIOLINE TMOKOCTh HEMpoceTel ¢ HaE)KHOCThIO
KJIACCUYECKUX METOJIOB KOHTPOJIS, MPEJACTABIAIOT OO0 HamboJiee MepCreKTUBHBIN
MyTh K CO3AaHUI0 POOOTOB, CIIOCOOHBIX O€30MacHO U 3(HPEKTUBHO MOMOTaTh YEJIOBEKY

B HOBCCIIHGBHOﬁ KHN3HHU.
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NCKYCCTBEHHBIE PA3YMBbI B YEJIOBEYECKOM OBJIMKE:
IBOJIOIUA I'YMAHOUIHBIX POBOTOB HA OCHOBE
NCKYCCTBEHHOI'O UHTEJIVIEKTA

M. Xycceiin', A.B. Akumenko!

!®I'BOY BO «BopoHEXCKHIA TOCY1apCTBEHHBIN JIECOTEXHUYECKUM YHUBEPCUTET

nmenu [.d. Mopo3zoBa»

AnHoTtanmsi. B 9TO# cTaThe MpocieXuBaeTCsi pa3BUTHE YEITOBEKOMOAOOHBIX POOOTOB C CH-
CTCMaMHM HCKYCCTBCHHOI'O HMHTCJIJIICKTA, CHOCOOHBIX B3aHMOHeﬁCTBOBaTL C JIIOAbMU B pC€ajibHOM
MHpE. AHaJ'II/I?;I/IpyIOTC?I TEXHOJIOrn4ecKrne KoMnoHeHTrl. Ocoboe BHUMaHUE YACITACTCA TaKUM COBPC-
MeHHBIM aTdopmam, kak Tesla Optimus, Figure 01, Unitree H1 u Boston Dynamics Atlas. B ctarse
UCCIIEIYIOTCS MOTEHIMAIBHBIE 001aCTH MPUMEHEHHS YEIOBEKONOJO0HBIX, @ TAK)Ke ITHYECKUE U CO-
[HaJIbHBIE TIPOOJIEMbI, BO3HUKAIOLIHME TIPH UCTIOJIb30BAHUH TAKHX CHCTEM.

KiroueBble cioBa: ryMaHOUIHBIE pOOOTHI, HCKYCCTBEHHBIN HHTEIJIEKT, MAIIMHHOE 00y4YeHue,
HEHPOHHBIE CeTH, pOOOTOTEXHHKA, IU(PPOBHU3AIHS, ABTOHOMHBIE CHCTEMBI, B3aMMO/ICHCTBHE YeJI0-

BC€Ka U MalllMHBI.

ARTIFICIAL MINDS IN HUMAN FORMS: THE EVOLUTION
OF AI-POWERED HUMANOID ROBOTS

M. Hussain', A.V. Akimenko!

'Voronezh State University of Forestry and Technologies named after G.F. Morozov

Abstract. This article traces the development of humanoid robots with artificial intelligence
systems capable of interacting with humans in the real world. The technological components are ana-
lyzed. Special attention is paid to such modern platforms as Tesla Optimus, Figure 01, Unitree H1
and Boston Dynamics Atlas. The article explores potential applications of humanoid robots, as well
as the ethical and social issues arising from the use of such systems.

Keywords: humanoid robots, artificial intelligence, machine learning, neural networks, robot-

ics, digitalization, autonomous systems, human-machine interaction.

There’s something very human about the desire to make a machine that looks

like us, moves like us. Before the first transistor was ever soldered onto a circuit board

© Xycceitn M., Akumenko A. B., 2026
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people were drawing mechanical men in notebooks and making clockwork figures to
perform in royal courts. But today, what used to be the province of imagination is in
engineering labs, on factory floors and in hospital corridors. The humanoid robot a
two-legged walking machine with articulated arms, cameras and sensors to perceive its
surroundings and ever more natural language conversation is no longer science fiction.
This is an engineering problem that is being solved in real time and Al is the engine
that is driving that progress.

The combination of deep learning, large language models, advanced materials,
and high-torque actuators has created a moment unlike any previous era in robotics.
Systems that once needed painstaking hand-coding of every movement can now learn
to walk by falling down thousands of times in simulation, and then transfer that learned
skill to physical hardware within hours. In the past five years, the difference between
arobot’s potential in a laboratory and its potential in an unstructured kitchen or hospital
ward has narrowed faster than it did in the previous three decades [1].

This acceleration raises questions that go far beyond engineering. What is
the impact on the organization of economies when a machine can perform physical and
cognitive labor of a human worker? Where does the line between tool and companion
fall, if it can talk, sense emotions and react with apparent empathy? The paper traces
the evolution of technology from early automata to today’s platforms, analyzes the Al
architectures that enable today’s humanoid robots, surveys the most important current
systems, and takes a candid look at both the opportunities and the challenges.

Humanoid robotics has been an academic field for several decades, but its nature
has changed dramatically with the advent of machine learning. Early efforts, such as
Honda's P-series and Sony's QRIO project, focused on mastering bipedal locomotion
through carefully engineered control systems. These robots were great displays of me-
chanical engineering but their behavior was essentially scripted, each movement pre-
planned and any deviation from the expected environment could lead to failure [1].

The addition of reinforcement learning to locomotion research was a real game-
changer. Schulman et al. showed that control policies can be trained directly from high-
dimensional sensory inputs using policy gradient methods, without the need for hand-
crafted dynamics models [2]. This approach was improved upon with the development
of proximal policy optimization and later a combination of model-free and model-
based methods that allowed policies trained in simulation to transfer to real hardware
with a tolerable degradation of performance.
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In parallel, advances in computer vision, driven by the introduction of convolu-
tional neural networks and, later, vision transformers, allowed robots to interpret cam-
era feeds with a reliability that previous systems could not provide [2]. Object detec-
tion, depth estimation, and semantic segmentation tasks that used to require dedicated
hardware and carefully controlled lighting became tractable on mobile computer plat-
forms. It allowed a robot that wandered around a room to interpret its visual input and
plan its actions accordingly.

The advent of large language models added yet another layer of capability.
SayCan, a work done by Ahn et al. showed that language models can be applied to
decompose high-level natural language instructions into a sequence of low-level robot
actions, thus endowing a physical robot with the ability to reason about tasks in human
terms [2]. More recent architectures have combined vision, language and action in uni-
fied multimodal frameworks, allowing robots to perceive their environment, under-
stand instructions given in everyday language and produce suitable physical responses,
all within a single learned model [3].

Recent reviews of the field have pointed to three broad challenges that remain
only partially solved: generalization across novel environments, safe and predictable
behavior under distribution shift, and energy efficiency for untethered operation over
meaningful time horizons [3]. Each of these is making rapid progress, but none are yet
fully resolved, and all three have implications for real world deployment

The present work is a systematic review and comparative evaluation of published
research, technical documentation, and publicly available performance data of Al-pow-
ered humanoid robot systems released or significantly updated between 2019 and 2025.
Sources were obtained through a search of IEEE Xplore, ACM Digital Library, arXiv
and the proceedings of the major robotics conferences (ICRA, IROS, CoRL). Further-
more, the official technical reports were reviewed and the demonstration material of
the main robotics developers was looked at.

An Analytical Framework. We compared each platform across five axes: 1) me-
chanical architecture (degrees of freedom, actuator type, payload capacity and energy
autonomy), 2) perception stack (sensor modalities, processing hardware and sensing
range), 3) Al and control architecture (learning algorithms, training methodology and
inference approach), 4) task capability (demonstrated behaviors and breadth of envi-
ronments in which they have been validated), 5) deployment context (industrial,
healthcare, domestic or research).

Where quantitative performance data were available from peer-reviewed sources

or documented manufacturer testing, these are reported directly. For the dimensions
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for which only qualitative descriptions exist, the analysis is based on a structured com-
parison across the stated dimensions. The review does not seek to arbitrate between
competing performances claims by manufacturers without independent verification.

The analysis identified a clear stratification among existing humanoid platforms
in terms of both technical maturity and the Al architectures that underpin their capa-
bilities. Four systems Boston Dynamics Atlas (Generation 2), Tesla Optimus Gen 2,
Figure 01 and Unitree H1 were identified to meet all the three selection criteria and are
discussed in detail below.

Atlas by Boston Dynamics. Atlas is the longest-running continuous development
path in general-purpose humanoid robotics, with roots in DARPA-funded research that
began in 2013. The electric version, introduced in 2024, replaced earlier hydraulic ver-
sions with brushless electric actuators, which have a higher energy efficiency and sig-
nificantly lower maintenance requirements. Atlas moves around with parkour-like
movements, uses tools and can work together with a human partner to manipulate ob-
jects. Its control architecture combines model predictive control of whole body dynam-
ics and learned perception modules to understand the environment. Importantly, Atlas
can dynamically adjust its gait on uneven terrain in real-time without pre-mapping the
surface [4].

Tesla Optimus Gen 2. Optimus breaks away from the research-first tradition of
most humanoid development. Tesla has pitched the platform explicitly as a future prod-
uct rather than a demonstration, with stated ambitions of volume manufacturing and
deployment in its own factories as an initial application. The second generation version
greatly improved the dexterity of the hand with the addition of tactile sensing in the
fingertips and a new tendon driven finger mechanism. The system is based on Tesla’s
existing investments in vision-based neural networks developed for the Autopilot pro-
gram, adapted to the embodied context. Task learning relies heavily on imitation from
human demonstrations collected by motion capture at scale [5].

Figure 01 and the integration of OpenAl Figure 01 attracted a lot of attention in
early 2025 when the company released a video showing the robot holding a natural-
language conversation with a human operator, while also making a cup of coffee. In
this demo we showed how a large multimodal language model can be integrated into
the real-time control loop of a robot in the real world. The robot is able to explain its
actions, receive spoken corrections and change its behavior mid-task based on verbal
feedback. The architecture decouples high-frequency motion control, running at ~200
Hz, from the language model inference loop that runs at a much lower frequency and

provides goal-level guidance [5].
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Unitree H1 and Accessibility Shift. The Unitree H1 isn't so much about raw per-
formance as it is about price point. H1 delivered a research-grade bipedal humanoid at
a fraction of the cost of comparable platforms, making it accessible to university labs
and smaller businesses that previously couldn’t afford to experiment at this scale. The
platform runs open source locomotion controllers trained with reinforcement learning
and has been widely used by the research community to test new control algorithms,
sensor fusion approaches and manipulation policies. This democratization of hardware
access has accelerated the rate of published research in embodied Al [5].

A common theme emerges across all four platforms: the most capable behaviors
combine a learned high-level planning component, typically language-conditioned,
with a robust low-level motion controller trained via reinforcement learning in simula-
tion. Neither component alone yields the full range of capabilities. It is the combination
of reasoning about goals and reliable physical execution that makes these systems use-
ful in real-world environments.

The industrial application domain has been shown to be the most tractable initial
deployment target, partly for technical reasons, partly for economic reasons. Factory
environments are variable but much more structured than domestic spaces: objects are
located in predictable locations, lighting is controlled, and the range of tasks that need
to be performed is bounded. Tesla has deployed Optimus in its Fremont factory to sort
battery cells and Agility Robotics has used its Digit platform to handle totes in an Am-
azon warehouse, demonstrating the technology is mature enough to do repetitive, struc-
tured tasks in supervised settings. The economic calculus is compelling for physically
demanding, repetitive and hard to automate tasks with fixed-purpose machinery [6].

Healthcare applications are at an earlier stage but are probably the field where
the stakes are the biggest. In experimental settings, researchers have shown humanoid
systems to assist with medication dispensing, to support patient transfer under human
supervision, and to provide companionship and monitoring for elderly patients in care
facilities. The regulatory pathway to physically interacting with patients autonomously
is long and rightly demanding, but the demographic pressure of aging populations in
high-income countries provides strong motivation to push these applications forward
[6].

The most technically challenging applications are the domestic ones. The diver-
sity of objects, surfaces, lighting conditions, the unstructured setting of homes, and the
unpredictability of other residents including children and animals, stretch current sys-
tems to their limits. Most of the demonstrations of the domestic tasks performed by
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humanoid robots have been achieved either through extensive pre-mapping of the spe-
cific environment or through carefully designing the demonstration scenario. General-
ization to arbitrary home environments is still an open problem, but the pace of pro-
gress on vision-language-action models suggests that the gap is closing.

We should seriously consider ethical issues of humanoid robots. Three topics
often addressed in the literature and in public discourse are labor displacement, safety,
and the psychology of human-robot interaction. Evidence from industrial deployments
on labor displacement suggests the near-term effect is more likely to be task displace-
ment than job elimination, with robots performing specific physically demanding or
repetitive subtasks while human workers move into supervisory, maintenance, and
judgment-intensive roles. But the long term trend as capabilities increase is really un-
certain and policy frameworks have not kept pace with technological development [6].

Safety is a technical and governance challenge. If a robot operating in a home or
hospital misidentifies a fragile object, fails to detect a person in its path, or executes a
learned behavior in a context outside its training distribution, it can cause serious harm.
The present systems have hardware torque limits, proximity sensing and conservative
planning margins but no system has reached the reliability standard to warrant fully
autonomous unsupervised operation in close proximity to vulnerable people. Regula-
tory frameworks in most jurisdictions are poorly suited to autonomous physical agents.
Developing suitable standards is an active area of work for standards bodies and regu-
lators.

The human-robot interaction with humanoid systems is psychologically hard to
explain and somewhat counterintuitive. Research consistently finds that people are
more likely to form stronger functional relationships with robots that have a humanoid
form, are more willing to follow instructions from them, and are more distressed when
humanoid robots are treated harshly effects that do not seem to the same degree with
non-humanoid machines. This has implications for the design of therapeutic and assis-
tive applications and the prevention of inappropriate Anthropomorphization which
may lead users to over-trust systems with real limitations [6].

The humanoid robot has crossed a threshold that was not so apparent even five
years ago. Al systems that can learn complex physical behaviors from experience, un-
derstand natural language instructions, and adapt to novel environments have changed
the technical possibilities for a machine that moves through and inhabits the physical
world designed for human bodies. The platforms we survey here are not science-fiction
props, they are operational systems, installed in real facilities doing real work.
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That’s not to say all the challenges are behind us. Genuine open problems are
the generalization to unstructured environments, the energy autonomy for long-term
operation, the safe and certified behavior around vulnerable people and the develop-
ment of suitable governance frameworks. The pace of progress in the underlying Al
technologies (e.g., large multimodal models, simulation-to-real transfer for reinforce-
ment learning) provides reasonable grounds for optimism that these problems will yield
to sustained research effort.

What may be most striking about the present moment is that the development of
humanoid robots is no longer confined to a few well-funded government laboratories.
The combination of readily available simulation environments, open-source control
frameworks, lower-cost hardware platforms, and the general-purpose capabilities of
large pertained models has created conditions in which a graduate research team can
make meaningful contributions to the frontier. This broadening of participation will
almost certainly further accelerate progress.

The deeper question of what it means for human society to share its physical
spaces with machines that look like people, move like people, and communicate like
people with ever-increasing frequency does not have a technical answer. This requires
continued engagement of ethicists, policy makers, social scientists and the general pub-
lic, and of the engineers and computer scientists who develop these systems. Getting
the conversation right matters at least as much as getting the technology right.
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Annoramms. B cratee npencraBien OmniGuard V2X — npoToTHIn cucteMsl 6€301acCHOCTH
IUISL TIOAKJIFOYCHHBIX M aBTOHOMHBIX TPAaHCIOPTHBIX CpeACTB. PemeHne oObenuHsieT OJIOKYEHH-
ayIuT, JO0Ka3aTelbCTBA C HYJIEBBIM paslJIallleHuEeM, JCICHTPATN30BaHHYIO HIECHTH(UKALINIO,
IIOCTKBAHTOBBII OOMEH KJIt04aMu, eilepaTUBHOE 0O0yUYEHHE U 3allMIIEHHbIH KPUMUHATUCTUYECKUNA
KypHaJl B €IMHYIO0 apXxUTeKTypy. Ocoboe BHUMaHKE YAEICHO IPAKTUYECKOIN peanu3alnuu U OTKPbI-
TOMY ONHMCAaHUIO OIPaHMYEHUN CHCTEMBbI, BKIIIOYas OTCYTCTBHUE 3alMThI OT aTak CHOMUIIIBI U 60JIb-
IIMHCTBA BaJIUAaTOPOB.

KitoueBbie cnoBa: V2X, 010K4€elH, 10Ka3aTeIbCTBA C HYJIEBBIM Pa3riallleHUEM, IOCTKBAH-
ToBast Kpunrorpadus, AeUEeHTpaIU30BaHHas uaeHTH(UKanus, (eaepaTtnBHOEe 00ydeHue, Oe3omnac-

HOCTb TPAaHCHOPTHBIX CPCACTB.

A POST-QUANTUM BLOCKCHAIN FRAMEWORK
FOR CONNECTED SMART VEHICLES

Md S.I. Shagor!, E.A. Anikeev!, A.V. Akimenko!

'Voronezh State University of Forestry and Technologies named
after G.F. Morozov

Abstract. This paper presents OmniGuard V2X, a security prototype for connected and au-
tonomous vehicles. The system integrates blockchain auditing, zero-knowledge privacy, decentral-
ized identity, post-quantum key establishment, federated learning, and an encrypted forensic black
box into a unified architecture. Rather than making unrealistic performance claims, the study openly
discusses its current limitations, including the lack of protection against Sybil attacks and majority-
controlled validators.
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Connected and autonomous vehicles depend on constant V2X communication
to exchange telemetry, traffic, and safety data, and that dependence creates real prob-
lems for authentication, integrity, privacy, and secure transport of information. The
long service life of a modern vehicle adds another constraint: any security architecture
adopted today has to survive the transition to post-quantum cryptography and still pro-
duce forensic evidence that can be trusted after an incident [1].

This paper presents OmniGuard V2X, a prototype that combines blockchain-
based audit logging [2], privacy-preserving data sharing, decentralized identity, hybrid
post-quantum key establishment, federated learning for anomaly detection, and an en-
crypted forensic black box into one six-layer architecture. None of the cryptographic
primitives are new; the contribution is in how established techniques are combined into
a working, modular pipeline for connected vehicles. The paper reports a reproducible
end-to-end latency of 5.34 ms and is deliberately open about what the system does not
yet solve — Sybil resistance and majority-controlled validators chief among them —
because a realistic account of the boundaries is more useful to other researchers than
an inflated one.

Blockchain has repeatedly been shown to strengthen V2X security through
trusted authentication, secure data sharing, and decentralized access control [3], but the
literature is consistent on what is still missing: low-latency operation, lightweight se-
curity for constrained vehicle hardware, scalability, and real-world validation beyond
simulation. Most published work isolates a single mechanism rather than evaluating a
complete pipeline end to end.

OmniGuard V2X does not introduce new cryptography. It combines Pedersen
commitments [4] with Schnorr-style zero-knowledge proofs for privacy, Lamport one-
time signatures for identity, Merkle trees for compact verification, and SHA-3 with
AES-GCM for integrity and storage, on top of a hybrid post-quantum key exchange
[3] and a FedAvg-based federated learning model [5] with trimmed-mean aggregation
for resilience against bad participants. What distinguishes this work from many con-
ceptual security frameworks is that the prototype has actually been run, and its limita-
tions — no defense against Sybil identities, majority-controlled validators, or large-
scale Byzantine adversaries — are stated rather than glossed over.
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Figure 1 shows the six-layer design. Sensor data is validated first, then passed
through an authenticated key exchange, a privacy and identity layer, and an intermedi-
ate federated-learning stage where vehicles can collaborate on anomaly detection with-
out sharing raw data. Verified events are written to a blockchain audit layer, and the
top layer exposes APIs and a dashboard for monitoring. Two points about this layering
matter for everything that follows. First, federated-learning updates are verified and
logged exactly like any other event, rather than being treated as a special case. Second,
the layers separate functions, not trust boundaries — a valid signature proves where
data came from, not that the data is correct if the originating sensor was already com-

promised.
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Figure 1- OmniGuard V2X six-layer prototype architecture
(L1-L5, with the L.3.5 federated-learning layer).

The proposed architecture combines various existing security techniques to cre-
ate a unified framework for smart vehicles communication. Rather than trying to come
up with a solution from scratch, the approach combines decentralized identities, private
authentication, blockchain audit, quantum-resilient communications, federated learn-
ing, and forensic log encryption.

Every smart vehicle gets assigned a decentralized identity based on Lamport
one-time signature scheme that only uses one-way hash functions and, therefore, is
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believed to be adequate for post-quantum world. Each key pair can be used only once
so a new one has to be created for every authentication attempt. The current implemen-
tation of the framework uses open registration and thus anybody can create an identity
in the system. However, this doesn't prevent Sybil attack and thus a real-life implemen-
tation should include some external entity responsible for enrollment such as vehicle
manufacturer or transportation authority.

To ensure privacy in the system the framework uses combination of Pedersen
commitment and Schnorr-style zero-knowledge proof [4]. In particular, this enables
vehicles to prove their compliance to certain rules, like remaining under certain speed
limit, without disclosing their exact speed. Thus, it provides good privacy but relies on
classical assumption of discrete logarithm problem and thus is not post-quantum yet.

Integrity of the blockchain is guaranteed through usage of dual-hash structure
based on SHA-2-256 and SHA-3-256 hashes. Such structure makes detecting the mod-
ifications very easy. Proof-of-authority consensus guarantees proper validation of new
blocks and thus provides robust auditing and traceability although still relying on
trusted validators. Security of communications between vehicles starts from capability
negotiation and then session key establishment based on ML-KEM (Kyber) [3].
Crypto-agility layer is implemented to select proper signing algorithm, while post-
quantum security applies only to the key exchange.

Finally, the architecture uses federated learning for joint anomaly detection with-
out exchanging raw vehicle data. Update of local models is secured with differential
privacy, filtered to decrease influence of malicious contribution, and aggregated
through trimmed mean strategy. First tests show good resistance to abnormal updates
although larger scale test are necessary yet. Other features of the architecture include
encryption of forensic logs, biometric safe-mode activation, proof of proximity verifi-
cation, and AES-256-GCM encrypted blockchain storage.

The computational complexity of the proposed framework varies according to
the function being executed. Most local operations, including telemetry validation,
ML-KEM key establishment, and blockchain insertion, are performed in constant time,
O(1). As a result, the processing cost of an individual vehicle remains stable even as
the number of connected vehicles increases. Communication-intensive operations be-
have differently. When every vehicle exchanges information with every other vehicle
or when multiple validators participate in the same consensus round, the total commu-
nication cost grows to O(n?). Blockchain verification depends primarily on the number
of stored blocks, whereas the cost of federated-learning aggregation increases with both

the number of participating clients and the size of the learning model. These complexity
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values describe expected theoretical behavior rather than measurements from large-
scale deployment. Committee-based validation, hierarchical gossip, batching, and
sharding are planned to improve scalability in future versions of the framework.

Performance was evaluated using the prototype implementation in a controlled
local environment. The measured end-to-end latency of the complete processing pipe-
line was 5.34 ms, recorded after the system had reached a stable operating state with
initialized cryptographic contexts and cached resources. This result is presented as a
reproducible prototype measurement rather than as a benchmark for production-scale
V2X networks. An earlier latency value of 3.57 ms was removed from the final evalu-
ation because repeated experiments could not reproduce the same result with sufficient
consistency.

Only results that could be reproduced reliably are included in this study; protocol
overhead, large-scale adversarial detection accuracy, and comprehensive federated-
learning robustness are therefore not reported as quantitative metrics. The current im-
plementation demonstrates feasibility, while a more extensive evaluation involving
larger vehicle fleets, diverse network conditions, and repeated trials remains necessary
to validate performance under real-world operating conditions.

Four limitations recur often enough across the preceding sections to be worth
restating together, summarized in Table 1. Identity and consensus share one root cause
— open registration — since nothing under the current policy limits how many DIDs
a single actor can create, so neither the majority-vote chain nor the proximity check is
Sybil-resistant by itself; both assume an admission step that has not been built. Dual-
hash integrity and majority-controlled validation answer different questions — whether
a record was altered after the fact, versus whether enough validators agreed to accept
it when it was written — and a quorum-controlling coalition can satisfy the second
while still recording something false, which the hash chain will then faithfully preserve.
Post-quantum coverage is real but partial: the ML-KEM handshake is genuinely pro-
tected against a future quantum adversary, while the Pedersen/Schnorr privacy layer is
not, and describing the whole system as post-quantum without that qualification would
be inaccurate. Finally, the federated-learning robustness result is the most provisional
claim in the paper — a three-peer, single-trial sanity check demonstrates that one large,
obvious outlier gets caught, not that the pipeline withstands an adversary operating
near the detection boundary.
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Table 1 — Documented limitations and what would close each one.

Mechanism Documented limitation What would close it
DID identity (4.1) | No Sybil resistance under open reg- | External admission: certificate, enroll-
istration. ment, or stake.
Majority-vote Quorum control can sign false but | Bounded-committee BFT / certificate-
chain (4.2) valid-looking blocks. gated validators.
PQC handshake | Only the key-establishment path is | Lattice- or hash-based replacement for
(4.2) post-quantum. the privacy layer.
FL aggregation Validated on 3 peers, 1 trial, 24 Larger peer counts, multi-trial, confi-
(4.3) samples only. dence intervals.
ZKP privacy (4.1) Classical discrete-log security; PQC-safe proof system; secure-aggre-
commit-only mode. gation protocol.
Network layer O(n?) volume under full mesh / na- | Committee selection, hierarchical gos-
(§5) ive gossip. sip, batching.

The project's own label for these corrections — corrected but requiring new ex-
periments — is, in the authors' view, the right level of confidence for a system at this
stage: the architecture is coherent and each component is individually defensible, but
Sybil resistance, Byzantine-robust learning, full post-quantum coverage, and large-
scale performance all need experiments beyond what a single-developer prototype can
currently provide.

The clearest next steps follow directly from the limitations above. Closing the
Sybil gap means integrating an external admission mechanism, most plausibly a man-
ufacturer certificate chain or transport-authority enrollment, ahead of DID issuance.
Replacing simple-majority validation with a bounded-committee Byzantine-fault-tol-
erant protocol [6] would address majority control directly, provided committee size
stays small enough to avoid reintroducing O(n?) communication cost. Extending post-
quantum coverage past the key-establishment path means replacing the Peder-
sen/Schnorr construction with a lattice- or hash-based proof system, since post-quan-
tum range proofs remain an active research problem rather than an off-the-shelf com-
ponent. On the learning side, the immediate need is simply more evidence — a larger
peer count, multiple trials, a published confidence interval — since the trimmed-mean
technique already in use is adequate; what is missing is statistical power. Network-
layer work includes committee-selection, hierarchical-gossip, and sharding mitigations
to keep full-mesh and naive-gossip patterns from dominating at fleet scale, and the
forensic black box would benefit from hardware secure-enclave key wrapping and a
standardized chain-of-custody format.

This paper presented OmniGuard V2X, a prototype framework that integrates
blockchain auditing, privacy-preserving mechanisms, decentralized identity, post-
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quantum key establishment, federated learning, and secure forensic logging into a uni-
fied security architecture for connected smart vehicles, demonstrating how established
security techniques can be combined into a practical, modular, and reproducible V2X
security pipeline.

The prototype confirms that these components can operate together while main-
taining a reproducible end-to-end latency and a clearly defined computational profile,
and the study deliberately distinguishes validated results from future objectives by doc-
umenting current security boundaries and experimental limitations instead of making
unsupported performance claims.

Although several challenges remain, including stronger identity admission, Byz-
antine-resilient consensus, broader post-quantum protection, and large-scale experi-
mental validation, the proposed architecture provides a solid foundation for future re-
search on secure intelligent transportation systems. The authors believe that openly
presenting both the capabilities and the present limitations of the prototype makes Om-
niGuard V2X a useful reference platform for the continued development and evalua-
tion of next-generation V2X security solutions.
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Awnnotanust: [Ipeayioxkena KpuTepraabHas CXeMa COMOCTABICHHS METOI0B MAIIHHHOTO 00Yy-
YEHUsI, MPUMEHIEMBIX B IalITUBHOM YIIPaBJICHUH CBETODOPHBIME 00BeKTaMu. [101X0/1bI pa3aeieHbl
[0 YETBIPEM YPOBHSIM: MPEICTABICHHE TPAHCIIOPTHON CHUTYAIlMH, JIOKAJIbHOE MPUHATHE PEIICHHUS,
KOOP/IMHAIIMS CETH M AKCIUTyaTallMOHHOE pa3BepThiBaHue. [loka3aHo, Kakue OrpaHUYCHHS OIpe/ie-
nst0T BeIOOp Mexay DQN-, pressure-based, rpadoBsiMu, attention- u offline-RL moxensmu.

KitroueBble cll0Ba: KpUTEpUATILHOE CPAaBHEHHUE, aIAIITUBHOE YIIPABICHHUE, CBETO(POPHBINA 00b-
eKT, 00yUYeHHE C TIOJKPEIICHUEM, TPAHCTIOPTHOE JaBJCHNE, MHOTOAr€HTHAS KOOPAMHAIHS, O(IaiH-
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Abstract: An engineering-oriented framework is proposed for comparing machine learning
methods used in adaptive traffic signal control. The methods are examined at four levels: traffic-state
representation, local decision making, network coordination, and operational deployment. The frame-
work clarifies when DQN, pressure-based, graph, attention, and offline reinforcement learning mod-
els are appropriate and which limitations restrict their practical use.
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CBeTo(OpHBIM KOHTPOJUIEP paclpeiessieT OrpaHuYEHHOE BpeMs MEXAYy KOH-
GbauKTyOMUMA HanpaBieHussMA. OUKCUPOBAHHBIN TIJIaH JEJIaeT 3TO 10 3apaHee pac-
CUMTAHHOMY CIICHAPHIO U TOTOMY TepseT 3G (HEKTUBHOCTH, KoTaa PaKTUYECKHMA CITPOC
3aMETHO OTJIMYAETCsl OT PacyeTHOro. AJanTHBHAsI CUCTEMa JOJKHA pearupoBaTh Ha
TEKYILYI0 04epe/ib, 3arPy3Ky BBIXOJHBIX YYACTKOB U MOCJEACTBUS COOCTBEHHOTO pe-
IIEHUS JJ1s1 COCETHUX MEPEKPECTKOB [1, 2].

JI71st MalmuHHOTO 00YYEHUST KITIOUEBBIM SIBJISIETCS HE TOJIBKO BHIOPAHHBIN alro-
put™M. Ha utor BnusitoT coctaB HaOIIOJEHUN, MHOXKECTBO JOMYCTUMBIX JICHCTBUM,
TPAHCTIOPTHBIN CMBICT (YHKIIMU BO3HATPaXKJICHUSI U CIIOCOO CETEBOM KOOpPAMHAIUU.
[TosToMy comocTaBieHrue MOJIeNIe TOIbKO MO HA3BaHUIO HEHPOCETEBOM apXUTEKTYPbl
HE MO3BOJISIET OLICHUTh UX IPUMEHUMOCTh Ha peaibHOM 00BbeKTe [3].

[{enp paboThl — CUCTEMATU3UPOBATh METO/bI MAIIMHHOTO OOYYEHHUSI 110 YEThI-
PEM MHKEHEPHBIM YPOBHSIM: MPEACTABICHUIO TPAHCIIOPTHOM CUTYAIIMH, JOKAJTbHOMY
BBIOOPY (Da3bl, B3aMMOJIECUCTBUIO HECKOJIBKUX KOHTPOJIJIEPOB M YCIOBHUSIM Oe3omac-
HOTO pa3BepThiBaHus. [Iporno3upoBanue Tpaduka paccMaTpuUBaeTCs KaK BCIIOMOTa-
TelbHas QYHKIIMS, a HE KaK 3aMeHa aJropuTMa YIpaBJICHHUS.

Brimonnen neneBoit tematuyeckuii nouck B eLIBRARY.RU, IEEE Xplore,
ACM Digital Library, arXiv u Google Scholar. B xopmyc BkitodeHs! 12 HCTOYHUKOB:
0030psI [2, 3], uccneaoBaHus JOKAIBHBIX U CETEBBIX KOHTpOJuIiepoB [4-10], mporaos-
Hasg mojaenb STGCN [11], pykoBoactBo FHWA [12] u obs13arenbHas 1151 KoHGEpeH-
ruu myonukarus BIJITY [1]. Pabora He mpeTeHayeT Ha MeTaaHaIu3: UCTOYHUKU OT-
OUpaINCh AJIsI CPABHEHUS MPUHIIUIIOB TTIOCTPOCHUS CUCTEM.

st kaxxaoro Meroga GUKCUPOBATUCH U3MEPSIEMOE COCTOSIHUE, YITPABIISIOIIEE
nercteue, GyHKIUS BOZHATPAKICHUS, MACIITad CEeTH, MPOUCXOXKICHUE 00yJarolux
JAHHBIX ¥ HAJIMYUE OTpaHUYCHHI 0e30macHOCTH. [IponeHThl yiydIeHus: U3 pa3HbIX
myOIuKaIii He 00bEeIUHSINCH, TIOCKOJIBKY OHU TIOJYYeHBI HA HECOMIOCTABUMBIX TO-
MOJIOTHSIX, MPOPUIISIX CITPOCA, CUMYIISITOPax M 0a30BBIX KOHTPOJUIEPaX.

B nokanbabix DQN-Moems1X cocTosiHuE IEpEeKpecTKa Mpeodpa3yercs B OLIEHKU
MOJIE3HOCTH 0Ny CTUMBIX (pa3 [4]. Takoit moaxosd crocoOeH yUUTHIBATh HEIMHEIHBIC
3aBUCUMOCTH, HO OOBIYHO TMPHUBSI3aH K T€OMETPUU BXOJa U YYBCTBUTEJICH K CIIOCOOY
3ajaHus Harpajbl. Pressure-based mMeToabl UCMONB3YIOT O0jiee KOMIAKTHBIA TpaHC-

HOpTHBIfI IIPpU3HAK — I[I/IC6aJIaHC MCKIY BXOJHBIMHU W BBIXOAHBIMH ITIOTOKaAMMH. B
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PressLight [5] oH cBsi3bIBaeT 00yueHHE C MPUHIIMIIOM Max-pressure, 4To obJyierdaet
UHTEPIIPETALINIO PEIICHHUS.

FRAP [6] cpaBHuBaeT KoHQMKTyI0mKE $a3bl MOMAPHO M YUUTHIBAET CHUMMET-
pun koHpurypamuu. Bmecre ¢ PressLight 3ToT mogaxoa BBOOUT TpaHCIIOPTHYIO CTPYK-
Typy HENOCPEACTBEHHO B KOHTPOJUIEP U TEM CAMbIM YMEHBIIAET 3aBUCUMOCTD OT MpO-
M3BOJIBHOTO Habopa Mpu3HakoB. OTpaHUYEHUEM OCTAETCs TPeOOBAaHUE HAJEKHO W3-
MEpSTh OUepea U KOPPEKTHO OMUCHIBATH JOMyCTUMBIE (a3l [5, 6].

JUis ceTH NepeKkpecTKOB HE3aBHUCHUMOE OOYUYEHHE CO3JaeT HECTallMOHAPHYIO
Cpely: NOJUTHKA KaXXJI0T0 areHTa MeHsIeT BX0JHOU NoTok cocenend. CoLight [7] nmpen-
CTaBJIET CETh I'pa)OM U C MOMOIIBI0 BHUMAHUS BBIOMPAET 3HAUUMBIE COOOIIEHUSI OT
cBa3aHHbIX y3510B. CityFlow [8] mo3BosisieT BOCIpor3BOAMMO MTPOBEPATH TAKHE CXEMBI
Ha KpynHBIX cleHapusax. CereBas KOOpJAWHALMS IOBBIIIAET MacIITAOUPYyEMOCTb
yIpaBJeHUs], HO J0OABISET 3aBUCUMOCTh OT KAHAJIOB CBSI3U M Ka4€CTBA TOMOJIOTUH.

AttendLight [9] oOpabatbiBaeT mepemMeHHOE YHCIIO JOpOr, Mojoc u a3, mo-
ATOMY OJIHA apXUTEKTypa MOXKET NPUMEHATHCA K HECKOJIBKUM KOHPUTYypalusiM. ITO
HE TapaHTupyeT padoTy 3a npeaenamu odyyvaroniero pacnpenenenus. D2TSC [10] ne-
peHocuT 00ydeHue B 0IialiH-peKUM: TOJIUTUKA POPMUPYETCS IO UCTOPUUECKUM JIaH-
HBIM, @ CUTHAJI HarpaJbl BOCCTAHABIMBAETCS C YUYETOM TPAHCIIOPTHBIX 3aKOHOMEPHO-
cTed. PUCK OHJIaiH-3KCIIEPUMEHTA YMEHBINAETCS, HO Ka4€CTBO OTPAHUYEHO ITOKPHI-
THEM UCXOJIHOTO Habopa JAeHCTBUIA.

STGCN [11] nporHo3upyeT TpaHCHOPTHBIE MOKa3aTeNu Ha rpade TOpOoKHOM
CETH U MOXKET 3apaHee coo0UIaTh KOHTPOJUIEPY O MpUOIMKEeHUH neperpy3ku. O1Hako
MUHUMaJIbHAs OUIMOKa MPOTHO3a HE paBHA MUHUMAJIBHOM 3aJIep’KKe: OKOHYATEIbHOE
penieHre 00s3aH0 YUUTBIBATh TIONMYCTUMbIE (Da3bl, IEPEXOIHbIE HHTEPBAJIBI U COCTOS-
HHE€ BBIXOJHBIX HarpaBlIeHW. [103TOMy IpPOTHO3HBIM MOAYJIb CIEAYET OLICHUBATH
COBMECTHO C YIPABJISIIOUIUM aJITOPUTMOM.

ConocTaBienue nokasbiBaet, 4o DQN yo0eH kak 60a30BbIN JOKaIbHBIN KOH-
TpoJuiep; pressure-based METObI JatOT O0JIee IBHYIO CBSI3b PELICHUSI C TPAHCIIOPTHBIM
COCTOSIHMEM; TpadoBble MOJIEIN HYXHBI IPU CHUIBHOM B3aUMOJCHCTBUU COCEIHMX
00BEKTOB; attention-MeXaHU3Mbl YMEHBUIAIOT JKECTKYIO MPUBSA3KY K KOHQUTYpaLUH;
offline-RL orpannuuBaeT puck oOydeHHs Ha 1O0pore. DTH KIACChl HE B3aUMOUCKIIIO-
YarouMe U MOTYT UCTIOJIb30BATHCS B OJJHOM MHOTOYPOBHEBOM CUCTEME.

[Ipennaratorcs cemb KpUTEpUEB BbIOOpa: MaciiTad 00beKTa, U3BMEPUMOCTH CO-
CTOSIHUSI, TUII IEMCTBUS, TPAHCIIOPTHAS MHTEPIPETALMs Harpaabl, MEXaHU3M KOOP/IH-

HaIlM{, TIEPEHOCUMOCTh W HAJIMYUE HE3aBUCHMOTO KOHTypa Oe3omacHOCTH. Takou
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HaOOp OTHENSET CBOMCTBA METO/Ia OT YCJIOBUHM KOHKPETHOIO 3KcnepuMeHTa. Hanpu-
MEp, BBICOKHH Pe3yJIbTaT B CUMYJISITOPE HE KOMIIEHCUPYET UCIOIb30BaHUE NMPU3HAKA,
KOTOPBI HEBO3MOKHO MOIYYUTh OT YCTAHOBJIEHHOTO JIETEKTOPA.

[TpoBepka qOMKHA ONMPATHCS HA HECKOJIBKO SKCIUTyaTallMOHHBIX IIOKa3aTeleH.
FHWA [12] pekoMeHayeT aHAIU3UPOBATh BPEMS MOE3JKH, HAJIEKHOCTh, 3aJEPKKY,
CKOPOCTb, YMCJIO OCTAHOBOK, IPOILYCKHYIO CIIOCOOHOCTB M ouepenb. [l cpaBHEHUs
CBETO(OPHBIX TOTUTHUK MUHUMAIBHO JJOCTATOYHBI CPETHSS 3a/IePKKa, OUepeIb, YUCIIO
OCTaHOBOK M IPOIYCKHAsl CIHOCOOHOCTh. DKOJIOTMYECKUE IOKAa3aTEeNU JOIYCTHUMBbI

TOJIBKO TIPH SBHO 3aJJaHHON MOJIEIN pacxoja TOTUIMBA UIu BeIOpocoB [1, 12].

Tabnuna 1 — ConoctaBieHrue paccCMaTpUBaEMbIX MOJIXO/I0B

IToxxon 1 macurrad

OCHOBHOU PUHIIUIT

KiroueBoe OI'paHHUYCHUC

DQN [4], oqun niepekpe-
CTOK

Onenka noneznoctu a3

3aBUCUMOCTb OT Harpabl

PressLight [5], mokansHO
WIIH B CETH

MaKCI/IMI/I?;aIII/I?I TPAHCIIOPTHOTI'O
JaBJICHUA

Hy>xHbI 1ocTOBEpHBIE JaHHBIE 00
ouepensix

FRAP [6], onun niepekpe-
CTOK

Konkypenuus ¢a3 c yuetom
CUMMETpUH

Her cereBoit koopauHanmu

CoLight [7], ceTs mepe-

I'pacdoBoe BHUMaHUE K cOcEnsIM

CnoxxHOCTb 00Y4YEeHHUsI U 3aBUCH-

KpPECTKOB MOCTb OT CBSI3U
AttendLight [9], nepenocu- | Buumanue k ctpykrype qopor | UyBCTBUTEIBHOCTH K CABUTY pac-
MBI areHT u a3 MIpEACIICHHUS
D2TSC [10], ojunaiin-00y- | ApXuBHBIE TPAEKTOPUHU U BOC- . o
Henonnoe nokpeiTie neicTBuit
YeHUe CTaHOBJICHHAs Harpaja
STGCN [11], nporao3usbli | IIpocTpancTBEHHO-BpEMEHHOM
[11], np pocTp p He dbopmupyer 6e3onacuyto dazy
MOJIYJTb rpad

OCHOBHOW UCTOYHHK HEOMPEAEIEHHOCTH — PACXO0KICHUE CUMYJISILIMK U Pealb-
HOTO 00bekTa. MoJ1esh IBMKEHUS YITPOILAET MOBEJCHUE BOAUTEINCH, ETIEX0/THbIE TO-
TOKH, OIIMOKHU JIETEKTOPOB M PEeAKUE MHIUICHTHI. Puck sim-to-real cHmkaeTcs npu
KaJIMOpOBKE MO TOJIEBBIM JaHHBIM, BapbUPOBAHUU MAPAMETPOB U MPOBEPKE HA HE-
CKOJIbKUX MPpOo(dUIISIX Cripoca, HO He ycTpaHsieTcs mojHocThio [3, 10]. CocTosiHue KOH-
TpoJuiepa ClIeyeT CTPOUTh U3 PEATIbHO TOCTYITHBIX U3MEPEHUIN U OTAEIIBHO IPOBEPSITH
JErpaIalvio MPHU MPOMYCKaxX JAHHBIX.

be3omacHocTh mOmKHA 00€CIIeYnBaThCS BHE 00ydaeMOM MOTUTHKU. ATEHT MO-
’KET BBIOMPATH TOJBKO U3 3apaHee pa3pelieHHOro Habopa a3, Toraa Kak MUHUMAaJlb-
HOE 3€JICHOE BPEMSI, KEIThIM U MOJHOCThIO KPACHBIM HHTEPBAJIBI, 3aMIPET KOHPIUKTY-

omux HaHpaBJ'ICHI/Iﬁ H BpCM IICHICXOJHOIO IepeExoaa 3aAar0TCA I[CTGpMPIHHpOB&HHOfI
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norukoil [2]. Ilpu HenocToBepHBIX HAOTIOACHUSIX UM COOE€ BBIUMCICHUM HEOOXO0AUM
aBTOMATUYECKUI NIEPEXO] K PE3EPBHOMY ILIaHy.

OKCIUTyaTallMOHHAs LIEHHOCTh TAK)KE 3aBUCUT OT OOBSICHUMOCTU U COBMECTHU-

MocTu ¢ o0opynoBaHueM. Pressure-based perieHne MOXKHO CBS3aTh C M3MEPEHHBIM
aucOaJaHCcOM TMOTOKOB; CIOKHAsh HEWPOHHAs MOJIMTHUKA TPeOyeT JOMOJHUTEIbHBIX
CpeaCTB AuarHocTuku. MHTemexTyanpHas 00paboTka TpaHCIOPTHBIX IaHHBIX IPUMe-
HUMa U K 9KOJIOTUYECKOMY MOHUTOPHUHTY [ 1], 0THAKO COKpallleHrE 3aI€PKKU CaMO 110
ceOe He 1I0Ka3bIBAET YMEHbBIIEHUE BBIOPOCOB.
Cucremaruszanys nNoKaszajia, 4To IPUMEHUMOCTb METO/A ONIPEAEIAETCS BCEH apXUTEK-
TypOH yIIpaBJI€HUS, a HE TOJIBKO aJrOPUTMOM ONTHUMM3auuu. /{151 OAMHOYHOrO nepe-
KPECTKa pa3yMHOM OTIPABHOM TOYKOU SIBISECTCS NMOJMTUKA YIIPABICHUS, UCIIOIb3YIO-
1jasi o4Yepe U TPAHCIOPTHOE JIaBJIICHUE: OHA UMEET YMEPEHHYIO BBIYMCIUTENbHYIO
CJIOKHOCTh U JIOIYCKAeT CoAeprKaTeabHOe 00bsCHEHHE BbIOOpa (a3bl. i ceTu mo-
Tpedyercs rpadoBasi KOOpAUHALMSA, a JAJIs IEPEHOCA Ha PeallbHbIi 00BEKT — IIPOBEPKA
C/IBUTa JAHHBIX U BHEIIHUHA KOHTYp O€30MaCHOCTH.

B nanpHennmen 3KCepuMEHTAIBHON YaCTH IUIAHUPYETCs B OJHOM UMUTALIMOH-
HOM cpeJie conocTaBUTh (PMKCUPOBAHHBIM IIJIaH, max-pressure 1 00y4aemylo pressure-
based monutuky. Tonosnorusi, mpopuian copoca, UHTEPBAJbl YIPABICHUS U MOKa3a-
Tenu 3QpekTuBHOCTH Oy Iy T 3a)UKCUPOBAHBI 3apaHee. J{o MpoBeeHUsl TAKOT O dKCIIe-
PUMEHTa PACCMOTPEHHBIM MOJIETSIM HE MPUIHUCHIBAETCS YHUBEPCAIBLHOE MPEUMYIIE-

CTBO, CTAaTbs OIIPCACIIACT YCIIOBUA UX KOPPCKTHOI'O CPAaBHCHUA.
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TPEXKOHTYPHASA MOJIEJIb OBYHYAEMOI'O YIIPABJIEHUA
CBETO®OPHBIM OFBbEKTOM: PAHXKUPOBAHME, CEPBUCHBI
JIOJIT U ®A30BBIA JOIIYCK
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AHHOTaAIMsI: pacCMaTpUBaETCst 00y4aeMblii CBETO(OPHBIN KOHTPOJUIEP, B KOTOPOM pEIICHUE
IIPOXOAUT TPU HE3aBUCUMBIE ITIPOBEPKU: TPAHCIIOPTHOE PAHKMPOBAHUE, YUET HAKOIUIEHHOI'O CEPBUC-
HOTO J1oyra v Pa3oBbIi Komyck. s aToi apxuTekTypsl 3agansl CMDP-Moaens, n3MepuMBbIii BEKTOP
HaOJI0ACHNH, TPABUIIO0 MACKMPOBAaHUs KOMaHA U kpuTtepuu rposepku B SUMO. Pa3nienenne KOHTY-
POB HCKJIIOYAET KOMIIEHCALUIO OIIACHOIO NIEPEKIIIOUEHUS YIIyUIEHUEM CPEIHEN 3aEPKKH.

KnroueBsle cioBa: cBerodopHoe ynpasienue, CMDP, cepBucHslit 1oir, $ha3oBslii rpad, Mac-

KHUPOBAHHC HeﬁCTBHﬁ, TPaHCIIOPpTHAA 04CPClb, 0€301I1aCHOCTb.

A THREE-LOOP MODEL FOR LEARNING-BASED TRAFFIC SIGNAL
CONTROL: RANKING, SERVICE DEBT, AND PHASE ADMISSIBILITY

D.N. Davidenko', A.V. Achkasov'

'Voronezh State University of Forestry and Technologies named after G.F. Morozov

Abstract: A learning-based traffic signal controller is represented by three independent loops:
mobility ranking, accumulated service-debt control, and phase admissibility. The paper defines a
CMDP model, a measurable observation vector, an action mask, and a SUMO verification protocol.
The separation prevents an unsafe transition from being numerically compensated by lower average
delay.

Keywords: traffic signal control, CMDP, service debt, phase graph, action masking, traffic
queue, safety.
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Cpennsist 3anepxka yaoOHa KaK UTOrOBasl CTAaTHUCTHKA, OJIHAKO OHA HE 3a/1aeT
MOJIHOIIEHHYIO JIOTUKY KOHTpoJsuiepa. G. Zheng 1 coaBTOpbI OTMEYAIOT, YTO CYILECTBY-
Io1Me paboThl YaCTO MUCIONB3YIOT «an ad-hoc weighted linear combination of several
traffic measures» [1]. Takast cymMa J0IyCKaeT YMCICHHYIO KOMIIEHCALIUIO: YXY/IIIe-
HUE OJTHOTO HAMPABIICHUS MOXKET OBITH CKPBITO YIyUIIEHUEM JAPYTOT0, a PEAKOE OTac-
HOE TIEPEKITFOYCHIE — OOJIBIITUM BBIUTPHIIIEM 10 ouepean. [loaTomy B HacTosmei pa-
00Te KaueCcTBO JABUKEHUS, CBOEBPEMEHHOCTh OOCTYKUBaHU B (PU3nIecKas J0IMyCTH-
MOCTh KOMaH/Ibl pacCMaTpUBAIOTCA KaK pa3Hble TUIMBI TpeOoBanuii [1, 2,].

CocTaB TaHHBIX TAK)K€ HEJIb3s1 BRLIOUPATh TOIBKO MO YA00CTBY CUMYJISTOpA. AB-
Topbl D2TSC cBs3bIBAIOT C1a0yI0 MEPEHOCUMOCTD Psijia PEHICHUI C UCII0JIb30BaHUEM
«unrealistic fine-grained state observations and reward signals that are not directly ob-
tainable from real-world sensors» [4]. OqHOBpEMEHHO YHCTO aBTOMOOUIILHOE HAOJII0-
nenue HenoaHo: B. Poudel u coaBTopsl hopmynupyroT 3agady kak «jointly optimizing
both pedestrian and vehicular efficiency» [4]. CnenoBarenbHo, MOJIENb A0IAKHA OIHU-
paThCs HA U3MEPUMBIE MPU3HAKU U OTAEIHHO YJEPKUBATh KaueCTBO OOCTYKUBaHUS
Ka)XJI0W rPpyIIbl YYaCTHUKOB ABWKEHHUS [4, 5.

Jlist pazenenus TpeOOBaHMM UCIOIB3YETCs OTpaHUYEHHAs MApKOBCKas MOCTa-
HOBKa. J. Achiam u coaBTopbl cunTaroT 6osiee ya1ooHbsIM «specify both a reward func-
tion and constraints, rather than trying to design behavior through the reward function»
[3]. Ho orpannuenue Ha 0KUIAEMYIO0 CTOUMOCTh CaMo 10 ce0e He OJIOKUpPYET eTMHUY-
HYI0 3anpenieHHyo komauay. [Toatomy k CMDP noGasnsiercs ha3oBsiii cynepBU3op:
SafelLight mpemnaraer «incorporate road safety standards as enforcement» [6], a A.
Miiller m M. Sabatelli ucrons3yroT «an action space that is safe by design» [7]. Llenb
CTaThH — CBS3aTh OTH UJCH B CIMHYIO TPEXKOHTYPHYIO apXUTEKTYPY IS OMUHOYHOTO
MepeKpecTKa.

ApPXHUTEKTypa COACPKUT KOHTYP PAHKUPOBAHUS, KOHTYpP CEPBHUCHOTO JIOJITa U
KOHTYDp (ha3oBoro momycka. [IepBbIii cpaBHMBAET TOJIBKO T€ KOMAHJBI, KOTOPBIC yiKe
MPU3HAHBI 0€30MACHBIMU, U OIICHUBAET MX MO MU3MEHEHHUIO TPAHCIOPTHON HArpy3KH.
BTopoii HakaruMBaeT HEYJOBIECTBOPEHHBIN CIPOC OTACIbHBIX HAIIPABICHUHN U TTEIIE-
XOJTHBIX 3a5IBOK; €T0 COCTOSTHUE HE OOHYIISIETCS M3-3a KPATKOBPEMEHHOTO yIIYUIIICHUS
CpEeIHero IoKa3aTeisl. TpeTHil SBISICTCS NETCPMUHHUPOBAHHBIM aBTOMAaTOM M HE
y4acTBYeT B OOYUCHHUH: OH yIaJIseT KOH(PIMKTHBIC ITEPEX0IbI, COOII0IaeT MUHUMATh-

HbIE JIJTUTEILHOCTH U BCTABIISIET 00s13aTeNIbHBIC MPOMEXKYTOUHBIC UHTEPBAJIHI [2, 3, 6,

7].
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M* x = (X,U,T,r,v,c b, H_o).

rae: X — Ha0JII01aeMO€e COCTOSIHHE;

U — HaMepeHus MOJUTHKH;

T — TMHaAMuKa TPAaHCIIOPTHOU CpPEbI;

r — (yHKIIMA paHKUPOBAHUS;

Y — IUCKOHTUPOBAHMUE;

c={Cl, ..., Cm} — CEPBUCHBIC CTOUMOCTH;

b= {bi, ..., bm} — UX OIOIKETHI.

Komnonent H, 3amaet ¢a3oBblii gonyck u pacmupser oobranyro CMDP-mo-
J€J1b UCTIOJTHUTENbHBIM KOHTPAKTOM.

[Tonutuka m GopMupyeT HE SNEKTPUUECKUE CUTHAIIBI CEKLIUIA, 8 HAMEPEHUE BbI-
OpaTh OJHY W3 3apaHee MPOBEPEHHBIX TPAHCHOPTHBHIX (ha3. Takas TpakTOBKa COXpa-
HSET CMBICJI OTpaHWYEHHOro0 Tporiecca [2, 3], HO mepeHocuT pusznueckyro Oe3omac-
HOCTb U3 WTpada B CTPYKTYpPy AOCTYIHBIX ASUCTBHI [6, 7].

BekTop cOCTOSIHHSI CTPOUTCS OT HOCTYIHOTO M3MEPHUTENIBHOIO KaHajla K ajiro-
puTMy, a He HaoOopoT. Mccinenoanue G. Zheng 1 coOaBTOPOB MOKa3bIBAET, UTO OoJIee
CJIOKHOE MTPEICTABICHUE MOKET 3aMeISITh 00yueHue 0€3 COMoCTaBUMOTO BEIMTPHIIIIA
[1]. D2TSC nononauTtenbHO TpeOyeT, 4YTOOBI MPU3HAKU U LIEJEBBIE CUTHAJIBI MOTJIU
OBITH BOCCTAHOBJIEHBI 110 peabHbIM XKypHaslaM U ieTekropaM [4]. IloaTomy B Mozenb
HE BKJIIOYAIOTCS UCANbHBIE TPAEKTOPUU BCEX aBTOMOOMIIEH, TOUHbIE OyayIlue MpH-

OBITHS WU APYTHUE BEIMYUHBI, OTCYTCTBYIOIINE Y PEAIbHOTO KOHTPOJUIEpA.

Tabnuua 1 — CoctaB U3MEPUTENBHOIO KOHTPAKTa

OeMeHT HalJItoeHUS Hcrounuk n3mepenus Ha3nauenue B mogenn
i, Aqi JlerekTop nim BUIEO Ouepenp u ee AuHamMukKa [5, 9]
0i JlaTuuk 3aHATOCTH Pexxum mioTHOCTH MOTOKA [ 5, 9]
Pt Tt XKypHan koHTpOIUIIEpa ITpoBepka (hazoBbIx Taiimepos [7, 11]
zZi JletexTop BeIXO1A Hckmrouenne nepenoaHeHuns yyacrka [4]
dPed Kunonka wnm Bugeo VYyer nemexoaHoro oxugaHus [§]
Li Jnarnoctuka kaHana [Ipu3Hak 1OCTOBEPHOCTH JaHHBIX [9]

Ouepenp q; ¥ ee npupaileHue Aqi XapakTepu3yloT He TOJIbKO pa3Mep HaKoILie-

HUSI, HO U HallpaBJICHUE U3MEHEHUS CUTYaIuU. 3aHSITOCTh Oi IOMOTAeT pa3iniyaTh CBO-

OOJIHBIN MOJX0/T U IUIOTHBIN MOTOK MPU OJMHAKOBOM YMCJI€ OCTAHOBUBIIUXCSI MAIIIUH

[1, 4]. ITapa py, T: 6epeTcs U3 )KypHaAJIa KOHTPOJIJIEpA U HYKHA CyTiepBu3opy. Peseps z;
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IPUHUMAIOIIEH MOJO0CHI MTPEA0TBpaIIaeT Nepeiady MOTOKa B YXKe 3al0JHEHHBIN y4da-
CTOK M corsacyercs ¢ Jorukoi nasnenus [8]. [lemexomusiii gonr dP pukcupyer mpo-
JOJKUTENBHOCTD HeoOCTy keHHOM 3asBkH [5]. KoaddunmeHT | moka3siBaeT 10BEpHUe
K U3MEPEHHUI0, YTOOBI OTCYTCTBHE COOOIICHUS TaTYMKa HE UHTEPIPETHUPOBATIOCH KaK
HYyJEBOU cripoc [4].

BrIxon HEMpoceTeBO# MOTUTHKN TPAKTYETCS Kak 3ampoc 1eneBoi ¢as3pl. dak-
TUYECKasi IMOCJIENOBAaTeIbHOCTh CUTHAJIOB (opMupyercs oTAenbHo. B pabote A.
Miiller u M. Sabatelli npocTpancTBO Qa3 coaep UT TOIBKO HEKOH(PIUKTYIOMINE KOM-
OmHaIMM, a Macka rapaHTupyert, 4To «only appropriate phase transitions are carried
out» [7]. SafeLight paccmaTpuBaeT 6€30MaCHOCTH KaK MPUHYAUTEIHLHO UCIIOIHIEMOE
TpeOOoBaHMe, a HE KaK MOXKeJIaHue, BRIpAKEHHOE BemurHoi mtpada [6]. Ha sToi oc-
HOBE H,, XpaHUT BepIIMHBI pa3pelIeHHbIX (pa3, TOMyCcTUMBbIE pedpa Nepexo10B U Bpe-
MEHHBIE YCIIOBHUS KaXI0T0 pedpa.

AJNTOPUTM UCIOJIHEHHS COCTOUT U3 YeThipex ornepanuii. CHavana no rpady E¢
yAAISIOTCS HEIOCTHKUMBIE U3 TeKylled ¢da3bl HaMepeHus. 3aTeM MPOBEPSIOTCS MU-
HUMAaJIbHOE 3€JIEHOE BpeMs M HaJIMYMe MeCTa Ha BBIXOJHOM noaxoze. Ilocne BbiOopa
LIE€JIEBOI BEPIUMHBI CYNIEPBU30P CaM pa3BOPAYMBAET MEPEXO] B MTOCIIEI0BATEIBHOCTD
«3€JIEHBI — KENThI — MOJIHOCThIO KpacHbI — HOBasd (a3a». HakoHen, ecian macka
ycTa, IPUMEHSETCS 3apaHee MPOBEPEHHOE PE3EPBHOE JEHCTBUE, a HE TPOU3BOJIBHBIN
BBIXOJl MOJIeTu. TeM caMbIM oO0ydaeMas 4acTh HE MOJIy4aeT JOCTyIa K mapameTpam,
HapyIIeHWEe KOTOPBIX 3aMpenieHo MPOEKTOM 00bEKTa U MpaBUjIaMu ITPUMEHEHUS CBe-
todopos [6, 7, 9].

KoHTyp panxupoBaHus OIIECHUBAET KPATKOCPOUHBIN TPaHCTOPTHBIN 3 dekT. B
KauecTBe 0a30BOM BETUYMHBI UCIIOJIB3YETCS MOTEHLIHAN HaKoIuieHUsT @, 3aBUCAIIMIA
OT oYepeiel Ha BXOJaxX U JOCTYITHOTO pe3epBa BbIX0A0B. Ero ymeHblIeHuEe 03HAYaeT,
4yTO BhIOpaHHas ¢aza BEICBOOOKIAET MEPETPYKEHHOE JIBMKEHUE, HE CO3/1aBasi OJIOKU-
poBKy downstream-y4yacTka. JTO COXpaHSAET TPAHCIOPTHYIO HMHTEPIPETHPYEMOCTD
max-pressure [8] u u3deraer Habopa HECBA3aHHBIX MITPadOB, KPUTUKOBABIIETOCS B
[1].

OKOJOrMYeCKUI 4YJeH HEe OOBSBISETCS M3MEPEHHBIM PE3yJIbTaTOM CTAaThbU: OH
3a/1aeT MECTO JJI MOJIETIM BHIOPOCOB WJIM MPOKCH-TIOKA3aTENs 10 XOJIOCTOMY XOAY U
pazronam. Bo3MOXHOCTh MHTEIUIEKTYaJIbHOM 00pabOTKHU TPAHCIIOPTHBIX JAHHBIX JJIS
MOHHUTOPHUHTA 3arps3HeHus paccMmorpeHa B. B. Manesuessim [10], a SUMO npeno-

CTaBJSICT MUKPOCKOIIMYCCKYIO CPCAY IS MOCICAYIOIICTO pacuCTa ABMKCHUA U OMUC-
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cuti [11]. KoadduimeHTs! o SBISIOTCS MapaMeTpaMu CIiCHAPHUs U JTODKHBI UCCIIET0-
BaTbCA HA YCTOMYMBOCTH; HU OJIHO MX 3HAYEHUE B IaHHOM pabOTe HE BbIAAETCS 3a DKC-

IICPUMCHTAJIBHO OIITUMAJIBHOC.

Tabnuua 2 — Pa3aenenre OTBETCTBEHHOCTH MEXIY KOHTYPaMH

KonTtyp Urto BeIUMCIISIETCS [IpoBepsiemoe TpeGoBaHue

It: ”3MEHEHHUE MOTEeHIMala, BRITYCK, | BbIOOp sydiero cpeau yxe I0MyCTH-

PamxupoBanue N
OCTaHOBKH, SMUCCUU MbIX HamepeHuii [1, 4, 5]

OI‘paHI/I‘-ICHI/Ie JIIUTCIIBHOI'O OXXKUJaHUA

CepBUCHBIN 0T di, ci u GroKeT b; .
P a b A ! aBTOMOOMJIEN M TIenIexo10B [2, 3, 8]

HyJ'ICBO@ YHUCJIO KOH(i)J'II/IKTHBIX H IIPECIK-

®a30BbI JOMYCK Hy n macka A
Aoty ¢ ‘ JIeBPEMEHHBIX 11epexoI0B [6, 7, 11]

CepBHUCHBIN KOHTYp HYXEH JJI1 TPEOOBaHMI, KOTOPBIE TOMYCKAIOT KPATKOE OT-
KJIOHEHHE, HO HE JOJDKHBI CHCTEMAaTHYECKH HapyIIaTbcs. BMECTO MIHOBEHHOIO
mrpada BBOAUTCS J0AT di: TOKa HampaBiIeHUE 0>KUAET 00CITy )KUBaHMUSL, JOJIT PACTET;
BO BpeMs 3((HeKTUBHOMN 3es1eHO0M (a3bl OH yMeHblIaeTcs. [[j1s nemexooB npuMeHs-
€TCs OTJIEIbHAS IIEPEMEHHAs, IOCKOJIBKY UX OKHJIAaHNE HEJIb3sl PACTBOPSITH B aBTOMO-
owibHOM cpenneit [5]. Hakomennsie npesbiiieHus: Gopmupyrot croumoctd CMDP u
COMOCTABJISAIOTCS € OIOXKETaMH b, UYTO COOTBETCTBYET Pa3JEICHUIO0 BO3HATPAKICHUS
Y OTpaHUYEHUH B [2, 3].

[IpoBepka noykHA OTAENIATh 3P(HEKTUBHOCTh apXUTEKTYphI OT 3P (deKTa KOH-
kpetHoil HeripoceTn. B SUMO [11] npennaraercs peann3oBaTh OJMH U TOT K€ Mepe-
KPECTOK M CPaBHHUTH YEThIPE KOHTpOJUIepa: PUKCUPOBAHHBIN TUTaH, max-pressure [8],
RL ¢ egquHOM Harpagou U TPEXKOHTYPHYIO MOJiesb. KaxxaoMy BapuaHTy nepeaaroTcs
OJIMHAKOBBIE MOTOKU U OJJMHAKOBBIN HA0Op U3MEPUMBIX MPU3HAKOB. OTAEIBHO BBIITOJ-
Hserca pexuM offline-o0yuenusi Ha xypHajax (PUKCUPOBAHHOIO YIIPABJICHUS, MO-
ckoibky D2TSC noka3bIBaeT NpakTUYECKYIO LIEHHOCTh OOYYEHHSI 110 HICTOPUUYECKUM
JAHHBIM 0€3 HIeaTM3MPOBAHHOTO OHJIAH-UCCIIeIoBaHus [4].

Martpuia cueHapueB BKIIOYAET PAaBHOMEPHYIO HArpy3Ky, YCTOWYMBYIO acUM-
METPHUIO, KOPOTKHM MUK, POCT MEMIEXOJHOTO CIPOCa, 3aII0JIHEHUE BBIXOAHOU IOJIOCHI
Y MPOMYCKH JaT4HKa. Pe3yapTaT cUMTaeTCsl MOATBEPKIECHHBIM TOJIBKO IIPH OJJHOBpE-
MEHHOM BBITIOJTHEHUH TPEX IPYIII KPUTEPUEB: TPAHCIIOPTHHIE MTOKA3aTeNId He Xyxe Oa-
30BBIX METOJOB [ 1, 8], JOJITM ¥ UX KBAaHTUJIM YKJIaJIbIBAIOTCS B 3aJIaHHBIC OIOJIKETHI |2,

3, 5], a )xypHal cynepBU30pa HE COAEPKUT BBITTOTHEHHBIX KOH(PJIMKTHBIX MEPEX0JI0B

107



[6, 7, 9]. Cnenyer myOJIMKOBATh paclpeeeHus 0 HECKOJIBKUM CIy4ailHbIM peasiv-
3alMsIM, a HE OJWH Jy4liuil 3amyck. UucineHHble pe3yibTaThl 37€Ch OTCYTCTBYIOT
HaAMEPEHHO: CTaThsl PUKCUPYET MPOBEPSIEMYIO MOJIEIb U YCIIOBUS €€ OMPOBEPKEHUSI.
CdopmupoBaHa TpeXKOHTYpHAsI MOJIeNIb 00y4aeMOT0 YIIPaBICHUS OJMHOYHBIM
cBEeTO(OPHBIM 00BhEKTOM. E€ OTIIMUNTEHHBIA NPU3HAK — Pa3HbIC BBHIYHCIATEIHHBIC
HOCHUTEIH JJI pa3HbIX TpeOoBaHM. TpaHCIOpTHAS HArpaaa paHXKUPYeT TOJIbKO pas-
peleHHble (pa30Bble HAMEPEHUS; HAKOTUICHHBIN J0JT KOHTPOIUPYET OOCTYKUBAHUE
aBTOMOOUJIbHBIX HAIIPaBJICHUH U MEIIEXO0IHbIX 3a5BOK; (Pa30BbI aBTOMAT UCKIIIOYAET
KOH(DIJIMKTHBIC WITU MPEXKACBPEMEHHBIE MIEPEX0/IbI 0 0OpallleHNsI K UICIIOTHUTEILHOMY
ycTpoiicTBy. Takasi cxema He MO3BOJIIET OOMEHSTh (PU3MYECKYI0 0€30MacHOCTh Ha
VIy4dllIEHUE CpeAHEeH 3aJep>KKu. 3aJaHbl U3MEPUTEIbHBI KOHTPAKT, (HOPMYJIbI
Harpajpl U J0Jra, a TakKe BOCIPOM3BOJIUMAs MIporpaMma MpoBEpKU O€3 3asiBIICHUS

HCCYIICCTBYIOIIHUX PC3YJIbTATOB.
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I'MBPUJIHASA CUCTEMA HABUT'ALINM BIVIA B YCJIOBUAX OTKA3A
GNSS: KOMBUHALIUA BU3YAJBHON OJJOMETPUH
U MHEPIIUAJIbHBIX U3MEPEHUI

W.H. 3anun', E.A. Anukees!, A.B. AkumeHnko'

!®I'BOY BO «BopoHEkCKHii rOCy1apCTBEHHBIN JIECOTEXHUYECKUM YHUBEPCUTET

nmenu [.d. Mopo3zoBa»

AHnHoTauus. B cratbe paccmarpuBaercss asToHoMHast HaBurauusi BIUIA B ycnoBusix orcyT-
ctBus GNSS. I[Ipemyoxena rudpuaHas BU3yalbHO-UHEPIMAIbHAs cUcTeMa Ha 0a3e paciuIMpeHHOro
¢unbTpa Kanmana. OCHOBHO#M akIEHT C/IeaH Ha KOPPEKIMK MacTabHOTo Apeiida MOHOKYISIPHOH
KaMepbl ¥ MOBBIIIEHUN POOACTHOCTH alropuT™MOB. [loaxon obecneunBaeT TOYHOCTD, 1OCTATOYHYIO
JUISl TOPOJICKMX MUCCHM U IOMCKOBO-CIIACATEIIbHBIX ONEPaLUi.

KnroueBble cioBa: OecruUIOTHBIN JIeTaTeIbHBIN anmnapar, BU3yalbHas OAOMETpHs, UHEPLHU-

anbHasg Hapuranus, GNSS, pacumpennsiii puibstp Kanmana, VIO, cencopnas Qy3usi, macutaObHbII
dakrop.

HYBRID UAV NAVIGATION SYSTEM IN GNSS-DENIED CONDITIONS:
COMBINATION OF VISUAL ODOMETRY AND INERTIAL
MEASUREMENTS

I.N. Zanin'!, E.A. Anikeev!, A.V. Akimenko!

'Voronezh State University of Forestry and Technologies named after G.F. Morozov

Abstract. This paper addresses the autonomous navigation of unmanned aerial vehicles
(UAVs) in GNSS-denied environments. A hybrid visual-inertial system based on an Extended Kal-
man Filter is proposed. The primary focus is on correcting the scale drift of a monocular camera and
enhancing the robustness of the algorithms. The proposed approach ensures an accuracy level suffi-
cient for urban missions and search-and-rescue operations.

Keywords: unmanned aerial vehicle, visual odometry, inertial navigation, GNSS, Extended
Kalman Filter, VIO, sensor fusion, scale factor.
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[Iupokoe BHeapeHHE OECHMIIOTHBIX JETATENbHBIX amnmnapaTtoB B pa3IUYHbIC
cepsl IeITeIbHOCTH, OT MOHMTOPHHIA CEJIbCKOXO3SMCTBEHHBIX YrOJUN O TOHC-
KOBO-CIIacaTeNIbHBIX ONEpaliii B ypOaHU3UPOBAHHBIX 30HAX, BHISIBUIO KPUTHUYECKYIO
3aBUCUMOCTH OOJIBIIMHCTBA KOMMEPUYECKUX U MIPOMBIIUICHHBIX IPOHOB OT CUTHAJIOB
IJI00aJIbHBIX HABUTALIMOHHBIX CITyTHUKOBBIX cucTeM, Takux kak GPS, GLONASS wnu
Galileo. OgnHako B psie ciieHapueB ucnonb3oBanne GNSS okas3piBaeTCss HEBO3MOXK-
HbIM K HedhPexkTuBHBIM. K TakuM clieHapusiM OTHOCSATCS TTOJIETH BHYTPH MTOMEITIe-
HUM, B IUIOTHON TOPOJICKOM 3aCTpOiKe, BOJIM3U BHICOKOBOJBTHBIX JJUHUM AJICKTPOTIE-
penad, a TakKe B YCIOBUSX MPUMEHEHHS CPEICTB PaMO3JIEKTPOHHON OOpbOBI, MpH-
BOJSIIMX K MTYHIEHUIO WU CITy (PUHTY HABUTAIITMOHHBIX CUTHAJIOB [1].

B orcyrcrBue BHemHero no3nnnoHnpoBanus bIIJIA BeIHyKI€H nosaraTtbcs Ha
COOCTBEHHBIEC OOPTOBBIE CEHCOPHI. TPagUIIMOHHO JIJIs PELICHUs ITOM 3a/1auud UCTIOJIb-
3YIOTCSl MHEPIMAJIbHbIE HABUTAIIMOHHBIE CUCTEMBI, COCTOSIINE U3 aKCEIEPOMETPOB U
rUpockonoB. OJHaKO HEAOPOTHE MUKPOIJIEKTPOMEXAHUUYECKUE CUCTEMBI, YCTaHABIIU-
BaeMble Ha O0JBITMHCTBO Jerkux BITJIA, xapakrepu3yroTcs 3HaYNTEIbHBIMY [ITyMaMH
Y CMEUIEHUAMH HyJs. UHTerpupoBaHue 3allyMJIEHHOTO CUTHAJa aKCeIepOMeETpa AJIs
MOJIyYEHHUS] CKOPOCTH U MO3UIIMK IPUBOJIUT K KBAJPATHUHOMY HAKOILJICHUIO OLTUOKU
BO BPEMEHHU, YTO JEJIAeT YUCTYIO0 UHEPLMAIbHYIO HABUTAIUIO HEMTPUTOIHOM JIJIsl JIJTU-
TEJIbHBIX MUCCHH [2].

AJIbTEpHATUBHBIM WIH JOTOJHSIOIMM MOAXOJ0M SIBISICTCS BU3yalbHas OJ10-
metpus (VO), KoTopasi OlICHHBAET NIEPEMEIICHHE anmnapara myTeM aHalli3a MoCe/0-
BaTEJIIBHOCTH M300pakeHu ¢ 6opToBoi KaMmepbl. VO He MmojBepKeHa Apeidy B 107-
TOCPOYHOU MEPCIEKTUBE MPU HATMYUU JOCTATOYHOTO KOJMYECTBA BU3YaJIbHBIX MPHU-
3HaKOB, HO CTPaJacT OT MPOOJIEM C OLIEHKONH aO0COJIIOTHOrO MaciiTtaba v 4yBCTBU-
TeJIbHA K U3BMEHEHHUSM OCBEILIEHHOCTH, OBICTPOMY JBHKEHUIO U OTCYTCTBUIO TEKCTYPhI
Ha MOBEPXHOCTAX [3].

[{enbto maHHOW pabOTHI sIBIsIETCS 0030p U CHCTEMAaTU3aIMs METOO0B IMOCTpOE-
HUS THOPUAHBIX CHCTEM HaBHUTallUM, OOBEAUHSIONIMX MPEUMYIIECTBA BU3YaIbHOU
OJIOMETPUM W WHEPIUATIBHBIX HU3MEpPEeHUIl. B cTaTbe aHAMM3HPYIOTCS apXUTEKTYPHI
TECHOTO U CJ1a00TO COMPSHKEHUS CEHCOPOB, PACCMATPUBAIOTCSI METOIBI PEIICHUS TIPO-
0sieMbI MaciTaba v OIEHUBAETCS MOTEHITMAIbHAS TOYHOCTh TAKMX CUCTEM B YCIIOBHSIX
otka3a GNSS.

WNuepunanbHas HaBUTAlIMOHHAS CHUCTEMA OMPEIEIIIeT MOJI0KEHHE 00bhEKTa ITy-
TE€M JBOMHOTO UHTETPUPOBAHUS U3MEPEHNUN JTUHEUHOTO YCKOPEHUSI. Y DPABHEHHE JBU-

KCHUA B HHepHHaHBHOﬁ CUCTEMC KOOPpAHHAT MOXKCT OBITB 3aITMCAHO KaK:
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p(D=p+vot+ fo fo (a(8)-b, (8)n, (&) dide

rae: p(t) — BEKTOp MO3UIUY;

V(o — Ha4aJIbHasi CKOPOCTb;

a — U3MEPEHHOE YCKOPEHHUE;

b, — cMellleHne HyJI aKCeJIIePOMETPA;

n, — Iym usmepeHus [4].

Jlaxke HeOoJbIlIME TOCTOSIHHBIE CMEIICHHs b, MPUBOJIAT K OIIMUOKE MO3UIIUH,
pacTyeii nporopimoHansHo t2. Jns MEMS-IaT4iKOB THIMYHOE CMEIIEHHE MOXKET
COCTABJISITh ACCATKA MUJLTUTPABUTALIM, UTO TPUBOJAUT K OIIMOKE B HECKOJIBKO METPOB
y’Ke 4epe3 HECKOJIBKO CEKYH/I ITOCJe MOTEPU BHELIHErO CUTHAIA KOPPEKTUPOBKHU. [ -
POCKOIIBI, U3MEPSIONINE YTIIOBYIO CKOPOCTh, TAKKE UMEIOT APEi(, KOTOPBIN MPUBOIUT
K OIIMOKE B ONpEIEICHUH OPUEHTAIINH, YTO, B CBOIO OU€PE/Ib, HEMPABUIBLHO MTPOCIIH-
PYET BEKTOP YCKOPEHHS B TJI00ANBHYIO CUCTEMY KOOPIUHAT, yCYryOsis OUIMOKy To-
3ULUU.

BusyanpHas omoMeTpusi pemiaer 3agady OLEHKH OTHOCUTEIBHOTO MepeMenie-
HUSI KaMepbl MEXy KaapaMmu. B ciaydae ucronb30BaHUsI MOHOKYJISIPHOW KaMepPhbI CHU-
cTeMa CIoCcOoOHAa BOCCTAHOBUTH TPAEKTOPHIO TOJBKO C TOYHOCTBIO O HEM3BECTHOIO
MacmTabHoro ko3 duuuenta s. 3to GpyHIaMEHTAIBHOE OTPAaHUYEHHUE CBSI3AHO C TEM,
YTO OJTHO ¥ TO K€ U3MEHEHHE pa3Mepa 00beKTa Ha N300paKEHUH MOKET ObITh BHI3BAHO
KaK MpUOIMHKEHUEM KaMepbl, TaK M UCTIOIh30BaHUEM 00bEKTHBA C IPYTUM (HOKYCHBIM
PacCTOSIHUEM, WJIH e JIBH)KEHUEM 00BhEeKTa MEHBIIIETO pa3Mepa Ha TOM )K€ PaCCTOSTHUU
[5].

MaremaTudecku, eciii UCTUHHOE TiepeMelieHre paBHo AT, To BU3yayibHasi 0/10-
MeTpust orieHuBaeT ero kKak AT.=s-AT. be3 BHemHel nndopmaiuu onpeaenuTh S He-
BO3MOHO. Kpome toro, VO TpeOyeT Haluuus J0CTATOYHOTO KOJIMYECTBA KOHTPACT-
HBIX TOYEK MHTEpeca Ha M300paKeHHUH JIJIsl HAJACKHOTO OTCIIEeKUBaHUS. B ycrioBusx
OJTHOPOJIHBIX MOBEPXHOCTEH Win Tipu ObicTpoM Bpamenun BITJIA TpekuHr tepsercs,
YTO MPUBOAUT K HAKOTUICHHUIO ONMIMOKH UJTU TIOJITHOMY OTKa3y CHCTEMBI [6].

JI71s1 KOMITEHCAIlMK HEJIOCTATKOB KaXKI0T'0 U3 METO/I0B MPUMEHSETCSI CEHCOPHAs
¢y3us. CymiecTByeT JBa OCHOBHBIX MOJIX0Ja K MHTErpalluy JaHHBIX: cjiadoe compsi-
KEHUE U TECHOE COMPSIKEHUE.

[Ipu cmabom conpspKeHUU BU3yallbHASI OJIOMETPHS M HHEPIIUATIbHAS HABUT AIIHSI

pa6OTaIOT KaK HC3aBUCHMbIC MOJIYJIN. VO BBLIACT OLCHKY OTHOCHUTCIILHOT'O ICPEMC-
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IIEHUs], KOTOpasi 3aTeM UCTIOJIb3yeTCsl Kak u3mepenue st punprpa Kanmana, mporuo-
3UPYIOLIETO COCTOSIHUE Ha OCHOBE AaHHbIX IMU. DTOT moaXo. mpolle B peann3alni,
HO MEHEeEe TOYEH, TaK KaK HE YUYUTHIBACT KOPPEIALHUIO OIMOOK MEXITYy CEHCOpaMH Ha
HU3KOM ypOBHE [7].

TecHoe comnpsbKeHHE MpearnoiaraeT COBMECTHYIO 00pabOTKY ChIPBIX JAHHBIX C
kamepsl U JaHHbix IMU B paMkax e AMHOTO ONTHUMU3AIMOHHOTO MPOIIecca Uil (PUITb-
Tpa. Hanbonee pacnpocTpaHeHHBIM MATEMATHYECKHUM AIAPaTOM JIJISl 3TOTO SBIISAETCS
Pacmimpennsiii puiibtp KanMaHna uian onTuMH3ausl CKOJIb3SIIEro OKHa, UCIOJb3ye-
Mas B Takux cucteMax, kak OK VIS umu VINS-Mono.

B apxurtexkType TECHOro CONPSIKEHHsI COCTOSIHUE CUCTEMbI X BKIIIOUAET B CeOs
HE TOJIBKO MO3ULIHIO P, CKOPOCTh V U OPUEHTALINIO (, HO U cMelIeHus natunkos IMU

(ba,bg), @ TaKKE, YTO KPUTHUECKH BAXKHO, OOPATHBINA MACIITAOHBIN (HAKTOP WU IIIy-

OMHY HaOIIOAAEMBIX TOUYEK.
X=[p,v,q,ba,Dg,]

rje A — mapamerp, CBA3aHHbIN ¢ MacIITabOM WJIU TJIyOMHOM TOYEK.

KiroueBbiM npenmyiiectBoM uHTErpanuu IMU ¢ MOHOKYJISIPHOW KamMepou siB-
JSI€TCSI BO3MOKHOCTh BOCCTAHOBJIEHUS a0COJIFOTHOTO MacITada TpaeKTopuu. AKcele-
pPOMETp n3MepsieT yCKopeHue B pusndeckux enuHunax (M/c?). CpaBHUBAs BEIMUUHY
YCKOPEHHUSI C MOKa3aHUSIMHU aKCeIePOMETPa, GUILTP MOXKET OLICHUTh MAaCIITAOHBIN KO-
s dunuent s [8].

[Tpouecc nannnanuzanuu VIO-cuctemsl ABASETCS KPUTUUECKUM 3TANIOM, KOTO-
paiii TpeOyeT oT BITJIA BrinoIHEHNE OTpe/IeICHHBIX MaHEBPOB. J[aHHBIN (akTOop MpH-
BOJIUT K 3aTPyIHEHUIO OLIEHKU MaciTaboB [8].

He Menee BaxkHOM TpoOIeMON SBJISIETCSI CHHXPOHH3AIUS CEHCOPOB, MTOCKOJIBKY
kamepsl 1 IMU 4acTo UMEIOT pa3HbIE YAaCTOTHI.

Peanuzauus VIO Ha 60pTty nerkoro BITJIA orpannyeHa BEIYMCIUTEIBHBIMU pe-
cypcamu, TaKk Kak HCIOJb30BaHUE MOJHOIEHHBIX alroputMoB SLLAM, yacto u30bI-
To4yHO. [ToATOMY Ha MpaKTHUKE Yalle MPUMEHSIOTCS aIrOPUTMbI BU3YaJIbHON OJIOMET-
puu 6e3 coxpaHeHUs TJI00ATBHON KapThl, TUOO C UCIOJIL30BAHUEM JIOKAJTBHBIX KapT
HEOOJIBIITIOTO pa3mepa.

J{nst cHUKEHUs Harpy3KH Ha MPOLEecCcop MPUMEHSIOTCS METOIbl ONITUMU3AIINH.
3TO0 MO3BOJISIET COXPAHATHh TOYHOCTh OLIEHKU TEKYLIUX MapaMeTpoB. Takke mepcrek-
THUBHBIM HAMPABIICHUEM SIBJISIETCS] MCIIOJIb30BAHUE HEUPOCETEBBIX MOAXOA0B KOTOPHIE
MOTYT paboTath 3P PeKTUBHEE TPAAUIIMOHHBIX TEOMETPUUECKUX METO/I0B, HHTETPUPO-

BaHHBIX B COBPCMCHHBIC 60pTOBBIe KOMIIBKOTCPBI.
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FI/I6pI/II[HBI€ CUCTCMbI HaBUIallMM, COYCTAIOINHEC BHU3YAJIbHYIO OJOMCTPHUIO H
HMHCPLHHAJIBHBIC U3MCPCHUA, ITIPCACTABILAIOT co0Ooii HanboIee MCPCIICKTUBHOC PCIICHNC

s obecrieueHus aBToHoMHOcTH BITJIA B ycnmoBusax otkaza GNSS.
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BJAUAHUE UICKYCCTBEHHOI'O UHTEJUVIEKTA HA IIOBCEJJHEBHYIO
KN3Hb

Jlx. Paxman!, A.B. Akumenko!

!®I'BOY BO «BopoHEkXCKHIA rOCY1apCTBEHHBIN JIECOTEXHUYECKUM YHUBEPCUTET

nmenu [.d. Mopo3zoBa»

AHnHoTauus. B 3T0i1 cTaThe paccMaTpuBaeTcs, Kak nCKyccTBeHHbIN nHTEEeKT (M) B HacTo-
sAIIee BpeMs BIUSET Ha TOBCEAHEBHYIO JKU3Hb OOBIUHBIX JIFO/IeH. B Hell paccMaTprBalOTCsi OCHOBHBIC
obmnactu, e U ucnonb3yercs 3mpaBooxpaHeHne, 00pa3oBaHue, TPAHCIIOPT, IMIOMUHT, JOM U pado-
yee MecTo. B cTaThe paccmarpuBaroTcs Kak HOBbIE BO3MOXHOCTH, KOTOpbIe npeaocTanisier MU, Tak
U Npo0JIeMbl, KOTOpbIE OH CO3JaeT, TaKhe Kak MpoOsieMbl KOHGUAESHINATBHOCTH, STHUECKUE MPO-
0J1eMbl, YTpo3bl pabodnuM MecTaM U HU(POBO pa3phIB.

KiroueBble c0Ba: MCKYCCTBEHHBII MHTEIJIEKT, MAlIMHHOE O0y4YeHHEe, aBTOMAaTU3alus, YM-

HBIM TOM, 3/IpaBoOXpaHeHuEe, HU(POBOE HEPABEHCTBO, KOHPHUICHIUAIBHOCTD, OyaAyIIee TpyAa.

THE IMPACT OF AI ON EVERYDAY LIFE
J. Rahman', A.V. Akimenko'

"Voronezh State University of Forestry and Technologies named after G.F. Morozov

Abstract this article looks at how artificial intelligence (AI) now shapes the daily lives of or-
dinary people. It reviews the main areas where Al is used health care, education, transport, shop-ping,
the home, and the workplace. The paper discusses both the new opportunities that Al provides and
the problems that it creates, such as concerns about privacy, ethical issues, threats to jobs and the
digital divide.

Keywords: Artificial intelligence, machine learning, automation, smart home, healthcare, dig-
ital inequality, privacy, future of work.

Artificial intelligence is no longer something you only meet in science fiction or
inside a few elite research labs. In just a few decades it has moved out of computing
theory and into the fabric of ordinary life. Most of us deal with Al dozens of times a
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day without even noticing. The film a streaming service suggests, the voice assistant
that sets a morning alarm, the program that approves or blocks a card payment, the map
app that reroutes you around traffic all of these run on the same basic family of tech-
nologies.

The size of this change shows up in the economic numbers. The McKinsey
Global Institute expects Al to add as much as $13 trillion to the world economy by
2030, with the biggest gains in the areas that touch people most directly: health care,
education, shopping, and transport [1]. Yet because Al is spreading so fast, it also cre-
ates problems that societies are only beginning to understand problems tied to privacy,
jobs, fairness, and who actually gets to share in the benefits.

This article gives a broad picture of how Al is reshaping everyday life across
several key areas. It examines the application of AI’s power, the benefits of Al, the
perils of Al, and the social consequences of its ongoing development. Understanding
all of this matters not just for engineers and policymakers, but for everyone who has to
find their way in a world increasingly run through.

Machine-learning programs that read medical images can already match, and
sometimes beat, experienced doctors at certain tasks. Google DeepMind's system for
spotting eye disease, for instance, was able to pick out more than 50 eye conditions
from retinal scans about as accurately as the world's top specialists [2]. Similar progress
has been made in finding skin cancers, lung nodules, and heart problems.

Al is also changing how patients handle long-term illness at home. Continuous
glucose monitors paired with machine-learning models can warn diabetic patients
about a coming low-blood-sugar episode before they feel any symptoms, so they can
act early. Wearable ECG devices, now sold as ordinary consumer gadgets, use built-in
Al to detect atrial fibrillation a major cause of stroke and tell the wearer to see a doctor.
Tools like these bring clinical-grade monitoring into the home, ease the load on hospi-
tals, and let patients take a more active part in their own care.

Research into new medicines is speeding up too. During the COVID-19 pan-
demic, machine-learning tools sorted through billions of molecules to find ones that
might fight the virus work that would have taken decades by older methods. Deep-
Mind's AlphaFold cracked the protein-folding problem that had blocked biologists for
fifty years, opening new doors for drugs against everything from Alzheimer's to anti-
biotic-resistant infections [3]. Turning these findings into approved treatments still
takes years, but the way Al shortens the research timeline marks a real change in how
fast humanity can fight disease.
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Fresh Challenges and Personalised Learning Another area where Al is starting
to change daily life for millions of people is education.

The usual classroom teaches one lesson to many students at once, so by its very
design it can't fully match the different speeds, styles, and needs of each learner. Al-
powered adaptive learning platforms offer a partial fix for this old problem. Tools such
as Khan Academy's Al tutor, or the commercial systems used in universities, keep
checking how a student is doing and adjust the difficulty, pace, and format to fit that
person [4].

Early results from controlled studies suggest that personal, Al-driven teaching
really can improve learning, especially for students who are struggling or can't afford
a private tutor. Where trained teachers are scarce which is true across much of the
developing world Al learning tools could help close serious gaps in access to good
teaching.

Transport is one of the most visible places where Al shows up in daily life. Nav-
igation apps such as Google Maps and Yandex Navigator have already made it normal
to get real-time, Al-optimized directions that take live traffic, accidents, and expected
travel times into account. These apps crunch huge streams of data from millions of
users at once to suggest routes that, together, cut congestion and travel times across
whole cities [5].

The boldest use of Al in transport is the self-driving car. Companies like Waymao,
Tesla, and many others have poured billions into building cars and trucks that can han-
dle busy roads without a driver. Fully autonomous vehicles promise big safety gains
human error is behind roughly 94% of serious road crashes in the United States along
with smoother traffic and lower fuel use. By 2024, limited commercial robotaxi ser-
vices were running in several cities, the first real-world rollout of Level 4 self-driving
at a meaningful scale [6].

Al is reaching into city infrastructure as well. Smart traffic systems use computer
vision and prediction to change signal timings on the fly, cutting idling and pollution.
In public transport, Al predicts when equipment will need repair before it breaks down,
which improves reliability and safety. In logistics, Al steers goods through incredibly
complex networks, making possible the fast deliveries that online shoppers now expect.

In shopping and commerce, Al has quietly become the backbone of the consumer
economy. Recommendation engines the algorithms that pick the next video, product,
or song for you are among the most commercially important Al tools around. Amazon

reckons that about 35% of its sales come from its recommendation system, which uses
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collaborative filtering and deep learning to guess what each customer wants with strik-
ing accuracy [6]. Streaming services like Netflix and Spotify lean on the same kind of
Al personalization to keep users watching and listening.

These systems matter beyond mere convenience. By choosing and pushing con-
tent that fits each person's taste, recommendation algorithms shape the information,
entertainment, and ideas people run into. Critics warn that this can create «filter bub-
bles», where users are slowly cut off from views and content unlike their own some-
thing that could seriously affect public debate and how a society holds together. De-
signing recommendation systems that serve people's wellbeing instead of just maxim-
1zing screen time is one of the hardest problems in tech ethics today.

Al has crept into everyday life inside the home through smart speakers, con-
nected appliances and home automation. Devices like Amazon Echo and Google Nest
answer voice commands, control lights and heating, play music, set reminders, and
order groceries.

The link between Al and jobs may be the most important and most argued-over
part of the technology's effect on everyday life. Today's Al, driven mainly by large
language models and advanced robotics, has widened automation well beyond the man-
ual and routine office tasks that earlier waves touched. Systems that can draft legal
papers, write software code, produce marketing text, analyze financial data, and handle
customer service are now used at scale across many industries [6].

Research on what this means for jobs paints a mixed picture. A major McKinsey
Global Institute study estimated that by 2030 somewhere between 75 and 375 million
workers worldwide up to 14% of the global workforce may have to switch occupations
because of automation. A 2023 Goldman Sachs study reckoned that generative Al
alone could automate work equal to 300 million full-time jobs, while also creating new
kinds of work. History suggests that lost jobs are usually replaced by new ones, but the
speed of today's shift and the way it reaches into skilled, white-collar professions makes
it different from past waves.

In practice, many people already treat Al as a day-to-day helper rather than a
rival. Al tools boost the work of radiologists, lawyers, software engineers, and financial
analysts, letting them work faster and handle more. The rise of “prompt engineering”
the skill of writing good instructions for AI shows how new kinds of human expertise
grow up alongside new technology. Reshaping education and job training so people
can thrive in this human Al partnership is one of the defining policy challenges of our
time.
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As Al seeps into everyday life, it raises basic questions about privacy, freedom,
and power. Al gets its abilities from data enormous amounts of it, taken from every
digital action we make. Commercial Al continuously collects and processes personal
data, creating an imbalance of information and power between tech companies and the
people whose data they use. Laws like the EU’s General Data Protection Regulation
(GDPR) and the proposed EU Al Act try to address this imbalance by establishing
rights and duties, but enforcement is challenging and the law continues to trail the tech-
nology.

Facial recognition shows the clash between Al's power and civil liberties espe-
cially sharply. Being able to identify people in public in real time, using cameras
hooked to Al, has real value for policing and security. It also makes possible kinds of
surveillance that clash with the expectation of anonymity in public that many ideas of
freedom rest on. Several big cities, including San Francisco and Boston, have banned
government use of facial recognition, showing how seriously democratic societies take
these worries. In Russia, Federal Law No. 149-FZ on Information and its later amend-
ments increasingly cover the use of biometric data, setting rules for consent and data
security.

Artificial intelligence has gone from a narrow research topic to a constant pres-
ence in everyday life, changing how people get health care, learn, travel, shop, work,
and live at home. Its benefits are real and large: earlier detection of disease, more per-
sonal education, safer travel, more efficient commerce, and stronger professional abil-
ities. These are genuine improvements in human life and deserve credit alongside the
challenges Al brings.

But at the same time, the embedding of Al into everyday life poses serious risks
and ethical tangles that cannot be brushed aside or put off. Engineers, lawmakers, civil
society and ordinary citizens all need to be actively mindful of privacy, algorithmic
bias, job disruption and the digital divide. As history shows, the true impact of a pow-
erful new technology is less a function of the technology itself than of the social, legal,
and institutional rules that govern its use. So the job of this generation is not just to
build Al faster, but to govern its use wisely.

That means strong rules, protecting basic rights while enabling useful innova-
tion, investment in public education and job retraining, and a strong commitment to
spreading the gains of Al fairly across society. Al is not a destiny we have to accept
without question it is a set of tools whose impacts are shaped by the choices people,

organisations and governments make about how they are built, used and limited.
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As Al becomes more powerful and more embedded in the infrastructure of eve-
ryday life, the decisions we make today about how to govern it will determine whether
Al becomes a driver of broadly shared human flourishing or a vehicle for power con-
solidation and deepening inequality. One of the defining tasks of the twenty-first cen-
tury is to take this challenge seriously.
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